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1. Scope
(Informative)

This Requirement Document (RD) contains market driven, interoperable charging requirements for OMA defined mobile service enablers. This document captures the overall charging needs on mobile service enablers, from the perspective of service subscriber, user, mobile network operator, service provider, application provider and content provider. The information contained in this RD is applicable to service providers (i.e. network operators), application/content developers and infrastructure/terminal manufacturers.

The Use Cases in this document illustrate the market need for the various charging principles that requires support from mobile service enablers’s interworking charging capabilities.

In scope:

· Charging functionality requirements across the various service enablers, capturing device, clients, service platforms, connectivity and content.

· Requirements to facilitate event / time / session / subscription charging for each service type (communications, content and applications).

· Requirements to support online and offline charging methods (i.e. prepay and postpay payment methods), real-time charging and mechanisms for ‘A’ party pays.

· Requirements for charging interfaces between content provider, service provider and mobile operator.

· Requirements for the management of charging events, which are closely related to identification, authorisation and security mechanisms.

Out of scope:

Billing and payment is outside the scope of this Work Item.

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Acquirer
	The entity to which the merchant provides the transaction credentials in order to receive the funds.

	Customer
	The person or entity requesting, obtaining or paying for goods or services

	Funds
	Value which can be exchanged for goods or services

	Issuer
	The entity that provides the customer with payment credentials.  The issuer receives funds from the customer. The payment credentials are usually specific to a particular payment system, and are used to make a payment with that payment system

	Merchant
	The entity offering goods or services. The merchant receives a payment from the customer in return for the goods or services. The funds to the merchant are received via the acquirer

	Payment
	It is the process by which customer presents the merchant with transaction credentials, as a response to the transaction details, which is sufficient for the merchant to agree to provide the customer with the goods and/or services

	Payment Association
	The entity which governs, that is, defines the interfaces and rules for a payment system

	Payment Credentials
	This is the credentials that the customer gets from the issuer that allows the customer to make use of the payment system

	Payment System
	Each of the systems that enables the different types of payment

	Payment Transaction
	The presentation of the Transaction Details to the customer and the response of Transaction Credentials to the merchant

	Transaction Credentials
	A function of the payment credentials, the transaction details, and authentication of the customer, that contains sufficient information for the merchant, acquirer and issuer to process the payment

	Transaction Details
	A description of the transaction, it includes for example the price, description of goods and the merchant’s name


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction
(Informative)

Traditionally, services for telecommunications networks and the network itself were once tightly coupled. The process to create a new service would imply standardisation of all the steps in the service delivery, including the network capabilities, the user experience and the interoperability issues. In that situation, the introduction of a new service had to be done via Standards bodies, a slow and at times difficult task for Operators to differentiate themselves with their competitors.

As the mobile market evolves, it becomes ever more complex. With the introduction of IP in the network and the possibilities to offer services on top of it, this approach has changed. Today, there exists the possibility of creating a new service and include it in the network in a really quick manner. If we want to maintain the high service levels that have been achieved in the industry, there are some problems that have to be solved for each one in an efficient way, most of them related to the relationship with the customer (customer care) and the way the charges are applied for the services.

However new parties may become part of the value chain. Content aggregators, content providers, m-commerce financial entities etc, will need a framework that allows them to get some money out of the value chain without cannibalising revenues from other parts of it. Different business models should be allowed simultaneously for different entrants, and it is important that time to market is not increased because of the lack of a common understanding of the service. We can take as an example the interoperability issues at the beginning of the MMS service.

Although the user is becoming the key factor in the business, there is a threat that the user interests could be harmed because of a lack of ability to offer appealing services with suitable charging conditions The perceived value can be originated in different ways, so flexibility is a must in the future charging environment. In addition to charging based on time or volume, new elements based on events and content will become increasingly important.

The user is also becoming more and more a central part of the service itself. While in the past a service was designed for an specific segment of the market, in the near future it will be possible that different identities and devices are used by the same user in different environments. For that reason - and although market segmentation will go on - the relationship between the user and the segments will be more complex, with users that can be considered “Home” during their free time but will use their devices to access “Business” content while they are working. The same can be said about the relationship between the user and the terminal, which possibly won’t remain as “one-by-one”. This could also lead to an environment where the user does not know what is the set of services available to him in a particular environment and what charges would be applied for them, so it is important that the user is able to customise the service environment, know in advance the charges that he is going to be applied and be sure that only the services asked will be billed. On the other hand, there should be mechanisms to avoid fraud throughout the value chain.

While setting up requirements for every service is not feasible, due to the fact that charging requirements are often tightly related to the service itself, there is a necessity for a common view on the necessities of service delivery for charging. A minimum set of  common (i.e. general) requirements is needed to facilitate the interworking and interconnection of new services without mandating the way those services are developed and allowing a broad set of business models to be used. This minimum requirement set will allow new business models to be deployed in a compatible way.

As an example, the following factors should be considered:

· ·The 3G services environment is becoming very dynamic, where many providers with very different applications and services appear and disappear quickly in trying to meet the changing market requirements as soon as possible. Thus a charging system that can provide all business actors a very simple way to interact, and allowing greater flexibility in their business models, is needed.

· There will be different levels of trust between the different actors involved in the service delivery. The charging system should not assume that a strong trust between parties will always exist. 

· Multi Operator scenarios should be considered, including the possibility for a service provider to offer services to several network operators, services roaming across operators, etc.

· A charging architecture needs to be able to support not only legacy charging types, like “time” or “event”, but new charging types such as “value” or content based charging. Additionally, there will appear complex charging models for the end user which could include special promotions, cross promotions, prizes, special rates for services roaming situations, subscriptions etc.

· The tariff applied to the customer should be kept as simple as possible, no matter how complex are the new services.

· Several means of payment for each service could be allowed, independent of the client type. This is normally known as the convergence of prepay and postpay. This convergence can be done on different levels. First , users are separated into prepay or postpay users as they are today, while the same services are offered to both groups. Second , users will be able to choose the method  as payment of each service. In that scenario, prepay and postpay will be considered only payment types.

· It’s absolutely mandatory to protect the user from being charged for a service not requested. We have to protect user against fraud, possible malfunction of applications etc.

· In general, fraud should be avoided by performing the necessary application/user/operation validation etc.

· Due to the complexity of the charges to be applied for new services, Operators should be able to advise the user of the charges that are going to be levied before the service is delivered. That information can be informative when the user is notified of the information, or intrusive, when acceptance of the charges must be done for the service to be delivered.

· Service delivery should be made equally available to the customer independently on the means of payment used

5. Use Cases
(Informative)

5.1 Use Case TPSP, Charging Requirements for Mobile Services

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	
	
	
	
	

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for Charging Requirements for Mobile Services

5.1.1  ASK  \* MERGEFORMAT Short Description

This scenario describes the Push service related to three parties included the user who ordered it , the receiver and the service provider. The record (should be applicable to post paid, prepaid and real time charging) of the charging enabler should specify which party should pay for it. The charging information should at least be included the service provider’s identifier and the service identifier, and the originator for PUSH service and the PUSH service receiver and the party paid for it.
5.1.2 Actors

· End user

· Mobile Network Operator

· Service Provider
· Payment Provider or Mobile Network Operator’s billing system
5.1.2.1 Actor Specific Issues

5.1.2.2 Actor Specific Benefits

5.1.3 Pre-conditions

· Mobile terminal must support browser. 
· Mobile terminal must support PUSH . 
· Mobile Network Operator is able to bill the source of information via its operator billing system or an external payment service provider.

· Service Provider has a business relation with Payment Provider. 
· Service Provider can push messages onto the mobile terminals.
5.1.4 Post-conditions

A billing record has been placed on the operator’s or other payment provider’s billing system. There shall be settlements among each actors. Service provider will be paid by Mobile Network Operator or Payment Provider.  

5.1.5 Normal Flow

Today is Rose’s birthday. Her friend Jack wants to send an e-greeting card to her through the handset. As follow map:
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First, Jack access to the service provider portal which sales the delicacy e-cards, ringing and so on through the operator’s network with his handset. He chooses a nice picture with the happy birthday song on this portal. The system feedback the table which he must input some important information. He should input his birthday congratulations on the e-card and input the MSISDN of the receiver. After Jack confirms all of the content about this e-card, the service provider push a message to the Rose. Rose receives the push message and downloads it as the message’s link URI with her handset.

Because this service include two subscribers and the service provider and the operator, the charging enabler should have the CDR which be specified the push service and who should pay for it.
5.1.6 Alternative Flow

If Rose’s handset is not open, the push messages should be kept on the operator’s network. As soon as his handset opens, the push message should be send to him instantly.
5.1.7 Operational and Quality of Experience Requirements

There are different kinds of payment methods for the subscriber to choose
5.2 Use Case TPSP, Song Download

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	
	
	
	
	

	Additional Keywords
	
	
	
	
	


Table 2: Affected Areas for Song Download

5.2.1  ASK  \* MERGEFORMAT Short Description

This use case is about a user downloading a song to his device. The user is charged an “event charge” for the fact of downloading a song, independently of the length (airtime consumed in the download) of the song.

5.2.2 Actors

· End user

· Mobile Network Operator

· Payment Provider or Mobile Network Operator’s billing system
5.2.2.1 Actor Specific Issues

· Network Operator

· Network Operator wants to offer a fixed price for downloading a song, independently of the airtime the song takes to be downloaded into the user’s device.

· Network Operator wants to offer this service to pre-paid as well as to post-paid users.

· Network Operator wants to avoid fraud.

· End User

· End User could be a prepaid or post-paid user

· End User wants a clear price for downloading a song into his device

· End User wants to be charged only for successful downloads

5.2.2.2 Actor Specific Benefits

· Network Operator:

· Offers a portfolio to both prepaid and post-paid users, in the same way.

· Avoids fraud by making sure that the user has enough money to pay the service.

· Is able to offer a more clear/appealing pricing model.

· End User

· Access to the benefits of a “bundle price” independently on whether he is prepaid or post-paid.

· Obtains a clear pricing for the service (no air-time, etc. additional charges)

· It’s charged only if the song is successfully downloaded.

5.2.3 Pre-conditions

· The end-user has a contract relation with the operator, and is authorized to get access to the “song download” service.
· The operator announces a songs downloading service, with a cost of X for the download of any song among the first 10 in the top list.
5.2.4 Post-conditions

· The user has the downloaded two songs in his device.
· The user has been charged an amount 2X for the download of two songs.
5.2.5 Normal Flow

· From the top 10 songs, user selects the song number 2 and requests the download.

· Operator checks if the user’s balance is enough for this, and makes a reservation for X.

· The download starts.

· Download of song takes 3 minutes, and finishes successfully.

· Operators charges (commit the reservation) X to the user, for the song.

· From the top 10 songs, user selects the song number 5 this time, and requests the download.

· Operator checks the user’s balance is enough for this, and makes a reservation for X.

· The download starts.

· Download of song takes 7 minutes this time, and finishes successfully.

· Operators charges (commit the reservation) X to the user, for the song.

5.2.6 Operational and Quality of Experience Requirements

· User Experience SHOULD NOT be impacted by the user’s balance check, prior to the download (step 2)

· Operator has to be sure about the success of the download

5.3 Use Case TPSP, Cross Promotions

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	
	
	
	
	

	Additional Keywords
	
	
	
	
	


Table 3: Affected Areas for Cross Promotions

5.3.1  ASK  \* MERGEFORMAT Short Description

Operators offers in his services portfolio, cross promotions that leads to special conditions in the usage of one service for a concrete user, after he makes use of another service.

In the example, if level 5 is reached in a game, 10 free SMSs are given to the end user.

5.3.2 Actors

· Network Operator

· End User

5.3.2.1 Actor Specific Issues

· Network Operator

· Network Operator wants to offer this service to pre-paid as well as to post-paid users.

· Network Operators want to offer cross relation promotions, in order to encourage the use of a service based (for instance) on the success of another.

· End User

· En User could be a prepaid or post-paid user

5.3.2.2 Actor Specific Benefits

· Operator:

· Operators may offer complex charging scenarios like cross relation promotions, that encourage the usage of certain services.

· Operator is able to offer his services to prepaid users as well as to post-paid users.

· User

· User gets access to these offers, independently on whether he is prepaid or post-paid.

· User gets benefit of the promotions, as soon as he fulfils the conditions of the promotion (no need to wait until the end of the month, the bill is sent, a couple of days for post processing, or whatever).

5.3.3 Pre-conditions

· The operator has a game download service, at the price of X per download.
· The operator sets up a promotion: for any given user able to reach level 5 on any of the games, he gets 10 free SMS.
5.3.4 Post-conditions

· The user has the song in his device, and has reached level 5.

· The user has sent 10 SMSs.
· The user is charged X for the song download, and nothing for the 10 SMSs.
5.3.5 Normal Flow

· User downloads a game

· Operator verifies successful download, and charges the user

· User starts playing

· After certain time playing, user reaches level 5

· User sends 10 SMSs to any destination he prefers.

5.3.6 Operational and Quality of Experience Requirements

· End User shouldn’t perceive any time period between he reaches level 5 in the game, and the time when he is able to send 10 SMSs without charge (this is, enjoy the promotion).

5.4 Use Case TPSP, Request Check and User Interaction

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	
	
	
	
	

	Additional Keywords
	
	
	
	
	


Table 4: Affected Areas for Request Check and User Interaction

5.4.1  ASK  \* MERGEFORMAT Short Description

End user access to a service given by a 3rd party service provider, selecting the download of a game.

Operator receives a charge request from the 3rd party, requesting a charge before delivering the service requested by the end user. Operator needs to verify request truthfulness, and check consent of the user, as well as later delivery success.

5.4.2 Actors

· Network Operator

· End User

· 3rd party

5.4.2.1 Actor Specific Issues

· Network Operator

· Needs to protect the user against fraudulent charges or failed deliveries.

· Network Operator is the actor charging the user.

· End User

· End User wants to be safe against unwanted charges.

· End User wants to apply his own privacy and/or charging policies.

· 3rd party

· 3rd party wants the operator to execute the charges

· 3rdparty wants to make sure that user has money to pay the requested service

5.4.2.2 Actor Specific Benefits

· Network Operator:

· Avoid fraud

· Strengthens trust relation with the end user

· End User

· End User is protected against fraudulent charges.

· End User feels control over his privacy and over his account, by specifying the privacy and charging policies he wants.

· 3rd Party

· 3rd party gives services and gets revenue without needing to maintain a complex charging and billing system. 

· 3rd Party doesn’t need to check if the user has money or not.

5.4.3 Pre-conditions

· There’s an agreement between 3rd party and operator, so that:

· End users may access 3rd party services through operator’s network

· Network Operator charges end user on behalf of the 3rd party.

· There’s a revenue share model in place

· The user (via subscription or any other option) is allowed to access services of this 3rd party.
· User puts in place some charging policies, requesting explicit confirmation for any charging request coming from this 3rd party.
5.4.4 Post-conditions

· The user gets access to the service.

· Service delivery successful
· End User is charged for the usage of the service
5.4.5 Normal Flow

· User gets access to the 3rd party services, and request the download of a game

· 3rd party requests operator to execute charge

· Operator party verifies that the end user is really accessing that service - OK

· Operator party verifies charging policies of the user. Policies says to ask for consent in these circumstances

· Operator sends a message to the end user, sending information about service/price and asking for consent.

· User answers yes.

· Operator checks user has enough money – OK

· Operator makes a reservation

· Operator sends an OK to 3rd party

· 3rd party allows the download of the game into the end-users terminal

· 3rd party ends download, asks operator to execute the charge over the reservation

· Operator verifies the success of the download – OK

· Operator executes charging on the users account

5.4.6 Operational and Quality of Experience Requirements

Quality of Experience of the user shouldn’t be impacted by the checks made about truthfulness of request, successful delivery checks, etc

5.5 Use Case TPSP, Mobile Betting Payment
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Table 5: Affected Areas for Mobile Betting Payment

5.5.1  ASK  \* MERGEFORMAT Short Description

This user case describes a complete football lottery process, including registering account, buying the lottery, refund process and rewarding.etc.

5.5.2 Actors

· End user

· Service Provider - Football lottery organizer
· Payment service provider
5.5.2.1 Actor Specific Issues

5.5.2.2 Actor Specific Benefits

5.5.3 Pre-conditions

· Mobile user applies for this service and registers an account used to buy the lottery. This account(Post-pay or pre-pay) is either his/her own phone bill account or an new account. 

· Payment service provider has agreement with football lottery organizer and they have authorization and authentication mechanism with each other.

· The end user obtains the information through Football lottery organizer’s server or other means, and makes the decision before the payment.

5.5.4 Post-conditions

· According to the transaction CDR generated by the Payment service provider, end user will pay the bill; football lottery organizer and Payment service provider do the settlements with each other.

5.5.5 Normal Flow

· The end-user sends the football lottery request to the football lottery organizer through message, IVR or other means

· The football lottery organizer analyze the content of the lottery. The football lottery organizer will send the rating parameters to payment service provider and indicate the amount of the lottery

· Payment service provider check the account of the end user and handles the request from football lottery organizer. For postpaid users, a CDR will be generated, and for prepaid users, lottery fee will be charged then

· Payment service provider returns successful information to the football lottery organizer

· End user will receive the notification of the transaction result either from Payment service provider or the football organizer

· If the end user win the prize of the football lottery, the football lottery organizer send reward request to the micro-payment platform

· Payment service provider add the amount of the prize to the lottery account of the end user and feedback to the football organizer. End user receive the notification of prize information either from the Payment service provider or the football organizer.

5.5.6 Alternative Flow

· If the mobile phone is not available or there is not any network coverage, Payment service provider need to keep the transaction information until it is successfully received

· If the end user ask for the confirmation before any operation of  his or her account, Payment service provider should have this interactive mechanism

· The process of rewarding can be done by the football lottery system through other means without Payment service provider

· If the lottery transaction is finally failed due to some unpredictable reasons, the lottery organizer need to send a refund request to Payment service provider and indicate the refund sum. Payment service provider refund the end user and feedback to the football organizer.

5.5.7 Operational and Quality of Experience Requirements

None

5.6 Use Case TPSP, Content Purchase
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Table 6: Affected Areas for Content Purchase

5.6.1  ASK  \* MERGEFORMAT Short Description

This scenario describes an ad-hoc purchase event. A user purchases a digital image that he wants to use as a background picture. Content discovery is by conventional methods.

5.6.2 Actors

· Customer (End user)

· Merchant (Content Provider)

· Acquirer (e.g. operator having the relationship with merchant)
· Issuer (e.g. operator having the relationship with the customer)
5.6.2.1 Actor Specific Issues

· The customer has to have an account at the issuer

· The merchant and the acquirer has to have a trust relation

· The issuer and acquirer have to have a trust relation
· The issuer and acquirer can be the same
5.6.2.2 Actor Specific Benefits

· The customer can get charged for and receive content on the mobile device

· The content provider can get access to user

· The issuer can charge for content delivered by the merchant
· The acquirer can charge for the connection between the merchant and acquirer
5.6.3 Pre-conditions

· Delivery confirmation, funds transfer, authorization, rating and bonus handling is considered outside of scope
· All charges are accumulated on the operator's phone bill or stored value account
5.6.4 Post-conditions

· The customer has been charged for and received the content
· The issuer has charged the customer for the content.
5.6.5 Normal Flow

· The customer wants to buy a picture and has information about the merchant from whom to make the purchase
· The customer contacts the merchant, selects the image for download
· The merchant gets a request for content and displays a list of issuers or acquirers available to the user
· The user selects the preferred issuer or acquirer (e.g. click on the logo of the operator)
· The merchant sends a request to the acquirer containing e.g. information about the content, price etc

· The acquirer may add information  (e.g. price, acquirer information etc.) before forwarding the charging request to the issuer

· The issuer may produce a charging record for request before updating the customer’s account

· The issuer sends the acquirer a response to the request, containing information about the charging (e.g. successful update of the customers account)

· The acquirer forwards the response to the merchant

· When the merchant receives the response with a successful charging it send the image over to the customer’s device

5.6.6 Alternative Flow

· The customer’s account may be barred for some reason.
5.6.7 Operational and Quality of Experience Requirements

· The user experience should not be affected of the charging performed between merchant, acquirer and issuer.
5.7 Use Case TPSP, Public Transportation Service
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Table 7: Affected Areas for Public Transportation Service

5.7.1  ASK  \* MERGEFORMAT Short Description

This scenario describes an ad-hoc ticket purchase event. A user purchases a public transportation that he orders, pays and receives and consumes with the help of his mobile device. Ticket discovery is by conventional methods.

5.7.2 Actors

· User (Customer)

· Content Provider (Merchant / public transportation company in this case)

· Payment Service Provider (Acquirer)
· Issuer
5.7.2.1 Actor Specific Issues

· The user has to have an account at the issuer

· The content provider and the PSP (acquirer) has to have a business (and trust) relation

· The issuer and PSP (acquirer) have to have a trust relation with each other

· The issuer and PSP (acquirer) can be the same entity

· The user is having a ticketing application and mobile device capable for proximity communication (over. E.g. Bluetooth, rfid, infrared, etc.)
· The merchant is having the necessary equipment to communicate with user’s mobile device over proximity radio technologies
5.7.2.2 Actor Specific Benefits

· The user can purchase the ticket, receive it on the mobile device and consumer it with the mobile device

· The user finds the ticketing purchase and consumption process easy, fast and convenient
· The content provider can streamline the whole ticket purchase and ticket consumption process, which will potentially cut costs and increase service level
5.7.3 Pre-conditions

· Delivery confirmation is not considered.

· No authorization is needed from the user
· Purchases are charged from issuer’s stored value account
5.7.4 Post-conditions

· The User has paid for and received the ticket.

· The issuer will transfer funds to the PSP (acquirer)
· The PSP (acquirer) will transfer funds to the merchant
5.7.5 Normal Flow

· The user wants to buy a public transportation ticket and has information about the content provider from whom to make the purchase
· The user contacts the content provider, selects the appropriate ticket to download
· The content provider gets a request for content and displays a list of payment instruments available to the user (defined at agreement between the merchant and acquirer/s)
· The user selects the preferred payment instrument (e.g. click on the logo or information attached to the ordering message). The preferred payment instrument selection is based on what instruments user has available from the issuer and which of these user prefers to use in mobile channel
· The content provider contacts the PSP (acquirer) to request for charging

· The PSP (acquirer) contacts the user’s issuer to request charging
· After successful charging towards the pre-selected option as per user's profile has been performed the response is sent to the PSP (acquirer)

· When the content provider receives the successful charging response it sends the ticket to the user’s device

· The user takes proximity connection from the ticketing application to the ticket reader to pay for the travel

5.7.6 Alternative Flow

· The user might have selected other type of micro-payment mechanism than stored value account
· The use of proximity technologies is not necessarily needed in public transportation use case. It might be sufficient to show the digital ticket to the public transportation company’s personnel. However, this does not affect the charging as the stored value account is charged at the point of ticket ordering
5.7.7 Operational and Quality of Experience Requirements

The user experience should not be affected of the charging performed between content provider, PSP (acquirer) and issuer

5.8 Use Case Other, Messaging while Roaming

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	
	
	
	
	

	Additional Keywords
	
	
	
	
	


Table 8: Affected Areas for Messaging While Roaming

5.8.1  ASK  \* MERGEFORMAT Short Description

User A is travelling in a foreign country. He is connected to a Visited Mobile Network Operator, thus being able to use his mobile. User A sends an MMS to User B in his country of origin. The charges originated by the MMS are of the same type that those that would have been generated in his Home Network, with and addition of a top-up charge (i.e. an event with a price higher that the domestic case).

Depending of the operator policy, some additional charges can be added to the account (i.e. traffic)

5.8.2 Actors

· User A and User B
· Home Mobile Network Operator

· Visited Mobile Network Operator

· Service Provider
· Payment Provider or Mobile Network Operator’s billing system
5.8.2.1 Actor Specific Issues

· User A

· User A must have an agreement with his Operation Company to be able to access the service in roaming situations. This agreement could imply additional restrictions to the services allowed to the user that those of the Home case.

· Network Operators

· Network Operators must have an agreement to provide services in the Visited Network Operator to the Home Network Operator’s subscribers.

· There are legal restrictions that apply in this use case

5.8.2.2 Actor Specific Benefits

· User A is able to access services while travelling abroad

· For user A, the invocation of the service is done in the same way that when at home.

· Home Network Operator

· The Home Network Operator can provide their users with a service in a network other than his own, thus increasing revenues

· Visited Network Operator

· Through sharing of revenues, the Visited Network Operator can generate additional revenues from services provided to customers of other Network Operators.

5.8.3 Pre-conditions

· User A is allowed to access his services in a foreign country

· Home Mobile Network Operator and Visited Network Operator have a roaming agreement, that is to say, an agreement so the Visited Network Operator can provide services to a user of the Home Mobile Network Operator
· The Mobile Terminal of User A is able to support the service provided.
5.8.4 Post-conditions

· Settlement between actors is independent.
· Some of the charges could be online (i.e. User A debit) while other are offline (i.e. settlement between Network Operators)
5.8.5 Normal Flow

User A wants to send an MMS to User B. User A is connected to the Visited Network Operator and has the service activated to send MMS.

User A asks for the service. A bearer connection is opened between the Mobile Terminal and the MMSC (MMS server). The connection is used to send the MMS service information and data and then the connection is closed. 

Charges are added for the event of the MMS send to the account of User A, along with a top-up charge for roaming usage. Depending on home operator policy the user may have to pay for additional terminating / forwarding legs for traffic rerouting towards him.. In addition, charges are added from the Visited Network Operator to the Home Network Operator due to the service delivered.

5.8.6 Operational and Quality of Experience Requirements

The user experience should not be affected of the charging
5.9 Use Case TPSP, Interworking
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Table 9: Affected Areas for Interworking
5.9.1  ASK  \* MERGEFORMAT Short Description

This use case focuses on the issues that arise when a subscriber uses a mobile payment infrastructure where the merchant’s acquirer who is not the subscriber’s issuer.

This scenario will typically arise when using local services while travelling abroad, e.g. the London weather forecast (merchant) may have a contract with an UK MNO but not with the subscriber’s German issuer.

But the situation may also arise, while the subscriber is in his home network. E.g. he may (via WAP or Web) access the service of a content provider who has no relationship with his issuer.

To summarize, this type of interworking should not be confused with the classical bearer roaming (voice calls from abroad or accessing home services from abroad).
5.9.2 Actors

· Subscriber
· Merchant (content provider)

· Acquirer (payment service provider of the merchant)

· Issuer (payment service provider of the subscriber, typically her mobile network operator)

Note: The MNO may act as PSP and/or content provider.
5.9.2.1 Actor Specific Issues

· The subscriber has to have a trust relationship with his issuer.

· The merchant and the acquirer have to have a trust relationship
· The acquirer and the issuer have to have a trust relationship with each other or with a broker
5.9.2.2 Actor Specific Benefits

· The subscriber profits from being able to use mobile payments with many different merchants.

· The merchant profits from being able to sell to many subscribers
· The acquirer and the issuer (and possibly a broker) will profit by getting a share from the merchants’ revenues.
5.9.3 Pre-conditions

· Merchant’s acquirer and subscriber's issuer have contractual relationship and are technically connected to conduct charging transactions. A 3rd party broker may make this relationship and connection available.
5.9.4 Post-conditions

· Itemised bill is made available to subscriber by his issuer identifying the service paid for or correct amount is charged from his prepaid account.
· Transaction information is avaliable at the PSP which allows settlement with the merchant at a later time. This settlement process may include a rating again to determine the revenue sharing between merchant and PSP.
5.9.5 Normal Flow
Note: The normal flow is the same as in use case TPSP, Content Purchase.

· The subscriber contacts the merchant given his credentials and selecting goods or services to be charged using her mobile phone, e.g. electronic download.

· Merchant initiates charging towards her acquirer including the price and information identifying the subscriber, the merchant and the service.

· Acquirer requests charging towards the subscriber's issuer

· Subscriber is presented the price and is prompted for user confirmation

· In case of online charging, prepaid account thresholds or postpaid spending limits are checked and amount is debited (no reservation)

· The issuer notifies the acquirer on successful charging

· Acquirer notifies merchant about successful charging

· Subscriber can make use of the good purchased
· In case of service delivery failure a refund is issued from the merchant to the acquirer and from there to the issuer
5.9.6 Alternative flow
· The normal flow is formulated for immediate charging without reservations and a possible refund. An different but similar flow would apply with reserve and capture.

· Some deviations can be expected depending on the exact roles that each involved party is assuming. Some extensions apply in case that a broker is establishing the connection between acquirer and issuer. Some simplifications may occur if issuer and acquirer are the same or have special trust relationships.

· Alternative flows result from missing user confirmation or unsuccessful payment, e.g. due to empty prepaid account
· An alternative flow is given if this use case is combined with rating at the payment service providers, i.e. when the merchant does not specify a price but rating parameters instead. While the basic rating has to be done at the acquirer (who holds the merchant’s rate plans), an interaction with the issuer who may hold the subscriber’s account(s) may be needed.
5.9.7 Operational and Quality of Experience Requirements
· Commonly agreed means for acquirers to exchange information with issuers would help to make payment seamless

· The user experience should not be affected by the charging performed between merchant and PSP.
5.10 Use Case I&E, Credit Check
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Table 10: Affected Areas for Public Transportation Service

5.10.1  ASK  \* MERGEFORMAT Short Description

This use case describes a credit check done prior to service delivery. A user wants to buy a new ringing tone, logo, etc. to his mobile phone. Because the price of the service is small, the content provider only wants to make a credit check without any reservation.
5.10.2 Actors

· End-user (Customer)

· Content Provider (Merchant)

· Payment Service Provider (Acquirer)
5.10.2.1 Actor Specific Issues
· Delivery confirmation is not considered.

· Content provider (issuer) makes a credit check, but no reservation from the user’s account.

· The result of the credit check only indicates whether the user’s account has enough credits or not.

· It is not guaranteed that the user’s account will have credit left when the content provider requests for the payment after the service is delivered
5.10.2.2 Actor Specific Benefits

· The content provider can check credit worthiness of the end-user before service delivery
5.10.3 Pre-conditions

· The end-user is able to access the content provider’s server
· The authentication of the user is done automatically.
5.10.4 Post-conditions

· User receives the service (and is charged for it afterwards)
5.10.5 Normal Flow

· The end-user requests for a service

· Content provider then contacts the selected Payment Service Provider (PSP)

· The PSP gets a request for credit check from the content provider.

· After ensuring that the user has enough credits for the service, a positive credit check response is returned to the content provider

· Content provider delivers the service
· End user is charged for the service
5.10.6 Operational and Quality of Experience Requirements

None identified

5.11 Use Case TPSP, Loser Party Pays
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Table 10: Affected Areas for Loser Party Pays
5.11.1  ASK  \* MERGEFORMAT Short Description

User A and User B play a game of chess. There is a charge for the game and, when User A wins, the amount is refunded to his account. If the result of the game is a draw half the price is refunded to each user. If the game does not end, there are several alternatives: consider it a draw and refund half the price to each user after a specific time (i.e. 15 mn), consider that the current user has lost the game because of that, or consider is a cheat and charge both users for the complete price. The decision on how to charge in that cases is implementation specific.
5.11.2 Actors

· User A and User B
· Mobile Network Operator
· Service Provider
· Payment Provider or Mobile Network Operator’s billing system
5.11.2.1 Actor Specific Issues

· Users could access the service in different ways dependent on the terminal capabilities and network subscription profile

· User should have an account with the Network Operator

· Interconnection and roaming have not been considered in this document

· There must be a business relationship between actors in this Use Case.
5.11.2.2 Actor Specific Benefits

· User A

· The tariff applied to the game is better understood and based on the event “game”.

· Network Operator

· Users will be encouraged to participate in games due to the possibility of a free game.

· The charges applied are more understandable to the user and more related to the value perceived.

· Service Provider

· Service Provider can offer its service to the customers of the Mobile Network Operator

· He can get revenues for each service execution
5.11.3 Pre-conditions

· Users

· Users should be able to communicate with the service in a way dependent of the application (i.e. service-specific protocol , WAP-page), and interact with it

· Users should have the service provisioned in the network to be able to access it, or any other access control should be defined. It is possible for the provision of the service to be done at the same time of the service delivery, in an automatic way.

· Network Operator

· There should be an agreement with the Service Provider to enable the access of the services by the users.

· Service Provider
· There should be an agreement on the type of events enabled for the communication with the Network Operator for each specific service or for a group of them.
5.11.4 Post-conditions

· The outcome of the game is known by Users and Service Provider

· Settlement is done.
5.11.5 Normal Flow

User A invites user B to a chess game. User B accepts and credit from both accounts is debited.

They play for an amount of time. Traffic associated to the chess game is metered for auditability purposes and 3rd party settlement, but is not charged to the users’ accounts.

User A wins the game, charges are refunded to his account.

5.11.6 Alternative Flow

If the outcome of the game is a draw, the users could be charged the complete amount or half of it, dependent of the  Service Provider.

If there is not any movement in a specific time (i.e. 2 days), there are several actions that could be taken: consider that the user in turn has lost the game, consider it a draw or charge both users to avoid fraud. The actual way should be dependent of the game and Service Provider/Network Operator’s policy.

It is possible to have an alternative flow where credit is not debited and then refunded but reserved and then commited.
5.11.7 Operational and Quality of Experience Requirements

There are different kinds of payment methods for the subscriber to choose.
5.12 Use Case TPSP, 3rd Party Location Service
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Table 10: Affected Areas for 3rd Party Location Service

5.12.1  ASK  \* MERGEFORMAT Short Description

As part of his service to the customer, the restaurant “El Madroño” offers  a “Best-way” service when reserving a table. The service consists in a map with the location of the service and the preferred way to reach it from the user current location. The service is not offered directly by the restaurant, but by the use of the “navigation service” offered by other 3rd party. The location service will be provided by the network operator.
5.12.2 Actors

· User A
· Mobile Network Operator
· Service Provider – Restaurant

· Service Provider – Navigation System
· Payment Provider or Mobile Network Operator’s billing system
5.12.2.1 Actor Specific Issues

· User A

· Location service needs to have consent from the user.

· Customer information should not be shared without user consent. It is possible to have constraints in the user information that can be provided to the 3rd party. In that cases it should be possible to hide the user identity in some way to assure privacy.

· Service Provider - Restaurant

· Charges should be generated for the restaurant coming from the Network Operator and the 3rd party.

· Service Provider – Navigation System

· In order to provide its service, the “Navigation System” Service Provider must get the user position. That data must be got from the Network Operator. Charges should be generated for the service from the Network operator to the Service Provider

· Network Operator

· User’s location information should not be provided without user’s consent due to legal issues. The Network Operator should check that the user has given consent to give his location to a 3rd party.
5.12.2.2 Actor Specific Benefits

· User A

· User A can access a service that is a combination of services from several 3rd parties

· Service Provider - Restaurant

· Service Provider can deliver advanced services to the user using other service provider’s infrastructure.

· Service Provider – Navigation System

· Service Provider can generate additional revenues from the 3rd party use of his service.
5.12.3 Pre-conditions

· Service Provider – Navigation System and Operator have an agreement to provide its services to other 3rd parties
5.12.4 Post-conditions
· Settlement is done
5.12.5 Normal Flow

User A makes a reservation for a table for dinner in the restaurant through his mobile. With the confirmation he is offered the “best-way” service to go to the restaurant from the current location. 

User asks for the service.

The restaurant generates a service request to the “navigation service “ provider for a path from the user’s location to the restaurant. Charges are generated for payment to the “Navigation System” provider and from the “Restaurant” provider. 

The navigation system, in turn, asks the Network Operator for the User’s location using the service information to reference the agreement to get the user’s location. In order to get an answer, the user is asked for permission to give his location to a 3rd party. As the user agrees the service is delivered from the Navigation System to the Restaurant.

The response is enhanced by the restaurant with the user reservation information and brand and sent to the customer. Charges are added to the User account for payment to the Service Provider from the User
5.12.6 Alternative Flow

The agreement could be done where charging is done on the “Restaurant” account, and not from the User A account. In that context, the restaurant could pay the whole service on behalf of the user or a part of it. For instance, the restaurant could pay for the navigation service, while the user pays for the restaurant service and the navigation Service Provider for the location service. Any other possibility to share charges could be considered.

Also, permission to use the user’s position could be granted before the execution of the service from the Service Provider – Restaurant, and not the Service Provider – Navigation System. Legal constraints should be considered in this case.

The anonymity of the user could be preserved by different ways, including explicit consent from the user to give his location and identity to the 3rd party, or the usage of an anonymous identifier or pseudonym to identify the user to the 3rd party when giving the location. In each case, there should be a means to link the charges applied to the different parties involved.
5.12.7 Operational and Quality of Experience Requirements

There are different kinds of payment methods for the subscriber to choose.
5.13 Use Case P2P, Multimedia Call
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Table 10: Affected Areas for Multimedia Call
5.13.1  ASK  \* MERGEFORMAT Short Description

User A starts a voice communication with User B. After several minutes of conversation, he decides to introduce a video bearer in the communication. The video communication lasts 5 minutes and then it is terminated. The audio call continues all the time.

While the video communication is going on, the result call is identified as a multimedia call, and then the charges are added for an audio & video communication, and not as two separate communications of audio and video. However, charges will be applied in a flexible way, including charging to User A /B of all the communication, sharing of the charges for legs or bearer type, or charges to a 3rd party.
5.13.2 Actors

· User A and User B
· Home Mobile Network Operator

· Payment Provider or Mobile Network Operator’s billing system
5.13.2.1 Actor Specific Issues

· Addition of bearers to the conversation should need an agreement from both users. One user should not be able to establish a new bearer without consulting the other one (pick up).

· Charges depend on the business agreement.

· Interconnection and roaming has not been considered for this example.
5.13.2.2 Actor Specific Benefits

· User A

· User A is allowed to add a video bearer (more expensive that the voice bearer) for only the time of the communication that he considers useful 

· The decision of an audio or video communication does not need to be done “a priori”

· The rates applied for the new service (audio and video) can be different that the sum of the two services (audio and video) when provided separately.

· Home Network Operator

· Home Network Operator can provide bundled services.
5.13.3 Pre-conditions

· User A and User B’s mobile terminals are able to access the service.

· Network Operator is able to provide the necessary capabilities for the voice and video call.
5.13.4 Post-conditions
· Settlement is done
5.13.5 Normal Flow

User A starts a voice communication with User B. Charges are applied in the usual way to the users.

After a while, he decides to open a video bearer within the same communication, so he starts signalling. When user B accepts the bearer communication, the session goes on with the two bearers operative. New charges are applied based on the new session parameters, including both bearers as separate elements or as part of the same service.

Depending on the user agreement, charges could be added to the User A account or shared between both users’ accounts. It is also possible that a third party is charged for all the communication (i.e. a corporation providing the service to user A and B) or that user B is charged for all or part of the communication.
5.13.6 Alternative Flow

User B could also be the one adding the video bearer to the conversation, with the same considerations that when user A does it but with the User B as the preferred charged party for the communication. Charges in this case could be applied to both users for the bearer with the calling party pay principle or for any other means of sharing the charges.

In addition, it is possible for a 3rd party to be the one adding the video to the conference or to pay for part of the communication.
5.13.7 Operational and Quality of Experience Requirements

There are different kinds of payment methods for the subscriber to choose.

5.14 Open Issues

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	<Ref: Use Case Title> 
	Charging Interface MUST provide methods for:

· Credit check

· Content charging

· Reservations (and release reservations)

· Rollback

· Debit (either over reservations, or directly to the account).

· Cumulative charges (Several reservations, and a “comit charge” for the whole amount reserved), 

· Charging based on levels and discounts based on volume (Tier and taper discounting)
· Recurrent charges
· Etc

	
	The charging enabler MUST generate proper, flexible, configurable, service grouped, etc. CDR/billing information

	
	The charging enabler MUST be able to perform rating on the services requested

	
	Charging enabler MUST be able to deal with complex charging scenarios like the following:

· Event based, bearer based, session based and content based, or bundlesof them .

· Premium services

· Prizes 

· Promotions

· Cross Promotions

· Roaming scenarios

· Subscriptions

	
	The charging specs SHOULD NOT preclude the possibility for the charging enabler to interconnect to an external rating element.

	
	The charging enabler MUST be flexible enough to support different behaviors according to different parameters as, for instance, the amount to be charged. Examples to be considered:

· User preferences: these preferences will specify, among other things, the user interaction needed for charging, it could be a kind of: “for this application, accept charges up to 3 euros without asking, ask me with SMS for charges up to 12 euros, reject all charges above 12 euros”. “Don’t accept charges coming from Content Provider x”, etc.

· Operator could specify its own profiles, saying things like, “if no user preference is found, I’ll ask for user explicit authorization for any content delivery charge”, or “never accept charges over 90 euros, even if there is authorization from the user”, or “user interaction will be needed always, for any content delivery”.

· Country regulations. Different regulations apply in different countries.

	
	Charging enabler MUST be able to correlate all charging events coming from different domains/elements/actors (bearer charges, content charges, 3rd party charges, etc.), but belonging to the same service session, in order to perform a proper charging of the service, and to later “construct” a clear and simple bill towards the end user

	
	Charging models offered SHOULD be independent from the payment methods

	
	Charging functionality MUST be available for any kind of user segment, regarding pre-paid, post-paid, post-paid with expense control, etc

	
	Charging Enabler MUST consider user interaction. The user interaction will be basic for charging event requiring explicit user authorization, for instance

	
	Charging enabler MUST be able to not commit the charge until the service has successfully been delivered. The charging mechanism would be based upon a former reservation, checking of correct service delivery, and latter commit of the charging operation over the user’s account. If the delivery was not successful, a rollback of the reservation must be performed

	
	The charge requestor SHOULD NOT need to know the user’s identity in order to perform a charge. A session token/pseudonym/etc. should be enough

	
	Proper UDR (Usage Data Record) MUST be generated. It should be configurable, and it should help to obtain information grouped by services, by user, etc

	
	Charging Enabler SHOULD be able to work in a multi-domain environment

· Establish means to charge a roamer from another operator, depending on the agreements reached with the home operator of the roamer.

· Service Providers offering service through different Network operators

	
	Charging enabler MUST protect the user:

· Respect user’s privacy rules

· Reject charges for services that the user is not really using.

· Verify that the service has been successfully delivered to the user

	
	Charging enabler MUST avoid fraud:

· Make possible to control and cut the service delivery flow if needed.

	
	


Table 11: High-Level Functional Requirements

6.1.1 Security

	
	Charging should be considered as a horizontal function, which many OMA enablers may interface, and therefore there is a need to ensure security for the charging information delivered from the enablers to the charging enablers, information that may be quite sensitive and protected by several privacy policies and local regulations and laws


Table 12: High-Level Functional Requirements – Security Items

6.1.2 Charging

	<Ref: Use Case Title, HLFR>
	


Table 13: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	<Ref: Use Case Title,  HLFR>
	


Table 14: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	<Ref: Use Case Title, HLFR>
	


Table 15: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	
	Charging should be considered as a horizontal function, which many OMA enablers may interface, and therefore there is a need to ensure interoperability for the charging information delivered from the enablers to the charging.


Table 16: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	<Ref: Use Case Title, HLFR>
	


Table 17: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>
	


Table 18: High-Level Functional Requirements – Security Items

<text>

6.3 System Elements

	System Element <letter>:
	<System Element Description>
	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 19: System Elements

6.3.1 System Element A

	<<Nr.>
	


Table 20: Requirements for System Element <A>

6.3.1.1 Interfaces to System Element X

6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces

	<Nr.>
	<Ref: SE (letter)>
	


Table 21: Requirements for Network Interfaces
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Appendix B. General Reference Model for Mobile Commerce and Charging

B.1 General Reference Model for Mobile Commerce

Mobile Commerce brings together a number of industries with different terminology, understandings of, and underlying architectures for, payment, charging and billing. In addition, each of the fora working within mobile commerce has developed different terminology and architectures. There is a need to define the terminology to be used within OMA, and to bring together the work of the OMA on charging into the wider context of the work of OMA on mobile commerce.

A functional reference model has been developed within MCC. The scope of this model is wider than charging, for example it includes delivery and settlement, and so not all aspects have direct relevance to the charging requirements, however it does provide the context in which the charging work is undertaken. 

This is an abstract model which identifies the four key roles in any mobile commerce transaction. In practice, one or more roles may be played by a single entity (for example, an operator may play the role of issuer and acquirer in a charging system), or the functions of a role may be distributed between more than one physical entity (for example, a consumer may delegate some of the functionality to a wallet).

The model is designed to be as general as possible, and to be applicable to all forms of payment and charging. The model does not imply a particular order in which the functions occur, nor does it indicate over which channel each of the functions takes place. In a given payment or charging system (that is, a physical realisation of the payment or charging part of the mobile commerce model) some of the functions may be implicit.

The exchange of funds in return for goods or services is modelled by a payment transaction. A payment transaction (often referred to as simply a transaction in the context of this document) consists of the presentation of the Transaction Details to the customer and the response of transaction credentials to the merchant. The response of Transaction Credentials by the customer implies an acceptance of the Transaction Details (including price and conditions). The acceptance of the Transaction Credentials by the Merchant will trigger the Delivery of the Goods and Services, and the transference of funds.

The four roles identified by the general reference model are:

· The Customer who wishes to obtain goods or services

· The Merchant who provides goods or services

· The Issuer who provides the consumer with a means to pay for the goods or services

· The Acquirer with whom the merchant interacts to receive funds for the goods or services

The model is described in more detail below.
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Figure 1:  M-Commerce Reference Model

Note that the model provides an abstract view of what information is passed between the various parties to the transaction. It does not indicate any particular ordering of the information flow. For example, in a prepay system, the issuer usually obtains funds from the customer at the time of issuing the credentials, whereas in a postpay system the issuer obtains funds from the customer after the credentials have been used in a transaction.. 

B.1.1 Negotiation and Delivery

The customer and the merchant must interact in order for the customer to select services, and for the two entities to negotiate goods and services required, the conditions under which the goods and services are provided, and the price for the goods and services. This phase includes advertising or discovery, by which the availability of goods and services is made known to the customer by the merchant. It also includes a selection phase where the customer indicates to the merchant what goods and services are desired. The customer and merchant also negotiate the price of the goods and services, as well as the terms and conditions. The negotiation phase results in the merchant providing the transaction details to the customer. The transaction details describe the transaction, containing for example the price, description of goods or services, and the merchant name.

The merchant delivers the goods and/or services to the customer (Delivery). The means of delivery vary depending on the nature of the goods/services, for example digital goods may be delivered over the mobile channel, whereas physical goods must be delivered physically. In a subscription model, the services may be delivered over a period of time after the purchase of the subscription.

Associated with the delivery is payment for the goods and/or services. Payment is the process by which the customer presents the merchant with transaction credentials, as a response to the transaction details, which are sufficient for the merchant to agree to provide the customer with the goods and/or services. The relative timing of the delivery and payment can vary depending on the type of goods and services, the type of payment, and the rules of the payment association.

B.1.2 Payment Credentials

In order to allow the customer to make payments, the issuer must first provide payment credentials to the customer.  

The nature of the payment credentials, and the method by which they are conveyed, may vary between payment systems, and they need not have any intrinsic value (although in some systems they may). 

B.1.3 Transaction Credentials

The payment credentials are then used to execute a transaction with a merchant. After a phase of negotiation between the customer and the merchant, in which the goods or services and associated price are determined, the merchant provides the customer with the transaction details. The customer then responds to the merchant with transaction credentials1. 

The transaction credentials are derived from the payment credentials but with potentially more information. The transaction credentials need to convey to the issuer's satisfaction that the customer was entitled to make use of the payment credentials, and that the customer approved the particular transaction. Thus the transaction credentials are formed from a combination of the payment credentials, the transaction details, and some authentication of the customer. 

The form of the transaction credentials, the extent to which customer authentication is required, and the type of authentication all vary from one payment system to another. Further, it should be noted that, while the authentication is for the benefit of the issuer, the issuer might delegate the authentication function to another party. 

The merchant needs to ensure to their satisfaction that the transaction credentials provided to them are valid since they expect to receive funds on the basis of transaction credentials. 

The transaction credentials may contain sufficient information to provide validation (for example, a bank note contains many features to verify it is genuine), or it may require additional steps to verify the credentials (for example, the merchant may request an authorization of a credit card transaction).  The need for, and the means of, validation vary from payment system to payment system, and may vary from merchant to merchant. 

The merchant provides some derivative of the transaction credentials (indicated in Figure 1 as Transaction Credentials2) to the acquirer, in order to request funds. The means by which the Transaction Credentials2 are sent, and the form are dependent upon the payment system.

The merchant provides a Transaction Record providing information about the transaction details and the status of the transaction to the customer.

The acquirer passes a derivative of the Transaction Credentials2 received from the merchant (indicated in Figure 1as Transaction Credentials3) to the issuer. 

Note that the sending of transaction credentials may be done in multiple steps (for example, split or recurring transactions), or only performed based on various conditions (for example, upon successful delivery). The particulars are specific to a payment system.

B.1.4 Movement of Funds

To complete the payment, it is necessary for funds to be moved from the customer to the merchant. Funds may or may not have monetary value. For example, a customer may be paying for a service with loyalty points rather than money.

On the basis of Transaction Credentials3 the issuer releases Funds2 to the acquirer, who in turn provides the Funds3 to the merchant. Funds2 and Funds3 are related to one another, and the price in the transaction details in a manner defined by the payment association. Typically the amounts differ due to processing fees.

The customer provides Funds1 to the issuer.  Funds1 is related to the price in the transaction details (often it is the same value) and so to Funds2 and Funds3 in a manner defined by the payment association. The issuer also provides a Transaction Statement to the customer. The transaction statement may be provided per transaction, or may aggregate a number of transactions, for example, over a period of time. The transaction statement may be used to request funds from the customer (for example a monthly bill), or may simply provide the customer with a record of transactions received by the issuer.

B.2 Charging in the Reference Model

The  charging function may be used in two of the steps in the reference model.

If the underlying payment system is a charging based system, then the charging function generates the transaction credentials – each chargeable event may be considered a transaction.

If the underlying payment system is not a charging based system, then the charging function may be used to generate the transaction details, and payment is made for a set of chargeable events.

B.2.1.1.1 Examples

The following examples are chosen to illustrate how charging may used within the reference model. Note that there may be more than one way of modeling a service.

B.2.1.1.2 Telephony

This section describes mobile telephony in terms of the reference model. This example describes a post-pay, mobile originated, calling party pays scenario.

B.2.1.1.3 Actors

· The customer is the mobile subscriber.

· The issuer is the home network operator to which the customer subscribes (Operator A).

· The merchant is the operator of the mobile network in which the customer makes a call (Operator B).

· The acquirer is the operator of the mobile network in which the customer makes the call (again, Operator B).

B.2.1.1.4 Actor Specific Issues

Note that the role of merchant and acquirer is taken by the same entity. If the customer is making the call in his or her home network (that is, Operator A and B are the same entity), then the network operator is the taking the roles of issuer, acquirer and merchant.

B.2.1.1.5 Preconditions

Operator A and Operator B have a roaming agreement in place

B.2.1.1.6 Postconditions

The customer has paid Operator A for calls made in Operator B’s network.

Operator B has received funds based on the calls made by the customer in Operator B’s network.

B.2.1.1.7 Normal Flow

1. Operator A issues the customer with payment credentials in the form of a network identification token (for example, a SIM). 

2. The service pricing is generally provided by the home network operator in the form of a pricing schedule. The customer will select a service by entering the number of the party he or she wishes to call. The selected service together with the pricing schedule form the transaction details, and each call will be a transaction.

3. The customer dials a number and initiates a call. Transaction Credentials1  are sent (through the signaling network) from the customer to Operator B (the merchant). Transaction Credentials1 are the result of the network identification and authentication. This may be done on a per transaction basis (where identification/authentication occurs before every call), or may apply for multiple transactions (for example, it may occur when the customer registers on the network).

4. Charging data records (CDRs) are generated by the call and  form Transaction Credentials2, transmitted from the merchant to the acquirer. The roles of acquirer and merchant are both played by Operator B, so in this case this will be internal to Operator B’s charging system.

5. At some point in time, settlement between Operator A and Operator B is performed, and the CDRs, or data derived from the CDRs are transferred from Operator B to Operator A, form Transaction Credentials3.  

6. On the basis of these Transaction Credentials3 Operator A will provide Funds2 to Operator B. As Operator B is both the acquirer and the merchant, the transfer of Funds3 is implicit. (If Operator A is Operator B, that is, the customer is not roaming, then the transfer of Transaction Credentials3 is implicit.)

7. The calls (transactions) made by the customer over a period of time are aggregated.

8. Operator A issues a bill (the Transaction Record) to the customer. 

9. On the basis of the bill, the customer provides the required Funds1 to Operator A (the issuer).

B.2.1.1.8 Buying content on operator bill

This example considers buying digital content, such as a ring tone, from a third party content provider, and paying for the content by having it charged to an operator bill.

B.2.1.1.9 Actors

· The customer is the mobile subscriber.

· The issuer is the home network operator to which the customer subscribes.

· The merchant is the content provider.

· The acquirer is the home network operator.

B.2.1.1.10 Actor Specific Issues

It is assumed that the content provider has a relationship with the home network operator (this is not a limitation of the model, but rather a simplification for the purposes of this example illustrating how charging fits in the model.)

B.2.1.1.11 Preconditions

The content provider and operator have a commercial agreement in place for the purposes of payment for content on the operator bill.

B.2.1.1.12 Postconditions

The cost of the content will appear on the customer’s bill and the merchant will receive funds based on the value of the content.

B.2.1.1.13 Normal Flow

1. The home network operator issues the customer with payment credentials in the form of a network identification token (for example a SIM). 

2. The customer accesses the content provider’s site via the mobile device

3. The customer selects the content to be purchased. 

4. The transaction details (content that is chosen, price and so on) are provided by the content provider to the customer. Transaction Credentials1 are sent by the customer to the merchant – the form of the transaction credentials is dependent on the payment system
.

5. The content provider will generate Transaction Credentials2 based on Transaction Credentials1.The format depends on the payment system, and how tightly the merchant is linked into the charging system of the home network operator. For example, the content provider may generate a CDR as Transaction Credentials2 which is sent directly to the charging system of the home operator, or the merchant may send a message to the operator which generates a chargeable event (and hence a CDR) in the operator charging system.

From this point the process flows as outlined in the telephony example in section B.2.1.1.2, and the transaction to buy content will be incorporated in the transaction record (e.g. bill) that the home network operator provides to the customer.

B.2.1.2 Pre Prepaid and Online Charging

This use case describes a prepaid and online charging event as seen in the 4-box model. The use case describes a normal prepaid and online charged call.

B.2.1.2.1 Actors

· Customer: end-user

· Merchant: visited mobile network operator (MNO).

· Acquirer: visited mobile network operator.

· Issuer: home mobile network operator.

Actor Specific Issues

· The end-user needs to have an agreement with the home mobile network operator.

· The home and visited mobile network operators need to have an agreement.

Actor Specific Benefits

The benefit of this use case is to have the possibility to support prepaid and online charging.

B.2.1.2.2 Pre-conditions

B.2.1.2.3 Post-conditions

· The end user is charged for the call.

· The visited mobile operator gets paid for the network access.

· The home mobile operator gets paid for the network access.

B.2.1.2.4 Normal Flow

The end-user is going to travel outside the home mobile network and wishes to make a call to a user in the visited mobile network.

1. The home MNO provides the end-user with a subscription, including MSISDN and IMSI, i.e. the issuer provides the customer with Payment Credentials.

2. The end user uses a voucher to refill the home MNO account, i.e. the customer transfers funds to the issuer.

3. The end user browses the visited MNOs home page to get the latest pricelist for making calls in the visited MNO, i.e. i.e. the customer receives the Transaction Details from the merchant.

4. The end-user roams into the visited MNO and initiates a call to a user in the visited network, i.e. the customer sends Transaction Credentials to the merchant and the customer makes Service selection from the merchant. 

5. The visited MNO contacts the home MNO to verify that the end-user has enough money to make the specific call, i.e. the acquirer requests a Transaction Authorization from the issuer.

6. The home MNO verifies that the end-user has enough money to be allowed to make the call, i.e. the issuer authorizes the transaction for the acquirer.

7. The end-user is allowed to start the call and after a while ends the call.

8. The visited MNO produces a CDR describing the event, i.e. the merchant produces a Transaction Record, and the acquirer generates the Transaction Credentials.

9. The visited MNO contacts the home MNO to inform about the specifics of the call, i.e. the acquirer sends an updated Transaction Authorization to the issuer.

10. The home MNO deducts the cost of the call from the end-users account and start producing a CDR of the event, i.e. the issuer authorizes the transaction for the acquirer and starts producing the Transaction Statement.

11. The home and visited MNOs perform settlement, i.e. the merchant and acquirer send the Transaction Credentials to the issuer and the issuer responds by transferring funds to the acquirer and merchant.

12. The home MNO finalizes the CDR for the event, i.e. the issuer updates the Transaction Statement.

B.2.1.2.5 Alternative Flow

· Step number 2 could be performed by other means than voucher, like paying a bill, could be used to refill the account.

· The account could be empty or have no credit worthiness.

· The account gets empty or loses its credit worthiness during the call.

B.2.1.2.6 Operational and Quality of Experience Requirements

The end-user should not notice the difference between using prepaid and postpaid.











� The form of the transaction credentials is somewhat out of scope for the charging requirements, but needs to be considered in an overall payment system based on charging to the operator bill. The customer may be required to manually enter the transaction credentials (such as the MSISDN), or the transaction credentials may be provided implicitly by the operator to the merchant, for example in header information. Where the transaction credentials are supplied by the operator there is a level of authentication which has already occurred (when the customer accesses the user network), whereas if the transaction credential are entered manually then there may be a need for further authentication.
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