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1 Reason for Change

This contribution provides the technical details for the OMA-TS-NGSI NGSI Identity Control -20091013-D regarding the identity describing in the NGSI-10 interface (TS Identity Control Interface) as defined in the NGSI AD.
This contribution addresses the following functionalities of NGSI-10 Identity Control interface:
· register, revoke, delete Identifiers used for the Federation 
The technical details in this contribution address the following requirements in NGSI RD:
	Label
	Description
	Release
	Functional module

	NGSI-HLF-003
	The NGSI Enabler SHALL provide interfaces to allow an application to federate Identities among/between applications and other entities in the network.
Informational Note: The required functionality of this requirement is as specified in requirements NGSI-IDC-005 to NGSI-IDC-008 listed in section 6.4.
	1.0
	Identity control

	NGSI-HLF-004
	The NGSI Enabler SHALL provide interfaces to access services utilizing the Identifier established during Federation.
Informational Note: The required functionality of this requirement is as specified in requirements NGSI-IDC-003, NGSI-IDC-004 and NGSI-IDC-013 listed in section 6.4.
	1.0
	Identity control

	NGSI-HLF-005
	The NGSI Enabler SHALL support arbitrary Identifiers (e.g., individual Identifiers, Pseudonyms, Group Identifiers) if appropriate. 
Informational Note: It might not be appropriate in all cases to apply the case of Group Identifiers (e.g. call control to individual versus multi parties).

The required functionality of this requirement is as specified in requirements NGSI-IDC-003 and NGSI-IDC-004 with their dependencies on NGSI-IDC-005 to NGSI-IDC-012 listed in section 6.4.
	1.0
	Identity control

	NGSI-HLF-006
	The NGSI Enabler SHALL provide interfaces to allow applications to manage the Policies of a given Identity.
Informational Note: The required functionality of this requirement is as specified in requirements NGSI-PREF-005 and NGSI-PREF-006 listed in section 6.5.
	1.0
	Identity control

	NGSI-HLF-007
	The NGSI Enabler SHALL provide interfaces to allow applications to manage the Policies of a given Group Identifier.
	1.0
	Identity control

	Label
	Description
	Release
	Functional module

	NGSI-IDC-006
	The NGSI Enabler SHALL provide interfaces to allow resolving a given Identifier used at a requesting entity into the Identifier established during Federation with the other given entity in the network.
Informational Note: With respect to NGSI-SEC-003, NGSI-AUZ-004 and NGSI-PRV-002 this resolution has to be done in such a way that it does not break the privacy of the user.
	1.0
	Identity control

	NGSI-IDC-007
	The NGSI Enabler SHALL provide interfaces to allow registering a new Identifier for a given Identity in order to establish a new Federation.
	1.0
	Identity control

	NGSI-IDC-008
	The NGSI Enabler SHALL provide interfaces to allow revoking an Identifier for a given Identity in order to stop the Federation for this Identifier.
	1.0
	Identity control

	NGSI-IDC-013
	The NGSI Enabler SHALL provide interfaces to allow access to services only with the Identifier established during the Federation.
	1.0
	Identity control


Table 13: Functional Requirements for Context Management
R01: updates according to the discussion during LA meeting. 
· Consistent usage of term TargetIdentifier, 
· Improvement of description about TargetIdentifier, 
· Inclusion of the detail service scenario on the combined use of CallControl. 
R01: updates to make it change against the latest TS, dated on 23rd October. Also, it includes some editorial updates.
2 Impact on Backward Compatibility

N/A.
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to review the input and to agree to integrate the consolidated version into the TS.
6 Detailed Change Proposal

Change 1:  Add section 5 “Technical Details to NGSI-10”
5. NGSI-10: Technical Details
5.1 NGSI-10: Identity Control Interface
5.1.1 Service Description
In order to protect the privacy of the user, different identifiers could be exposed to other applications and/or users, which should be controlled by the preferences of the user. 

NGSI-10 Identity Control Interface provides functionalities for Identity resolution and management, in order to allow the use and configuration of Identifiers of an Identity. 

The IdentityResolution Interface is used by an application which knows an Identifier of a given Identity to get another Identifier (e.g., Pseudonym) for that Identity, for the purpose of exposing the resolved Identifier to a certain usage, e.g., using this Identifier to communicate with a specific entity. The Identifier will be provided according to the policy and may be different among the different application, or may be null, depending on the application which is using the interface, to avoid any undesired disclosure of the information
The IdentityManagement interface is used by an application to manage the Identifiers of an Identity with its default policy of its usage. An example of those applications may be the one which provides the user with the management of his/her Identity. 
The NGSI-10 Identity Control Interface allows the configuration of the usage of the Identifier, by specifying to whom it should be exposed. With the combination of with other NGSI Interfaces such as call control, it allows the call setup between users under different certain identifiers, which can be invalidated at any time. 
5.1.2 Sequence Diagrams
The figure below describes how the Identifiers can be created and used for services.
5.1.2.1 Pseudonym communication
An example scenario of the combined usage of NGSI-10 Identity Control interface together other NGSI-3 and NGSI-5 Interfaces is described in the sequence diagrams below. Balloons in the diagrams are the process which should be performed behind, but how those processes are performed to share the policy, how the Identifier should be resolved by the underlying services is out of scope of NGSI-10 and NGSI-3 and NGSI-5.
5.1.2.1.1 Starting Pseudonym communication
The figure below describes how the Identifiers can be created and used for services. 
To connect two users, User A and User B under pseudonyms, the application can create an additional Identifier as Pseudonym of a user, which is known as User A to the application. Additionally, application specifies User B as a target user/application, to which this new Pseudonym to be exposed. The application also creates Pseudonym of User B, targeting the User A as its exposure. 

After retrieving two Identifiers User A’ and User B’, the application can invoke Call Control Service to connect two users under these names. Application does not need to keep this pair, as created Identifiers can be retrieved via NGSI-10 Identity Control Interface. 
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Figure 1: Starting pseudonym communication
5.1.2.1.2 Changing policy and stopping Pseudonym communication
The figure below describes how the usage of Identifiers can be changed or deleted. The pre-condition of this sequence is the sequence performed in Section 5.1.2.1.1. 
A user can set the policy for the usage of created Identifiers or completely stop the use of the Identifiers. The policy can be changed either by the operations of NGSI-10 Indentity Control Interface, or for a Call specific policy, setRules and setCommunicationServicePolicy operation of NGSI-5. The example below shows the case of the use of NGSI-5 Interface for policy setting.
In the example below, User B first sets the policy to control when this Pseudonym can be used as a valid Identifier. User B then decides to stop the usage of this Pseudonym at all. 
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Figure 2: Changing policy and revoking pseudonym
5.1.3 Data Type Definition
NGSI-10 interface uses the data type definition as defined in [3GPP 29.199-1]. In addition, NGSI-10 interface defines additional data types as follows 

· IdentifierTypeenumeration

5.1.3.1 IdentifierType enumeration

This is a list of Identifier type that is used in IdentifierType structure.
	Enumeration
	Description
	New Parameters

	SipURI
	SIP URI according to [RFC3261]
	NGSI-10, NGSI-5

	TelURI
	TEL URI according to [RFC3966]
	NGSI-10, NGSI-5

	email
	e-mail according to [RFC5322]
	NGSI 10

	URI
	URI according to [RFC3986]
	NGSI 10

	Text
	Plain text which is used as identifier
	NGSI 10


5.1.4 Interface

5.1.4.1 Interface: Identity Management
IdentityManagement Interface of NGSI-10 Interface specifies the interface to manage Identifiers of an Identity.
5.1.4.1.1 Operation: CreateIdentifier
The invocation of CreateIdentifier requests to create a new Identifier which may be considered as Pseudonym for an Identity with a given target or preference of usage.

The optional TargetIdentifier parameter indicates the target, to which the new Identifier of the Identity is to be exposed. 

The optional NewIdentifier provides a Pseudonym which should be for the usage towards a specific target, potentially with further Policies on the usage. If this parameter is given the value of the output should be identical to the value given by this parameter.

The optional Policy parameter indicates the policy describing the detail of the usage of Identifiers

The optional IdentifierTypetype parameter indicates the policy describing the detail of the usage of Identifiers. If not given, the type is derived from the target input. 

In addition, the optional Policy parameter indicates the policy describing the detail of the usage of Identifiers. If this parameter is not present, 

The optional TargetIdentifier can be specified with other optional parameter. In case TargetIdentifier is not present, both Policy and IdentifierType parameters must be present.

An “SVC00ZZ - No Identifier Format Detected” Service Exception is thrown, when the InputType is not given and cannot be derived..

 “SVC00YY – Identifier already assigned” Exception is thrown if there exists already an identifier for the given combination of Target specified by TargetIdentifier parameter and the Policy specified by the Policy parameter, including the case that Policy is not present. 

5.1.4.1.1.1. Input message CreateIdentifier Request
	Part name
	Part type
	Optional
	Description
	New Parameters

	KnownIdentifier
	xsd:anyURI
	No
	The existing identifier  known to the application for  which a new pseudonym should created and  registered to the  same Identity. The format of this parameter is according to those listed in section 5.1.2.1.
	NGSI-10

	NewIdentifier
	xsd:String
	Yes
	An existing pseudonym which should also be used towards the target, too.
	NGSI-10

	TargetIdentifier
	xsd: anyURI
	Yes
	An Identifier of the target, to which the new Identifier is to be exposed. 

If not present an input to parameter “policy” MUST be present specifying the scope of the new identifier.

The format of this parameter is according to those listed in section 5.1.2.1. 

	NGSI-10

	Policy
	xsd:any
	Yes
	Policy for the usage of identifiers comprehending XML (for example: based on Common Policy [OMA-SUP-XSD] or [XACML] schema).

In case that TargetIdentifier is not present, Policy parameter must be presented.
	NGSI-10

	IdentifierTypeType
	IdentifierType
	Yes
	Indicating the format of the new identifier.
	NGSI-10


5.1.4.1.1.2. Output message : CreateIdentifierResponse

	Part name
	Part type
	Optional
	Description
	New Parameters

	newIdentifier
	xsd: anyURI
	No
	The newly created identifier which should be used towards the target according to the Preferences of the related Identity. The format of this parameter is according to those listed in section 5.1.2.1

	NGSI-10


5.1.4.1.1.3. Referenced faults

ServiceException from [3GPP TS 29.199-1]:

· SVC0001 - Service error.

· SVC0002 - Invalid input value.

· SVC00XX – Wrong Identifier Format

· SVC00YY – Identifier already assigned

· SVC00ZZ - No Identifier Format Detected

PolicyException from[ 3GPP TS 29.199-1]:

· POL0001 - Policy error.

· POL00XX– Too many potential identifiers

· POL0YYY – Identifier Unknown

5.1.4.1.2 Operation: SetIdentifierPolicy
The invocation of SetIdentifierPolicy requests to update the Policy on the usage of a given identifier and returns a unique PolicyID to identify the Policy to be set. The policy for the given combination of the specified Identifier and target will be replaced, if it exists.

In case the Identifier specified by KownIdentifier parameter was created for the combination with a particular target, this target must be given as a TargetIdentifier parameter. If no particular target was given when the Identifier was created, the TargetIdentifier parameter must be empty. The wrong combination of parameter may cause the “SVC0002 Invalid input value” Exception.

5.1.4.1.2.1. Input message: SetIdentifierPolicyRequest
	Part name
	Part type
	Optional
	Description
	New Parameters

	KnownIdentifier
	xsd:anyURI
	No
	The existing identifier  which is  be used towards the target or in general.
	NGSI-10

	TargetIdentifer
	xsd:anyURI 
	Yes
	An Identifier of the participant where the KnownIdentifier should be used
	NGSI-10

	Policy
	xsd:any
	No
	Policy for Identifier usage comprehending XML (for example: based on Common Policy [OMA-SUP-XSD] or [XACML] schema).
	NGSI-10


5.1.4.1.2.2. Output message : SetIdentifierPolicyResponse

	Part name
	Part type
	Optional
	Description
	New Parameters

	PolicyID
	xsd:string
	Yes
	It identifies a specific Identifier Policy.
	NGSI-10


5.1.4.1.2.3. Referenced faults
ServiceException from [3GPP TS 29.199-1] and Section 5.4.1 of this document:

· SVC0001 - Service error.

· SVC0002 - Invalid input value.

· SVC00UU – Identifier Unknown

PolicyException from [3GPP TS 29.199-1]:

· POL0001 - Policy error.

5.1.4.1.3 Operation: GetIdentifierPolicyByPolicyId

The invocation of GetIdentifierPolicyByPolicyId requests to get the Policy identified as specified by the PolicyID parameter. The return value of SetIdentifierPolicy should be used for the PolicyID parameter.

5.1.4.1.3.1. Input message: GetIdentifierPolicyByPolicyIdRequest

	Part name
	Part type
	Optional
	Description
	New Parameter

	PolicyID
	xsd:string 
	No
	It identifies a specific IdentifierPolicy.
	NGSI-10


5.1.4.1.3.2. Output message: GetIdentifierPolicyByPolicyIdResponse

	Part name
	Part type
	Optional
	Description
	New Parameters

	IdentifierPolicy
	xsd:any
	No
	Policy for identifier set with SetIdentifierPolicy operation.
	NGSI-10


5.1.4.1.3.3. Referenced faults

ServiceException from [3GPP TS 29.199-1]:

· SVC0001: Service error.

· SVC0002: Invalid input value.

PolicyException from [3GPP TS 29.199-1]:

· POL0001: Policy error.
5.1.4.1.4 Operation: GetIdentifierPolicyByTargetID
The invocation of GetIdentifierPolicyByTargetAddr requests to get the Policy identified as specified by the TargetAddress parameter.
5.1.4.1.4.1. Input message: GetIdentifierPolicyByTargetIDRequest

	Part name
	Part type
	Optional
	Description
	New Parameter

	KnownIdentifier
	xsd:anyURI
	No
	The existing identifier which is  be used towards the target or in general.
	NGSI-10

	TargetIdentifier
	xsd:anyURI
	No
	Address of target participant to apply policy for. 
	NGSI-10


5.1.4.1.4.2. Output message: GetIdentifierPolicyByTargetIDResponse

	Part name
	Part type
	Optional
	Description
	New Parameter

	IdentifierPolicy
	IdentifierPolicy
	No
	Policy for identifier set with SetIdentifierPolicy operation.

The IdentifierPolicy may not include the Policy. Selected policies can be obtained with the GetIdentifierPolicyByPolicyId operation after invoking this operation.
	NGSI-10

	PolicyID
	xsd:string 
	No
	It identifies a specific IdentifierPolicy.
	NGSI-10


5.1.4.1.4.3. Referenced faults

ServiceException from [3GPP TS 29.199-1]:

· SVC0001: Service error.

· SVC0002: Invalid input value.

PolicyException from [3GPP TS 29.199-1]:

· POL0001: Policy error.

5.1.4.1.5 Operation: ClearIdentifierPolicy

The invocation of ClearIdentifierPolicy requests to clear the Policy associated with the Identifier specified in the KnownIdentifier parameter. If no Policies have been set for the Identifier, this operation silently ignores the request, and does not return an error or fault message.

While both parameters are optional, at least one of the parameters, TargetIdentifiers or PolicyID must be present, otherwise Service error Exception will be thrown.

In case where both parameters are present, only the matching combination of TargetIdentifiers and PolicyID are removed, and nothing will happen if none matches.
5.1.4.1.5.1. Input message: ClearIdentifierPolicyRequest

	Part name
	Part type
	Optional
	Description
	New Parameters

	KnownIdentifier
	xsd:anyURI
	No
	The existing identifier which is be used towards the target or in general.
	NGSI-10

	TargetIdentifiers
	xsd:anyURI [1..unbounded]
	Yes
	Identifiers of the target towards the policy should be cleared. The Identifier may be Pseudonym or Group Identifier [PARLAYX-PART13], URI. 
	NGSI-10

	PolicyID
	xsd:string
	Yes
	Identifiers to clear identifier policies. If the parameter TargetIdentifiers is not specified, the policy is removed for all targets..
	NGSI-10


5.1.4.1.5.2. Output message: ClearIdentifierPolicyResponse

	Part name
	Part type
	Optional
	Description
	New Parameters

	None
	
	
	
	


5.1.4.1.5.3. Referenced faults

ServiceException from [3GPP TS 29.199-1]:

· SVC0001: Service error.
· SVC0002: Invalid input value.

PolicyException from [3GPP TS 29.199-1] and Section7 of this document:
· POL0001: Policy error.
· POL0003 – Too many addresses
· POL0244 – Too many PolicyIDs
5.1.4.1.6 Operation: GetTargetsOfIdentifier
The invocation of GetTargetsOfIdentifier requests to provide a list of targets with which the given Identifier has Policy associated.

5.1.4.1.6.1. Input message: GetTargetsOfIdentifier Request
	Part name
	Part type
	Optional
	Description
	New Parameters

	KnownIdentifier
	xsd:anyURI
	No
	The known identifier  whose assigned targets should be given
	NGSI-10


5.1.4.1.6.2. Output message : GetTargetsOfIdentifier Response

	Part name
	Part type
	Optional
	Description
	New Parameters

	TargetIdentifiers
	xsd:anyURI

[0..unbound]
	no
	The targets
	NGSI-10


5.1.4.1.6.3. Referenced faults
ServiceException from [3GPP TS 29.199-1] and Section 5.1.4 of this document:

· SVC0001 - Service error.

· SVC0002 - Invalid input value.

· SVC00UU – Identifier Unknown
PolicyException from [3GPP TS 29.199-1]:

· POL0001 - Policy error.

5.1.4.1.7 Operation: RevokeIdentifier
The invocation of RevokeIdentifier requests to revoke an Identifier for further usage with the association with the target given by TargetIdentifier parameter. If no target is given, all registered targets with this Identifier are revoked. The invocation of this operation should not delete the Identifier itself, as the same Identifier may be used by other targets. To delete, DeleteIdentifier must be invoked.
5.1.4.1.7.1. Input message: RevokeIdentifier Response

	Part name
	Part type
	Optional
	Description
	New Parameters

	KnownIdentifier
	xsd:anyURI
	No
	The existing identifier which is  be revoke for further usage towards the target or in general.
	NGSI-10

	TargetIdentifier
	xsd:anyURI
	Yes
	An Identifier of the target, to which the known Identifier is to be exposed. 

It must be present in case the identifier has been created for a particular target, or registered to one.
	NGSI-10


5.1.4.1.7.2. Output message : RevokeIdentifier Response

This operation has no specific output, except of potential faults.
	Part name
	Part type
	Optional
	Description
	New Parameters

	None
	
	
	
	


5.1.4.1.7.3. Referenced faults
ServiceException from [3GPP TS 29.199-1] and Section 5.1.4 of this document:

· SVC0001 - Service error.

· SVC0002 - Invalid input value.

· SVC00UU - Identifier Unknown
PolicyException from [3GPP TS 29.199-1]:

· POL0001 - Policy error.

5.1.4.1.8 Operation: DeleteIdentifier
The invocation of RevokeIdentifier requests to delete an Identifier which is no longer related to any targets. Before deletion, the Identifier must be revoked for all association with targets. If not all the association with targets of the specified Identifier have been revoked yet, the Exception SVC00TT: Identifier still in Use is thrown.
5.1.4.1.8.1. Input message: DeleteIdentifier Request
	Part name
	Part type
	Optional
	Description
	New Parameters

	KnownIdentifier
	xsd:String
	No
	The existing identifier which is  be revoke for further usage towards all  targets and for  general usage.
	NGSI-10


5.1.4.1.8.2. Output message : DeleteIdentifier Response

This operation has no specific output, except of potential faults.
	Part name
	Part type
	Optional
	Description
	New Parameters

	None
	
	
	
	NGSI-10


5.1.4.1.8.3. Referenced faults
ServiceException from 3GPP TS 29.199-1 [6]:

· SVC0001 - Service error.

· SVC0002 - Invalid input value.

· SVCC0UU – Identifier Unknown

· SVCC0TT – Identifier  still in use

PolicyException from [3GPP TS 29.199-1 6]:

· POL0001 - Policy error.

5.1.5 Fault definitions

NGSI-10 interface defines an additional ServiceException and PolicyException to [3GPP TS29.199-10] and [3GPP TS29.199-1].
5.1.5.1 ServiceException

5.1.5.1.1 SVC00ZZ: No Identifier Format Detected
	Name
	Description
	New Parameters

	Message Id
	IDC0001
	NGSI-10

	Text
	The format of an Identifier could not be uniquely deremined based on the input in message part %1
	NGSI-10

	Variables
	%1 - message part
	NGSI-10


5.1.5.1.2 SVC00YY: Identifier already assigned
	Name
	Description
	New Parameters

	Message Id
	IDC0001
	NGSI-10

	Text
	An Identifier is already assigned for the particular target given in message part %1
	NGSI-10

	Variables
	%1 - message part
	NGSI-10


5.1.5.1.3 SVC00TT: Identifier still in Use
	Name
	Description
	New Parameters

	Message Id
	IDC0001
	NGSI-10

	Text
	The Identifier is not revoked completely.
	NGSI-10


5.1.5.2 PolicyException

5.1.5.2.1 POL0XXX: Too many ParticipantAddresses
	Name
	Description

	Message Id
	POL0XXX

	Text
	Too many ParticipantAddresses are specified  in message part %1

	Variables
	%1 - message part
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