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1 Reason for Contribution

OMA-ARC-2007-0023-INP_PEM_1_TS_Encoding_scheme_for_PEM_1_Parameters_in_BLOB_parameter was submitted. At the San Francisco meeting it was argued that OMA-ARC-2007-0023-INP_PEM_1_TS_Encoding_scheme_for_PEM_1_Parameters_in_BLOB_parameter does not proposes a standard scheme and recommended to look at standard approach like Binary XML. An action item was given: PEEM-2007-A002 PEM 1 TS. 
R01 corrects some headers following email discussions.
2 Summary of Contribution

This contribution address action item PEEM-2007-A002 PEM 1 TS by proposing ASN.1 as an alternative encoding scheme and providing, reference, syntax, example ad performance comparisons.
We did not propose the input as text to the TS but rather as a detailed proposal for discussion and evaluation. It is relatively straightforward to then turn this into a TS input.
3 Detailed Proposal

3.1 Background and references
ASN.1 is an international standard syntax (ISO/ITU) for describing data structures, as well rules for how to encode/decode those data structures into streams. It is very mature, used frequently in the telecommunications industry, widely deployed as the foundation of internet security proposals, such as the certificate formats used by SSL.

ASN.1 has the advantage in that it supports many different encodings, from extremely compact PER (Packed Encoding Rules), to BER/CER/DER (used by PKCS/X.509 standards) to XER/EXER (XML Encoding Rules) It also has the advantage that it is mature and many tools and libraries already exist for developers to use.
3.2 References

Normative references to ASN.1 are:

· Standards describing the ASN.1 notation (ITU-T website):

· ITU-T Rec. X.680 | ISO/IEC 8824-1 

· ITU-T Rec. X.681 | ISO/IEC 8824-2 

· ITU-T Rec. X.682 | ISO/IEC 8824-3 

· ITU-T Rec. X.683 | ISO/IEC 8824-4 

· Standards describing the ASN.1 encoding rules (ITU-T website):

· ITU-T Rec. X.690 | ISO/IEC 8825-1 (BER, CER and DER) 

· ITU-T Rec. X.691 | ISO/IEC 8825-2 (PER) 

· ITU-T Rec. X.693 | ISO/IEC 8825-4 (XER) 

· ITU-T Rec. X.694 | ISO/IEC 8825-5 (XSD mapping) 

· RFC 3641 (GSER) 

Useful additional material can be found at:
· The ASN.1 Consortium 

· A comprehensive ASN.1 information site 

· asn1c, free, open source ASN.1 to C compiler 

· pyasn1: ASN.1 types and codecs implemented in Python 

· http://en.wikipedia.org/wiki/Asn.1 

· A Layman's Guide to a Subset of ASN.1, BER, and DER: A comprehensible introduction to ASN.1, BER and DER 

· BinaryNotes: The Open Source ASN.1 Framework for Java and .NET 

· ASN.1 from Olivier Dubuisson 

· ASN.1 from John Larmouth 

3.3 Examples

3.3.1 Encoding of Principal ID

3.3.1.1 ASN.1 encoding
The following is example ASN.1 syntax for describing a principal containing a userid and domainid, along with an example instantiation. This is based on the example discussed in OMA-ARC-2007-0023-INP_PEM_1_TS_Encoding_scheme_for_PEM_1_Parameters_in_BLOB_parameter.
BCAS DEFINITIONS ::= BEGIN

     Principal ::= SEQUENCE {

             userId          IA5String,

             domainId        IA5String

     }

     myPrincipal Principal ::= {

             userId            "johnsmith",

             domainId          "someprovider.com"

     }

END

The resulting XER encoding after running it through an ASN.1 compiler

is:

<Principal><userId>johnsmith</userId><domainId>someprovider.com</domainId></Principal>

Length: 86 bytes.

The resulting of encoding with BER is:

30801609 6A6F686E 736D6974 68161073 6F6D6570 726F7669 6465722E 636F6D00 00

Length: 33 bytes.
The result of using DER as the encoding rules is:

301D1609 6A6F686E 736D6974 68161073 6F6D6570 726F7669 6465722E 636F6D

Length: 31 bytes

Finally, the result of using Packaged Encoding Rules (PER) yields:

09D5BF46 EE7B74F4 D021CF7E DCBC396F EDA7265E 4BB1EFDA

Length: 24 bytes
3.3.1.2 0023 proposal
The scheme proposed in OMA-ARC-2007-0023-INP_PEM_1_TS_Encoding_scheme_for_PEM_1_Parameters_in_BLOB_parameter scheme takes 28 bytes
3.3.2 Encoding of context-based authorization request
3.3.2.1 ASN.1 encoding
The following is a more sophisticated example of an Authorization Request, containing a requesting principal, a target principal, a targetAttribute enumeration, and an intervals field (integer).

BCAS DEFINITIONS ::= BEGIN

     AuthorizationRequest ::= SEQUENCE {

             reqUserId          IA5String,

             reqDomainId        IA5String,

             targUserId         IA5String,

             targDomainId       IA5String OPTIONAL,

             targetAttribute            ENUMERATED

                                { location(0), presence(1) },

             intervals          INTEGER

     }

     myReq AuthorizationRequest ::= {

             reqUserId            "johnsmith",

             reqDomainId          "someprovider.com",

             targUserId           "janedoe",

             targetAttribute      location,

             intervals            60

     }

END

Note that the targetDomainId is optional if the users are in the same domain.

The resulting encodings are for XER:

<AuthorizationRequest><reqUserId>johnsmith</

reqUserId><reqDomainId>someprovider.com</

reqDomainId><targUserId>janedoe</

targUserId><targetAttribute><location/></

targetAttribute><intervals>60</intervals></AuthorizationRequest>

Length: 223 bytes

DER encoding:

302C1609 6A6F686E 736D6974 68161073 6F6D6570 726F7669 6465722E 636F6D16 076A616E 65646F65 0A010002 013C

Length: 46 bytes

PER encoding:

04EADFA3 773DBA7A 6810E7BF 6E5E1CB7 F6D3932F 25D8F7ED 07D58776 5C9BF280 4F00

Length: 34 bytes

3.3.2.2 0023 proposal
The scheme proposed in OMA-ARC-2007-0023-INP_PEM_1_TS_Encoding_scheme_for_PEM_1_Parameters_in_BLOB_parameter scheme takes 86 bytes
3.4 Way forward

3.4.1 Observations

It should be clear that:

· ASN.1 with PER is most of the time more efficient (compression wise) than the scheme proposed in OMA-ARC-2007-0023-INP_PEM_1_TS_Encoding_scheme_for_PEM_1_Parameters_in_BLOB_parameter scheme or any other ASN.1 encoding scheme.
· ASN.1 in general except XER is often more efficient (compression wise). Typically it is more efficient as soon that the set of parameters passed in the BLOB is getting complex. See the evolution between examples 3.3.1 and 3.3.2. As the BLOB complexity increases the gain of ASN.1 binary encoding schemes increases also increase.
ASN.1 encoding is lossless and so isomorphic transformations are possible between any encoding.

Standard tools for most environments provide efficient encoding, decoding and parsing. Most have been optimized for performances.
Standard tools allow immediate XML visualization via transformation of binary encoded ASN.1 to XER encoded ASN so human consumption (inspection, manipulation) is trivial.

Also, if desired, an encoding scheme can be trivially produced (or even specified) to represent the data into the schema described in OMA-ARC-2007-0023-INP_PEM_1_TS_Encoding_scheme_for_PEM_1_Parameters_in_BLOB_parameter scheme.
If it is desired that the document be self describable, it is possible to allow self-describing extension fields, for example, a schema that includes a set of (string, value) pairs, essentially an ASN.1 encoded hash table.
3.4.2 Proposal

Use ASN.1 syntax to represent the parameters passed through the BLOB. Use a standard ASN.1 encoding scheme to that effect. 
The group can decide for example to:

· Mandate ASN.1 PER

· Mandate ASN.1 syntax and allow support of different (all or some) standard ASN.1 encoding schemes. 

For example in the latter case, if compression is not really an objective, XER is also an interesting option directly providing an XML representation. If it is believed that different situation may warrant different arguments, allowing different encoding schemes seems the best approach.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC agrees to the proposal in section 3.4.2 and determine what kind of normative statement it prefers among the options presented. The different options seem all valid. 
ARC should agree that this contribution closes action item PEEM-2007-A002 PEM 1 TS









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 6 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

