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5 Reason for Contribution

Progressing the PEM-1 TS.
6 Summary of Contribution

ARC has agreed two protocol options to be supported by the PEM-1 TS. The next step is to investigate and agree the bindings to those 
ARC two protocol options. There are multiple possible ways to approach such bindings. This contribution explains the PEEM requirements that need to be considered when deciding on the appropriate approach for the bindings.
7 Detailed Proposal

The PEEM requirements that need to be considered when selecting for the PEM-1 interface a specific protocol are:
1) PEEM is a distinct application, with a well defined function: control the access to and use of resources.

2) PEEM needs to support ANY policy, not a specific policy, and not even a specific class of policies. This makes PEEM distinctively different than other policy control applications (e.g. TISPAN RACS, ITU-T RACF, PDF/PCRF function in 3GPP/P2, etc).

3) PEEM policy processing invocation interface is exposed by a policy control enabler (see 1, 2), and can be used by ANY resource. This makes PEEM distinctively different from other applications that are targeted for specific pre-determined reference points (e.g. 3GPP).

4) PEEM policy processing may not complete by returning a response to the requestor. “Responses” could be sent to other resources instead via delegation during processing of rules. This makes PEEM distinctively different from other applications that are handling policies (e.g. 3GPP). 

5) PEEM interface needs to be able to transport always 1 and only 1 parameter as input, and, when a response is needed, always 1 and only 1 parameter as output – that is different than all other policy control applications that may be considered similar. For clarity, I refer here to interface parameters (as the interface payload) and not to the parameters needed by the policy (there is a mapping between those, but it is not a 1-to-1 mapping, since all policy parameters are encapsulated in 1 interface parameter). A more detailed explanation if needed:

a. PEEM interface PEM-1 needs to be capable to transport an input request, respectively an output response, that can include ANY policy needed parameters, even if it was not defined as part of the specification. The definition of the needed parameters for a particular policy is determined, with few exceptions, at best at the time the policy is written, usually when the policy is finally deployed, and occasionally at run-time, since the policy itself is a data file that can be modified with no restrictions and at any time, by the authority that deploys PEEM. In order to accommodate this, while avoiding the need to constantly change the interface, or have an extremely large number of interfaces similar in behaviour, but distinctive in the number and type of parameters, we have decided to encapsulate ALL parameters, no matter which they are in a single envelope to which we refer to as a BLOB (binary large object). This allows PEM-1 as an interface to consistent and constant, and support interoperability, by always exchanging 1 input parameter (the Input BLOB) or 1 output parameter (the Output BLOB). In order to accommodate at the same time the variety of possible parameters, all of the parameters are serialized in binary format using ASN.1 syntax rules and a standard binary encoding mechanism, and are encapsulated in the Input BLOB, respectively the Output BLOB.

6) Input BLOB and Output BLOB are strings of a special nature (encoded strings), which makes them a distinct new type of parameter. A more detailed explanation if needed:

a. Usually strings are used to represent a single parameter (e.g. an identifier). In the case of Input BLOB and Output BLOB, multiple parameters may be encoded, using separators between them, and concatenated to obtain the Input BLOB or Output BLOB. In other words, an Input BLOB (or Output BLOB) may represent a binary encoded record or structure, which can be handled as a binary string. Encoding techniques are applied by the requester to create the Input BLOB, and reverse decoding techniques are applied by PEEM to re-create the record or structure. A similar process applies when creating a response, with PEEM encoding an Output BLOB which needs to be decoded by the recipient.
In conclusion: PEEM is: specific in behaviour, generic in nature, passes always only 1 input parameter (input BLOB) in a request, and, if a response is provided, it always contains only 1 output parameter (the output BLOB), can be invoked by ANY resource, and the input parameter and output parameters are encoded strings (each usually containing multiple parameters, binary encoded and separated using a standard encoding technique).
It is therefore evident that a protocol that should be used by PEEM for invocation of policy processing must be able to support such input and output parameters, and its usage must be able to be restricted (by specification) to the use of these parameters (no more, no less). Finally, the behaviour of PEEM (1) is something that is recommended to be distinguishable in the use of the protocol, if the same protocol can be re-used for multiple purposes – simply for consistency reason and avoiding confusions.
8 Intellectual Property Rights
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9 Recommendation

This contribution outlines the next incremental step in the completion of the PEM-1 TS. The recommendation is for this paper to be discussed to the point that ARC can agree that these (1-6) are indeed the critical PEEM requirements that need to be fulfilled by the selected bindings.
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