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5 Reason for Contribution

Progressing the PEM-1 TS.
6 Summary of Contribution

ARC has agreed two protocol options to be supported by the PEM-1 TS. In Frankfurt it was suggested to analyze 3GPP applications and protocols for reference points Gx (3GPP TS 29.219 V6.7.0) and Sh (3GPP TS 29.329 V7.3.0) against PEM-1 requirements, to assess if there is a good match. This contribution provides the requested analysis and arrives to conclusions to be used in the next step to progress PEM-1 TS. The analysis will focus on the PEM-1 requirements as presented in contribution 27, summarized below:
1) PEEM is a distinct application, with a well defined function: control the access to and use of resources.

2) PEEM needs to support ANY policy, not a specific policy, and not even a specific class of policies. This makes PEEM distinctively different than other policy control applications (e.g. TISPAN RACS, ITU-T RACF, PDF/PCRF function in 3GPP/P2, etc).

3) PEEM policy processing invocation interface is exposed by a policy control enabler (see 1, 2), and can be used by ANY resource. This makes PEEM distinctively different from other applications that are targeted for specific pre-determined reference points (e.g. 3GPP).

4) PEEM policy processing may not complete by returning a response to the requestor. “Responses” could be sent to other resources instead via delegation during processing of rules. This makes PEEM distinctively different from other applications that are handling policies (e.g. 3GPP). 

5) PEEM interface needs to be able to transport always 1 and only 1 parameter as input, and, when a response is needed, always 1 and only 1 parameter as output – that is different than all other policy control applications that may be considered similar.
6) Input BLOB and Output BLOB are strings of a special nature (encoded strings), which makes them a distinct new type of parameter.
7 Proposal

The following table summarizes analysis of 3GPP application invoked over Gx reference point, against PEEM requirements (for details, please review TS 29.210 V6.7.0):
	PEEM requirement
	Gx
	Conclusion/comments
	Comments

	Application function
	The Gx reference point is used for provisioning service data flow based charging rules. The reference point is located between the Traffic Plane Function (TPF) and the Charging Rules Function (CRF), also known as Service Data Flow Based Charging Rules Function. 
Charging rules determine how service data flows are identified and charged. The TPF shall apply charging rules by evaluating received packets against service data flow filters. When a packet matches a service data flow filter, the packet matching process for that packet is completed, and the charging rule for that filter shall be applied.


	No match.

	Application invoked over Gx is different than PEEM

Gx reference point, and application invoked using it is very specific in nature, and different than the generic PEEM application.



	Handling ANY policy
	A charging rule shall consist of a charging rule name, charging key (i.e. rating group), service identifier, service flow filter and other charging parameters. The charging rule name shall be used to reference to a charging rule in the communication between the TPF and the CRF. The service identifier shall be used to identify the service or the service component the service data flow relates to. The service flow filter shall be used to select the traffic for which the charging rule applies. The charging parameters define whether online and offline charging interfaces are used, what is to be metered in offline charging, what is the precedence of the charging rule, on what level the TPF shall report the usage related to the charging rule, etc. For different charging rules with overlapping service data flow filter, the precedence of the charging rule determines which of these charging rules is applicable.
	No match.
	Application invoked over Gx only handles specific charging policies; it also has other functions that PEEM does not provide. On the flip side, application invoked over Gx CANNOT process ANY given policy.
(This could only be a match, if PEEM is deployed as a specialized application to address exactly the TPF-CRF policy needs).

	Policy invocation interface can be used by ANY requestor
	protocol to be used between TPF (Traffic Plane Function) and CRF (Charging Rules Function) over the Gx reference point
	No match.


	Gx is specifically designed to be used between TPF and CRF, and not used anywhere else (without modifications, and different application id).
However, abstracting from the reference point, a similar protocol, with some modifications could be re-used.

	Output response may not return to requestor.
	Input request description:

The TPF shall indicate, via the Gx reference point, a request for charging rules in the following instances.
1. At bearer establishment: the TPF shall send a CC-Request with CC-Request_Type AVP set to “INITIAL_REQUEST”
OR

2. At bearer modification if an Event trigger is met, theTPF shall send a CC-Request with CC-Request-Type AVP set to “UPDATE_REQUEST”.
Output response description:

The CRF The CRF shall indicate, via the Gx reference point, charging rules to be applied at the TPF. This may be:

1. in response to a request for charging rules., i.e. to a request made as described in the preceding section; or

2. unsolicited by the TPF, e.g. in response to information provided to the CRF via the Rx reference point, or in response to an internal trigger within the CRF.
	No match.

	Gx assumes that upon a request from TPF to CRF, a response is always provided back from CRF to TPF. In addition, CRF could also provide unsolicited updates to TPF.
However, PEEM policy processing invocation i/f could be modelled starting with Gx and making appropriate modifications.

	Support for a single binary string parameter (I & O)
	In addition to AVPs from the Diameter Base Application, Gx introduces the support of specific Gx AVPs (AVP codes 1000 through 1014). All of those AVPs are mandatory, and are qualified with the 3GPP Vendor-Id.
	No match.

	Gx, and the application invoked over Gx, require mandatory parameters that PEEM does not require.
However, Gx could be used as a starting point, but the modified application would need to drop support for AVPs not needed by PEEM, and add support for AVPs needed by PEEM.

	Binary strings used for I/O are encoded and encapsulate all policy parameters
	Gx supports 2 AVPs of type “octet string”:

Charging_Rule_Name &

ToS-Traffic-Class.


	No match

	Each of the discussed Gx AVPs matches 1 parameter only, and they are not generic in nature (not meant to change their meaning based on policy); they are used for the specific purpose of conveying the information captured in the AVP name.
There is no AVP equivalent in Gx that encapsulates multiple policy parameters in a single AVP. The equivalent would be is a an AVP of “grouped” type would be encoded, using ASN.1 syntax rules, in an octet-string – but such an AVP is not defined in Gx.

However, one of the 2 identified Gx AVPs of “octet-string” type could be re-used for PEEM purpose, and their meaning redefined as “encoded set of PEEM policy parameters”. It is questionable if this adds any value, rather than create confusion – new AVPs may therefore make more sense.


The following table summarizes analysis of 3GPP application invoked over Sh reference point, against PEEM requirements (for details, please review TS 29.329 V7.3.0):

	PEEM requirement
	Sh
	Conclusion/comments
	Comments

	Application function
	The Sh specifies an application that allows a server and a client:

1.  to download and update transparent and non-transparent user data

2. to request and send notifications on changes on user data


	No match.


	Application invoked over Sh has a different function and behaviour than PEEM



	Handling ANY policy
	See above, not a policy handling application.
	No match.
	Application invoked over Sh is completely different; it does not process policies, or at least not explicitly.

	Policy invocation interface can be used by ANY requestor
	The Sh interface is defined between an AS and the HSS or between an SCS and HSS.


	No match.
	Sh is specifically designed to be used between an AS or an SCS and the HSS (not somewhere else, without modifications, and different application id).

However, abstracting from the reference point, a similar protocol, with some modifications could be re-used.

	Output response may not return to requestor.
	Among the commands supported by Sh, there is a User-Data-Request, followed by a User-Data-Answer, which are worth analyzing for PEEM re-use.

Input request description:
The User-Data-Request (UDR) command, is sent by a client to a server in order to request user data.
Output response description:
The User-Data-Answer (UDA) command, is sent by a server in response to the User-Data-Request command.
	No match.


	Sh use of User-Data assumes that upon a request from AS or SCS, the HSS will always respond with a User-Data-Answer. There are additional commands in Sh, that are out-of-scope for the comparison, since they do not have a similarity with PEEM.
However, PEEM policy processing invocation i/f could be modelled starting with Sh and making appropriate modifications (e.g. changing the meaning of User-Data-Request, respectively optional User-Data-Answer to mean Input-Policy-Data, respectively Output-Policy-Data).

	Support for a single binary string parameter (I & O)
	Sh re-uses AVPs defined in other 3GPP applications and combines support for them in this applicatio (e.g. AVPs defined in 29.229 and 29.328). Most of the AVPs are mandatory, and are qualified with the 3GPP Vendor-Id.
	No match.


	Sh, and the application invoked over Sh, require mandatory parameters that PEEM does not require.

However, Sh could be used as a starting point, but the modified application would need to drop support for AVPs not needed by PEEM, and add support for AVPs needed by PEEM.

 

	Binary strings used for I/O are and encapsulate all policy parameters.
	Sh supports an AVP named “User-Data” of type “octet string”. It is used to pass user data via the request, and receive data via the response.

	No perfect match, but possible re-use.

	There is no AVP equivalent in Sh that encapsulates multiple policy parameters in a single AVP. The equivalent would be is a an AVP of “grouped” type would be encoded, using ASN.1 syntax rules, in an octet-string – but such an AVP is not defined in Sh.

However, the User-Data is defined in a generic manner (it carries whatever qualifies as user data in either direction). Therefore, it could be re-used for PEEM purpose, associating to it the meaning redefined as “encoded set of PEEM policy parameters”. It is questionable if this adds any value, rather than create confusion – new AVPs may therefore make more sense.


Conclusions:

a. 3GPP applications over reference points Gx, respectively Sh, are different than PEEM in functionality (either completely different, or narrower in scope).

b. Gx, respectively Sh are used for exchanges between entities which are different in most cases than the entities that would use the PEEM PEM-1 invocation interface.

c. Protocols used for Gx or Sh are not a perfect match for the PEEM policy invocation interface, but can provide a good starting point.

d. Protocols over Gx and Sh require a large number of mandatory AVPs which are not needed for PEEM.
e. Protocols over Gx and Sh do not have an AVP equivalent in meaning with the requirements for Input BLOB (Input-Policy-Data) or Output-BLOB (Output-Policy-Data)

f. The AVPs needed by PEEM could be easiest modelled using the User-Data AVP used for both input and output messages in the Sh interface.

8 Intellectual Property Rights
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9 Recommendation

This contribution outlines the next incremental step in the completion of the PEM-1 TS. The recommendations are:

1) this paper to be discussed, and reach agreement on the analysis

2) agree on the conclusions, and on using them to determine a logical and practical approach to take with PEM-1 interface for the Diameter binding option: start with an existing 3GPP application, modify it and its AVPs as needed and produce a new application for PEEM.
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