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1 Reason for Contribution

Progressing the PEM-1 TS.
2 Summary of Contribution

ARC has agreed two protocol options to be supported by the PEM-1 TS. In the May 15th CC it was suggested to analyze more 3GPP applications and protocols for reference points Go. Upon looking at Go, it does not use Diameter, but COPS, so we concluded that was not the one meant. Instead, we analyzed Gq (3GPP TS 29.209 V.6.6.0) and/or Rx (3GPP TS 29.214 7.0.0) against PEM-1 requirements, to assess if there is a good match. This contribution provides the requested analysis and arrives to conclusions to be used in the next step to progress PEM-1 TS. The analysis will focus on the PEM-1 requirements as presented in contribution 27, summarized below:
1) PEEM is a distinct application, with a well defined function: control the access to and use of resources.

2) PEEM needs to support ANY policy, not a specific policy, and not even a specific class of policies. This makes PEEM distinctively different than other policy control applications (e.g. TISPAN RACS, ITU-T RACF, PDF/PCRF function in 3GPP/P2, etc).

3) PEEM policy processing invocation interface is exposed by a policy control enabler (see 1, 2), and can be used by ANY resource. This makes PEEM distinctively different from other applications that are targeted for specific pre-determined reference points (e.g. 3GPP).

4) PEEM policy processing may not complete by returning a response to the requestor. “Responses” could be sent to other resources instead via delegation during processing of rules. This makes PEEM distinctively different from other applications that are handling policies (e.g. 3GPP). 

5) PEEM interface needs to be able to transport always 1 and only 1 parameter as input, and, when a response is needed, always 1 and only 1 parameter as output – that is different than all other policy control applications that may be considered similar.
6) Input BLOB and Output BLOB are strings of a special nature (encoded strings), which makes them a distinct new type of parameter.
3 Detailed Proposal

The following table summarizes analysis of 3GPP application invoked over Gq reference point, against PEEM requirements:
	PEEM requirement
	Gq (Rel. 6)
	Conclusion/comments
	Comments

	Application function
	The PDF acts as a Policy Decision Point for service based local policy control. The PDF makes the policy decisions based on the session and media related information obtained from the AF via the Gq interface. The PDF shall exchange the decision information with the GGSN via the Go interface.
	Match.


	Application invoked over Gq is a policy control application, similar to PEEM.


	Handling ANY policy
	The Gq interface is used for the service-based policy set-up information exchange between the PDF and the AF, e.g. the P-CSCF. As defined in the stage 2 specifications (3GPP TS 23.207 [3]), this information is used by the PDF for the Service Based Local Policy (SBLP) decisions. The PDF exchanges the policy information with the GGSN as specified in 3GPP TS 29.207 [4].

When receiving an initial AA-Request from the AF, the PDF allocates Authorization-Token. The PDF shall store the Diameter base protocol Session-Id received in the AA-Request message for the Authorization-Token. If the AA‑Request contains the Media-Component-Description Attribute-Value Pair(s) (AVP(s)) the PDF shall authorize the required QoS resources and store the SBLP for the session based on the service information. If the AA-Request contains Flow-Grouping AVP(s), the PDF shall only authorize the QoS if the IP flows are distributed to PDP contexts in a way that is allowed by the Flow-Grouping AVP(s). The PDF sends the allocated token in the Authorization-Token AVP to the AF in the AA-Answer message.

When receiving a bearer authorization request from the Go interface, the PDF shall authorize the request according to the stored SBLP for the session, if available.

For a bearer authorization request with a new authorization token the PDF shall behave as described within the present paragraph: If the SBLP is not available for the session, or if the AF has instructed the PDF to do so, the PDF shall send the Re-Auth_Request message with the SERVICE_INFORMATION_REQUEST indication in the Specific-Action AVP to the AF to request the service information. When receiving the Media-Component-Description AVP(s) in the Re-Auth-Answer message, the PDF shall authorize the required QoS resources and shall store the SBLP for the session. If SBLP is available for the session butauthorization for unknown flow identifiers is being requested, and the AF has not instructed the PDF to contact it at bearer authorization, the PDF shall deny the authorization without contacting the AF.

For a bearer authorization request for an authorization token already authorized by the PDF, the PDF shall behave as described within the present paragraph: If the request contains binding information for media with no corresponding SBLP available at the PDF, or if the PDF has already authorized the same binding information and not obtained updated service information since then, or if the AF has instructed the PDF to do so, the PDF shall send a Re-Auth-Request message with the SERVICE_INFORMATION_REQUEST indication in the Specific-Action AVP to the AF to request updated service information. When receiving the Media-Component-Description AVP(s) in the Re‑Auth‑Answer message the PDF shall authorize the required QoS resources and shall store the SBLP for the session.

After the bearer authorization the PDF shall send possible new access network charging identifier(s) (e.g. GCID), received from the GGSN during the bearer authorization to the AF for charging correlation purposes, and an access network charging-address (e.g. GGSN IP Address), if the AF has instructed the PDF to do so. The PDF does this by sending the Re-Auth_Request message with the CHARGING_CORRELATION_EXCHANGE indication in the Specific-Action AVP to the AF. The access network charging identifier(s) and the access network charging-address should not be sent over an inter-operator interface.

The AF shall indicate to the PDF as part of the Media-Component-Description AVP(s) whether the media IP flow(s) should be enabled or disabled at the bearer authorization. The PDF may receive a separate AA-Request message(s) from the AF to enable or disable specified IP flows. The PDF shall reply with an AA-Answer and shall include the Access‑Network-Charging-Identifier(s) available at this moment. The PDF makes the final decision to enable or disable the authorized IP flows.
…AND MORE…
	No match.
	Application invoked over Gq is fine tuned for a very specific class of policies. On the flip side, application invoked over Gq CANNOT process ANY given policy.

(This could only be a match, if PEEM is deployed as a specialized application to address exactly the AF-PDF policy needs).

	Policy invocation interface can be used by ANY requestor
	The Gq interface is defined between the PDF and the AF. The Gq interface may be an intra- or inter-domain interface. The PDF is in the same PLMN as the GGSN.
	No match.


	Gq is specifically designed to be used between AF and PDF and not used anywhere else (without modifications, and different application id).

However, abstracting from the reference point, a similar protocol, with some modifications could be re-used.

	Output response may not return to requestor.
	Input request description:

The AAR (authentication application request) command, is sent by an AF to the PDF in order to request the authorization for the bearer usage for the AF session.

Output response description:

The AAA (authentication application answer) command, is sent by the PDF to the AF in response to the AAR command.


	No match.


	Gq assumes that upon a request from AF to PDF, a response is always provided back to the AF.
However, PEEM policy processing invocation i/f could be modelled starting with Gq and making appropriate modifications.

	Support for a single binary string parameter (I & O)
	In addition to AVPs from the Diameter Base Application, Gq introduces the support of specific Gq AVPs (AVP codes 500 to 523). All of those AVPs are mandatory, and are qualified with the 3GPP Vendor-Id.
	No match.


	Gq, and the application invoked over Gq, require mandatory parameters that PEEM does not require.

However, Gq could be used as a starting point, but the modified application would need to drop support for AVPs not needed by PEEM, and add support for AVPs needed by PEEM.

	Binary strings used for I/O are encoded and encapsulate all policy parameters
	Gq supports several AVPs of type “octet string”:
Access-Network-Charging-Identifier-Value

AF-Application-Identifier

AF-Charging-Identifier

Authorization-Token

	No match


	Each of the discussed Gq AVPs matches 1 parameter only, and they are not generic in nature (not meant to change their meaning based on policy); they are used for the specific purpose of conveying the information captured in the AVP name.

There is no AVP equivalent in Gq that encapsulates multiple policy parameters in a single AVP. The equivalent would be an AVP of “grouped” type would be encoded, using ASN.1 syntax rules, in an octet-string – but such an AVP is not defined in Gq.

However, one of the several identified Gq AVPs of “octet-string” type could be re-used for PEEM purpose, and their meaning redefined as “encoded set of PEEM policy parameters”. It is questionable if this adds any value, rather than create confusion – new AVPs may therefore make more sense.


The following table summarizes analysis of 3GPP application invoked over Rx reference point, against PEEM requirements (Rx is the evolution, in release 7, of Gq & Gx):

	PEEM requirement
	Rx (Rel. 7)
	Conclusion/comments
	Comments

	Application function
	The PCRF (Policy Control and Charging Rules Function) is a functional element that encompasses policy control decision and flow based charging control functionalities.
	Match.


	At least one aspect of the Application invoked over Rx is a policy control application, similar to PEEM.


	Handling ANY policy
	The PCRF (Policy Control and Charging Rules Function) is a functional element that encompasses policy control decision and flow based charging control functionalities. These 2 functionalities are the heritage of the release 6 logical entities PDF and CRF respectively. The PCRF provides network control regarding the service data flow detection, gating, QoS and flow based charging (except credit management) towards the PCEF.  The PCRF receives session and media related information from the AF and informs AF of traffic plane events.
The PCRF may check that the service information provided by the AF is consistent with the operator defined policy rules before storing the service information. The service information shall be used to derive the QoS for the service. The PCRF may reject the request received from the AF and as a result the PCRF shall indicate, in the response to the AF, the service information that can be accepted by the PCRF.
The PCRF may use the subscription information as basis for the policy and charging control decisions. The subscription information may apply for both session based and non-session based services.  The subscription specific information for each service may contain e.g. max QoS class and max bit rate.
If the AF requests it, the PCRF shall report IP-CAN session events (including bearer events and events on AF signalling transport) to the AF via the Rx reference point.

The PCRF PCC Rule decisions may be based on one or more of the following:
-
the session and media related information obtained from the AF via the Rx reference point;
-
the bearer and subscriber related information obtained from the PCEF over the Gx reference point;
-
subscriber and service related data the PCRF may be aware of by configuration or through the Sp reference point.

NOTE:
The details associated with the Sp reference point are not specified in this Release. The SPR’s relation to existing subscriber databases is not specified in this Release. 

The PCRF shall provision PCC Rules to the PCEF via the Gx reference point.
…AND MORE…
	No match.
	Application invoked over Rx is fine tuned for a very specific class of policies. On the flip side, application invoked over Rx CANNOT process ANY given policy.

(This could only be a match, if PEEM is deployed as a specialized application to address exactly the AF-PCRF policy needs).

	Policy invocation interface can be used by ANY requestor
	The Rx reference point is defined between the PCRF and the AF. The relationships between the different functional entities involved are depicted in figure 4.1.
	No match.


	Rx is specifically designed to be used between AF and PCRF and not used anywhere else (without modifications, and different application id).

However, abstracting from the reference point, a similar protocol, with some modifications could be re-used.

	Output response may not return to requestor.
	Input request description:

The AAR (authentication application request) command, is sent by an AF to the PCRF in order to request the authorization for the bearer usage for the AF session.

Output response description:

The AAA (authentication application answer) command, is sent by the PCRF to the AF in response to the AAR command.


	No match.


	Rx assumes that upon a request from AF to PCRF, a response is always provided back to the AF.
However, PEEM policy processing invocation i/f could be modelled starting with Rx and making appropriate modifications.

	Support for a single binary string parameter (I & O)
	In addition to AVPs from the Diameter Base Application, Rx introduces the support of specific Rx AVPs (AVP codes 500 to 523). All of those AVPs are mandatory, and are qualified with the 3GPP Vendor-Id.
	No match.


	Rx, and the application invoked over Rx, require mandatory parameters that PEEM does not require.

However, Rx could be used as a starting point, but the modified application would need to drop support for AVPs not needed by PEEM, and add support for AVPs needed by PEEM.

	Binary strings used for I/O are encoded and encapsulate all policy parameters
	Rx supports several AVPs of type “octet string”:
Access-Network-Charging-Identifier-Value

AF-Application-Identifier

AF-Charging-Identifier

Authorization-Token
Codec-Data
Service-URN
	No match


	Each of the discussed Rx AVPs matches 1 parameter only, and they are not generic in nature (not meant to change their meaning based on policy); they are used for the specific purpose of conveying the information captured in the AVP name.

There is no AVP equivalent in Rx that encapsulates multiple policy parameters in a single AVP. The equivalent would be an AVP of “grouped” type would be encoded, using ASN.1 syntax rules, in an octet-string – but such an AVP is not defined in Rx.

However, one of the several identified Rx AVPs of “octet-string” type could be re-used for PEEM purpose, and their meaning redefined as “encoded set of PEEM policy parameters”. It is questionable if this adds any value, rather than create confusion – new AVPs may therefore make more sense.


Conclusions:

a. 3GPP applications over reference points Gq, respectively Rx, are different than PEEM in functionality (either completely different, or narrower in scope).

b. Gq, respectively Rx are indeed specialized in policy control, but in a very specific class of policies, rather than capable of supporting ANY policy (as PEEM needs).
c. Protocols used for Gq or Rx are not a perfect match for the PEEM policy invocation interface, but can provide a good starting point.

d. Protocols over Gq and Rx require a large number of mandatory AVPs which are not needed for PEEM.
e. Protocols over Gq and Rx do not have an AVP equivalent in meaning with the requirements for Input BLOB (Input-Policy-Data) or Output-BLOB (Output-Policy-Data)
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5 Recommendation

This contribution outlines the next incremental step in the completion of the PEM-1 TS. The recommendations are:

1) this paper to be discussed, and reach agreement on the analysis

2) agree on the conclusions, and on using them to determine a logical and practical approach to take with PEM-1 interface for the Diameter binding option: start with an existing 3GPP application (it does not really matter which, although the Sh AVP - User-Data is the most generic “octet-string” found so far), modify it and its AVPs as needed and produce a new application for PEEM.
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