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5 Reason for Contribution

Progressing the PEL TS.
6 Summary of Contribution

The current PEL TS describes extensively the constructs for a ruleset-based language option. This contribution provides an analysis of COMMONPOL (what used to be an IETF draft at the time of the PEEM AD and has now become RFC 4745) and how to use it as the ruleset language option for PEL.

7 Detailed Proposal

Change 1:
5.3 PEL ruleset framework option 

The PEL ruleset language option is based on the ruleset framework described in IETF RFC 4745 [RFC 4745]. The use of this framework had been suggested in PEEM AD [PEEM AD], while at the time that framework was being worked as an IETF draft. The policy framework described in IETF RFC 4745 [RFC 4745] is already used and extended by some OMA enablers (see section 5.3.4), and its re-use by PEL will facilitate adoption in OMA.
The PEL ruleset language option in this release SHALL adhere to the provisions in RFC 4745 [RFC 4745] with the following exceptions:

1) The optimization provided by RFC 4745 [RFC 4745] to only allow “permit” style rules will not be enforced (i.e. extensions for “deny” style rules will be permitted, if needed). When added, the semantics for rules including both “permit” and “deny” style rules need to be fully understood to avoid conflicts.

2) The optimization provided by RFC 4745 [RFC 4745] to specify a particular algorithm of combining “permissions” (actions and transformations) will not be enforced (i.e. future extensions may be provided to allow different algorithms to evaluate rulesets, or, this will be left to differentiate implementations).

3) Support for <transformation> element will be deferred until a clear need arises, or until extensions to semantics and syntax of <action> are provided to complement the <action> element with the semantics currenly assigned to <transformation>.
This section provides a summary of RFC 4745 [RFC 4745] framework. The details of each framework construct are normatively described in [RFC 4745]. This current version may not meet all the PEEM needs for a PEL, but it provides an extensible framework which allows it to progress in time towards the full needs of a generic PEL. The extensibility model is on a need-basis, as determined by specific applications domain, allowing this language option to progress in sync step with the needs of OMA enabler and other resources, as expressed by their specific requirements. A comparison between PEEM PEL needs and RFC 4745 [RFC 4745] is provided in Appendix C. Extensions determined necessary in other OMA enablers or other resources may be provided either as part of such future enablers extensions to PEL ruleset option, or in a future PEEM PEL phase (currently not planned). If such extensions are needed before they materialize into OMA extensions to PEL, it is expected that vendors may provide proprietary extensions to PEL ruleset language to fulfill the need.
5.3.1 Overview 

RFC 4745 [RFC 4745] is combining two authorization systems (for presence and location) into a more generic framework, with mechanisms for extensibility. This general framework is intended to be accompanied and enhanced by other domain-specific policy documents, including presence [WP-PRESRULES] and [WP-LOCRULES] (these are “work-in-progress” examples of how to extend RFC 4745, and from PEL TS perspective are only informative at this point in time).

The current applicability of RFC 4745 [RFC 4745] is not limited to policies controlling access to presence and location information data, but can be extended to other applications domains.

The mode of operation supported by RFC 4745 [RFC 4745] can be described as very similar with the PEEM component [PEEM AD] behaviour. A Policy Authorization Server (PS) receives a query regarding data items for a particular requestor, via the using protocol (i.e. the policy invocation protocol, equivalent to PEM-1 interface in PEEM). The using protocol provides parameters (e.g. identity of the requestor, etc). The input information, together with additional data accessible by the PS is used for searching through a ruleset, defined using the RFC 4745 [RFC 4745] framework. All matching rules are combined according to a specified permission combining algorithm. The combined rules are applied leading to results that are being returned via the using protocol to the requestor.
There are three different modes of operation supported, passive request-response, active request-response and event notification. The passive request-response mode in RFC 4745 [RFC 4745] matches the PEEM callable pattern.

The framework in its current version provides construct based on a simplifying pre-condition to its design, that each rule must be representable as a row in a relational database, to allow for efficient policy implementation by utilizing standard database optimization techniques. This pre-condition explains decisions made in the design of the framework constructs.
Another design consideration is that the current version only provides permissions rather than denying them (i.e. removing a rule can never increase permissions). That design consideration was also in order to optimize implementation, by removing the concern about how to deal with ordering of the rules, and potential conflict between “deny” rules and “permit” rules (if both were to be allowed). Hece, only “permit” related actions are currently supported, and rules ordering is no longer important. At the same time, processing all the rules is instead required.

The framework assumes permissions are additive, in the sense that if several rules match, then the overall permissions granted to the requestor are the union of the permissions of all the rules that match.

The framework in RFC 4745 [RFC 47445] explicitly lists the following items as being out-of-scope for the current version:

· Access of external rulesets, databases, directories, or other network elements

· Support of regular expressions (i.e. conditions are matched on equality or “greater-than” style comparisons, not on regular expressions like those encountered in wild-card matches)

A ruleset (i.e. a policy) consist of zero or more rules. A rule consists of three parts: conditions, actions and transformations.

The conditions is a set of expressions, each of which evaluating to either TRUE or FALSE. Actions express the permitted output results, before applying transformations (e.g. DENY or PERMIT). The transformations apply when the action indicates permission, and they specify how information results are to be modified before being provided to the requestor.

Rules are encoded in XML, and RFC 4745 [RFC 4745] includes a schema defining the Common Policy Markup Language. The XML schema defines the exchange format between a requestor and the Policy Authorization Server, but it is clearly stated that there is no implication that such a schema will be used internally by either the requestor or the Policy Authorization Server. The rukes are designed so that a Policy Authorization Server can translate them into a relational database table, with each rule represented by one row in the database. The database representation is also not mandatory; it is merely a well-understood example of internal representation, out of m Extensions canot change the schema provided in RFC 4745 [RFC 4745]], and this schema is not expected to change in future versions, which explains why no versioning procedures exist.
5.3.2 Ruleset framework elements 

The ruleset framework in RFC 4745 [RFC 4745] relies on ruleset, rule, conditions, actions and transformations as basic, extensible elements.

The ruleset is composed of several rules, and each rule includes conditions, actions and transformations. An instance of a request for policy (ruleset) evaluation provides several attributes, that need to be matched against variables used in conditions and actions in the rules of the ruleset.

The <condition> element is used to express conditions (a rule may include multiple <condition> elements). The framework only specifies a limited number of generic conditions, re-usable across different application domains (i.e. conditions for identity, sphere and validity attributes). Additional conditions will be specified elsewhere, with their own namespace. The <condition> element may have child elements, defined in this framework, or extended somewhere else. If a child element of the <condition> construct is in a namespace that is not known or not supported, then this child element evaluates to FALSE.

Conditions are matched on equality, or “greater-than” style comparison, according to the datatype associated with the element in the RFC 4745 [RFC 4745] schema. There are three <condition> child elements specified in this framework (identity, sphere and validity), and each may have additional child elements.
The <identity> element used in expressing conditions is considered TRUE if any of its child elements evaluate to TRUE. Child element supported are <one> (for matching a single authenticated identity) and <many> (for performing authorization decisions based on the domain portion of an authenticated identity. The <many> element supports the child element <except> which fulfills the need of excluding elements from the solution set.
The <sphere> element can be used to indicate an environment or context (e.g. “work”, “home”, “meeting”, “travel”, etc). A <sphere> condition matches only in the case of equality with the requestor’s environment or context passed in the request, or otherwise available to the ruleset.

The <validity> element is used to express the period of time interval in which the rule is valid. All the conditions in a rule MUST evaluate to TRUE in order for a rule to evaluate to TRUE; hence this element can be used to completely invalidate a rule, regardless of the outcome of the other conditions. This allows to provision rules whose validity is temporary, without a concern for an administrator for immediate maintenance (other than periodic cleanup of the expired rules).
In short, each type of condition determines its own semantics of evaliting to TRUE. A rule evaluates to TRUE when ALL conditions in its <condition> child elements evaluate to TRUE. All rules that have <condition> child elements that match (evaluate to TRUE) form the matching ruleset. The matching ruleset has an associated mechanism for combining the permissions, based on the <action> elements and <transformation> elements in the rule. 
The <action> element is used to specify the policy output results, and the <transformation> element is used to apply changes (e.g. filters) to those results before forwarding them to the requestor. Together, the <action> and <transformation> elements are also referred to as “permissions”. The “permissions” are combined across all matching rules (i.e., evaluated to TRUE) in the ruleset. The combining rules depend on the datatype of the “permision”. For example, if the “permision” (action or transformation) datatype is boolean, then the resulting “permission” for the ruleset is TRUE if and only if at least one of the “permissions” in the matching ruleset is TRYE (in other words, it is an OR operation between all “permissions”). If the “permission” is of datatype integer, or float for example, the resulting “permission” is is the maximum value from the set of individual “permission” values associated with each matching rule in the ruleset.

5.3.3 Language Extensibility and support of OMA specific conditions

RFC 4745 [RFC 4745] supports extensibility by allowing namespace-qualified extensions to be added in the form of <conditions>, <actions>, <transformations> and unrestricted number and variety of child elements of these elements. Schemas for the added elements and new namespaces need to be provided as part of providing such extensions. The RFC 4745 [RFC 4745] has an explicit model of adding extensions, and expects that such model will not infringe on the RFC 4745 [RFC 4745] schema, but expand it. The framework also has an explicit stated goal of having extensions provided in support of specific application domains, in order to justify the extensions, and not unnecessarily complicating the framework.

The framework makes no statement about the mandatory or optional nature of extensions. 
The extensibility may be used to address any framework generic enhancements (e.g. additional constructs, or additional semantics of existing constructs). See Appendix C for a comparison between PEEM PEL needs and RFC 4745 [RFC 4745] features.
The extensibility may also be used to address any specific application domains needs (additional <condition>, <action>, <transformation> and their child elements) for:
· Security rules (e.g. Authentication, authorization, GPM, confidentiality (selective), integrity, …)

· Charging rules

· Logging rules

· Privacy rules

· Preference rules

· Permission rules

· Content screening rules
· Content categorization rules
5.3.4 Backward compatibility with other OMA enablers
Policy requirements have been addressed in several other OMA enablers, and may continue to develop before PEEM specifications are approved. In most cases, the basis for the technical specifications addressing policy requirements is also IETF RFC 4745 [RFC 4745]. When using this policy framework, those enablers have introduced extensions in a manner consistent with the model described by IETF RFC 4745 [IETF 4745]. Extensions included new elements and new semantics associated with those elements, as well as over-riding assumptions made in IETF RFC 4745 [RFC 4745]. That work is completely consistent with the approach taken by PEL ruleset language option described in this section, and hence the PEL specification described here will be fully compatible with the extensions added by these OMA enablers.

The list of enablers that are re-using or adding extensions to IETF RFC 4745 [RFC 4745] is given here for information purposes and includes:

· Shared Policy XDM Specification [SPXDM]

· Shared Group XDM Specification [SGXDM]

· XML Document Management Specification [XDMSPEC]

· Presence XDM Specification [PRESXDM]

· PoC Document Management [PoCXDM]

· Instant Messaging using SIMPLE [IMSIMPLE]
The above references are informative for the PEL technical specifications, but can serve as very good examples to other OMA enablers that intend to add extensions for their policy needs in their specific domains (e.g. [XDMSPEC] adds extensions such as new elements, including access to external information). 
End of Change 1

Change 2 – add to Normative References 2.1:
	[RFC 4745]
	“Common Policy: A Document Format for Expressing Privacy Preferences, H.Schulzrinne et al, IETF RFC 4745, February 2007, URL: http://www.rfc-editor.org/rfc/rfc4745.txt


End of Change 2
Change 3 – add to Informative References 2.2 :
	[IMSIMPLE]
	“Instant Messaging using SIMPLE”, Open Mobile Alliance, 6 June 2007, URL: http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-SIMPLE_IM-V1_0-20070606-D

	[PoCXDM]
	”OMA PoC Document Management, Open Mobile Alliance, 29 May 2007, URL: http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-Presence_SIMPLE_XDM-V2_0-20070529-D.zip

	[PRESXDM]
	“Presence XDM Specification”, Open Mobile Alliance, 17 January 2007, URL: http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-Presence_SIMPLE_XDM-V2_0-20070510-D.zip

	[SPXDM]
	“Shared Policy XDM Specification”, Open Mobile Alliance, Draft Version 2.0, 10 May 2007, URL: http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-XDM_Shared_Policy-V2_0-20070510-D.zip

	[SGXDM]
	“Shared Group XDM Specification”, Open Mobile Alliance, Draft Version 2.0, 10 May 2007, URL: http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-XDM_Shared_Group-V2_0-20070522-D.zip

	[XDMSPEC]
	“XML Document Management (XDM) Specification”, Open Mobile Alliance, Draft Version 2.0, 10 May 2007, URL:  http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-XDM_Core-V2_0-20070510-D

	[WP-PRESRULES]
	“Presence Authorization Rules”, J.Rosenberg,  IETF draft, February 27, 2007, URL:  http://www.ietf.org/internet-drafts/draft-ietf-simple-presence-rules-09.txt

	[WP-LOCRULES]
	“Geolocation Policy: A Document Format for Expressing Privacy Preferences for Location Information”, H.Schulzrinne et al, IETF draft, May 22, 2007, URL: http://tools.ietf.org/id/draft-ietf-geopriv-policy-12.txt


End of Change 3
Change 4:
Appendix C: Comparison between PEEM PEL needs and RFC 4745 current features 

The following constructs have been agreed for the ruleset option (see section 5):

1) Ruleset

2) Condition

3) Action

4) Variables (of data type integer, float, bool, string, array, struct and URI)

5) Constants (same data types as variables), plus parameterized constants
6) Operators

7) Functions

RFC 4745 [RFC 4745] is combining two authorization systems (for presence and location) into a more generic framework, with mechanisms for extensibility. This general framework is intended to be accompanied and enhanced by other domain-specific policy documents, including presence [] and [WP-LOCRULES].

The current applicability of RFC 4745 [RFC 4745] is not limited to policies controlling access to presence and location information data, but can be extended to other applications domains.

The framework has the basic attributes of a ruleset language option, as needed for PEEM, but they are not fully specified to immediately meet the needs of any generic policy. It may also specify some specific semantics and model of operation for optimization reasons, while PEEM PEL so far allowed for any of such model (largely by not addressing this issue, and leaving it for implementation).

The table below summarizes the PEL needs against the current RFC 4745 [RFC 4745] specification. In the comment column you may also see references to “work in progress” (IETF drafts with the goal of extending this policy framework with specific conditions, actions, transformations):

	PEL need
	RFC 4745 support
	Comment

	<ruleset> element
	yes
	Very similar, if not identical

	<rule> 
	yes
	Very similar, if not identical.

	Rule complexity
	Partial match, potential complete match over time
	There are some potential limitations inherent in the framework model. The rule has an implicit behaviour model of supporting permissions rather than denying them (i.e. you can’t write a rule of the type “if X then DENY”).

FFS: Can extensions add semantics to over-write such a model, or allow multiple models, if needed.

	<condition> element
	yes
	The framework only provides a <condition> expression container, and 3 elements. Both the 3 elements provided (identity, sphere, validity) as well as completely new <condition> elements may be needed in future to complement the current <condition> element. This is an incremental process, which can be addressed via RFC 4745 extensibility mechanism, within the work of specific application domains.

This is consistent with the process described in RFC 4745, and with other documents/specifications (e.g. work-in-progress IETF drafts [PresenceAuth] and [WP-LOCRULES]).

	multiple conditions per rule
	yes
	Multiple “child elements” (conditions) per rule are supported. All of the children in a rule need to evaluate to TRUE in order for the condition to evaluate to TRUE.

	Complexity of a single condition
	Partial match, potential complete match over time
	It is difficult to assess to what extent any complex condition can be expressed, since even in the additional documents that extend the framework (e.g. [PresenceAuth] and [WP-LOCRULES], the extensions do not include complex expressions using logical and/or mathematical operators. This does not mean that extensions to support complex expressions are not possible, just that they are not yet readily available.

	<action> element
	yes
	Very similar, if not identical

	multiple actions per rule
	yes
	Multiple “child elements” (actions) per rule are supported. There is an implied “permissions” combining algorithm.

FFS: whether the permissions combining algorithm has limitations, that may be desirable to be changed, over-riden or removed , if need be.

	Complexity of a single action
	Partial match, potential for complete match over time
	It is difficult to assess to what extent any complex action can be expressed, since even in the additional documents that extend the framework (e.g. [PresenceAuth] and [WP-LOCRULES], the extensions do not include complex expressions using logical and/or mathematical operators. This does not mean that extensions to support complex expressions are not possible, just that they are not yet readily available.

In particular, a limitation that is acknowledged in RFC 4745 is the lack of support of actions that may need external support (see more details on the “functions” requirement).

	Variables
	Partial match, potential for complete match over time
	Variables are introduced as part of the introduction of conditions/actions. The data types may be implicit (but most examples available show the use of strings, Boolean, integer).

However, it is likely that new conditions/actions can add variables of any data type (there is no evident restrictions, just lack of a clear statement in that sense).

	Constants
	Partial match, potential for complete match over time
	Same as above

	Parameterized constants
	no
	This concept will definitely need an extension, but it could be achieved as above – in the context of a specific application. When this is done, it should be done in a way that can then be generic for multiple domains.

	Operators
	Difficult to assess, no examples
	The framework does not explicitly state support for operators (logical or mathematical) to be used in expressions, simply because in the framework, and in the other “work-in-progress”, the expressions are reduced to 1 variable. If a new application will require complex conditions and/or actions, than at that time operators would have to be supported as well.

	Functions
	no
	This is apparently the largest gap, and a self-declared one. RFC 4745 states that support for actions extending to external entities is not part of the framework for now. Again, this may be done however as application-specific extensions, and added in a manner that can be generic for multiple application domains.

	<transformation> element does not have an equivalent in PEEM
	Exists in [RFC 4745]
	The framework describes how <action> and <transformation> are to be used, but does not provide any child elements for those. It leaves those for other specifications to be added as extensions. Examples provided in [PresenceAuth] use <action> but no <transformation>. Examples provided in [WP-LOCRULES] use <transformation> but do not use <action>.

FFS: whether both <action> and <transformation> are needed by OMA application domains and/or other resources, or whether the <action> element semantics could be extended in future to include whatever semantics <transformation> carries – for simplification reasons.

	Matching input parameters (via PEM-1) to policy parameter
	Not addressedOut of scope for RFC 4745
	Out-of-scope for RFC 4745.




End of Change 4
8 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

9 Recommendation

Agree to the changes proposed for PEL TS.

1. Regarding placement of Change 1: While the entire outline of the PEL TS may need some work, if changes are agreed, the suggestion is to add Change 1 as Section 5.3 (following the PEL constructs generic description), and before the Section describing Constructs for a PEL for Business Process.

2. Regarding placement of Change 4: suggested place is Appendix C, with a placeholder for a future Appendix D (to contain the RFC 4745 schema, modified if needed). And push the rest of the outline by changing Appendix names that follow.









�Btw, it is also not clear how to do it in any other PEL option (e.g. BPEL). Do we need to address this – or do we leave it to implementation, across the board ?





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

