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1 Reason for Contribution

Document PEEM-2007-0049R02 (PEEM TS issue list) has been created; and consequently discussions have started on the reflector. With regard to issue PEM1-3 a conclusion was reached:
There is no need for a PEM-1 parameter to indicate precedence between external and internal policies.

However a new discussion topic arose (related to PEM1-3): whether one of the PEEM TS’es should specify something with regard to PEEM implementation behaviour wrt how external and internal policies are processed of both are present. 

We believe that it is up to the PEEM implementation whether and how to process external policies (i.e. during, before, after internal policy processing or no processing).
The revision suggests additional changes and adds a co-signer.
The 2nd revision attempts to address the comments to R01.
2 Summary of Contribution

See detailed proposal.
3 Detailed Proposal

Change
5.2.2 Templates for identified policies
This section defines how policies specifically identified in a PEM-1 request are handled. Internal policy reference and external reference policy templates are defined in the next sections. In the case when an internal policy is identified in the PEM-1 request (see section 5.2.2.1 for details), a PEEM implementation MUST be able to process the identified policy, if such policy exists, without combining it in any way with other default policies (i.e. the policy identified in the PEM-1 request is the only policy being processed with respect to the PEM-1 request). In the case when an external policy is identified in the PEM-1 request, a PEEM implementation that supports such an optional feature (see section 5.2.2.2 for details) MUST be able to process the identified policy, without combining it in any way with other default policies (i.e. the policy identified in the PEM-1 request is the only policy being processed with respect to the PEM-1 request).
In addition, a PEEM implementation MAY support the following ways to combine a policy identified via the PEM-1 request, with other default policies:

a) process the default policy first, then process the policy identified via the PEM-1 request
b) process the policy identified via the PEM-1 request first, then process any other default policy

c) combine the policy identified via the PEM-1 request with the any default policy. When doing so, the way the two are combined should be deterministic, and made available (published) to PEEM requestors.
Supporting options a) through c) will allow dealing with any Service Provider’s specific deployment choices. The ways in which the different options are configured, when available, is outside the scope of PEEM specifications.
5.2.2.1 
Internal Policy reference Standard PEM-1 Template

This section specifies how a reference to an internal policy can be passed with a request through PEM-1. This template can be combined with any other Standard PEM-1 Template. A PEEM implementation uses the reference to identify a specific policy  managed by PEM-2. 

A PEEM implementation MUST support such a Standard PEM-1 Template.

These PEM-1 parameters MAY be used as a preamble to an input BLOB or as part of an input/output Standard PEM-1 Template as specified in section Error! Reference source not found..

In general, a PEEM implementation may use a combination of template parameters, in addition to other sources of information, to determine the policies to be evaluated. An explicit indication identifying the internal policy to be applied is realized using the following template:

	Input Standard PEM-1 Template: InternalPolicyReference
	

	Input PEM-1 Parameter Name
	 Input Parameter Type

	Template Header
	

	intPolicyID
	URI


Table 5.2.2-1: Internal Policy Reference Standard PEM-1 Template

Where: 

· For Template Header, see section 5.2.1

· intPolicyID is the name of a PEM-1 parameter, representing a unique identifier of a policy internal to PEEM (i.e. a policy that can be managed using the PEM-2 interface). This parameter is mandatory.

· intPolicyID values are assigned by the Service Provider

Note: The ASN.1 Abstract syntax and the ASN.1 Transfer syntax of the InternalPolicyReference Standard PEM-1 template are documented in Appendix F. 

Editor’s note: FFS. As we understand better how PEM-1 templates/parameters can be expressed in ASN.1, changes  may be necessary. Future Appendix F will address ASN.1 syntax.
Editor’s note: FFS – to decide whether PEEM/PEM-1 should distinguish between lower and upper case. That is resolved via ASN.1, which does distinguish between upper & lower case, so PEEM will have to distinguish as well. Parameter names identifiers should start with lower case letters, template names should start with upper-case letters.

Editor’s note: FFS – need to pick values for templateID and templateVersion. This section needs to add this, once we have discussed/agreed about the process (OMNA or otherwise)
5.2.2.2 External Policy reference Standard PEM-1 Template

This section specifies how a reference to an external policy can be passed with a request through PEM-1. This template can be combined with any other Standard PEM-1 Template. A PEEM implementation then uses the external policy for the policy evaluation or evaluation and enforcement. 

A PEEM implementation MAY optionally support such a Standard PEM-1 Template.

These PEM-1 parameters MAY be used as a preamble to an input BLOB or as part of an input/output Standard PEM-1 Template as specified in section Error! Reference source not found..

A PEEM implementation may be configured to refuse input that include such a Standard PEM-1 Template, if the service provider wants to prevent passing policies as part of PEM-1 requests.

The use of an external policy is indicated by passing either a reference to the external policy, or passing the external policy itself by value, via a PEM-1 Parameter.

When passing an external policy by reference, an explicit indication identifying the external policy to be applied is realized using the following template:

	Input Standard PEM-1 Template: ExternalPolicyByReference
	

	Input PEM-1 Parameter Name
	Input Parameter Type

	Template Header
	

	
	

	
	

	extPolicyID
	URI


Table 5.2.3-1: External Policy By Reference Standard PEM-1 Template
Where:

· For Template Header, see section 5.2.1. 

· extPolicyID is the name of a PEM-1 parameter, representing a policy that is being passed by a URI reference to PEEM. This parameter is mandatory 

· extPolicyID values are URIs provided by the PEEM requestor

When passing an external policy by value, an explicit indication identifying the external policy to be applied is realized using the following template:

	Input Standard PEM-1 Template: ExternalPolicyByValue
	

	Input PEM-1 Parameter Name
	Input Parameter Type

	Template Header
	

	
	

	
	

	extPolicyVAL
	STRING 


Table 5.2.3-1: External Policy By Value Standard PEM-1 Template
Where:

· For Template Header,(see section 5.2.1. 

· extPolicyVAL is the name of a PEM-1 parameter, representing  a policy external to PEEM that is being passed by value to PEEM. This parameter is mandatory. 

· extPolicyVAL values are binary strings provided by the PEEM requestor
Note: The ASN.1 Abstract syntax and the ASN.1 Transfer syntax of the ExternalPolicyByReference and the ExternalPolicyByValue Standard PEM-1 templates are documented in Appendix F. 

Editor’s note: FFS. As we understand better how PEM-1 templates/parameters can be expressed in ASN.1, changes  may be necessary. Future Appendix F will address ASN.1 syntax.
Editor’s note: FFS – to decide whether PEEM/PEM-1 should distinguish between lower and upper case. That is resolved via ASN.1, which does distinguish between upper & lower case, so PEEM will have to distinguish as well. Parameter names identifiers should start with lower case letters, template names should start with upper-case letters.

Editor’s note: FFS – need to pick values for templateID and templateVersion. This section needs to add this, once we have discussed/agreed about the process (OMNA or otherwise)
End of Change
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and agree on the detailed proposal.
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