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1 Reason for Contribution

Progressing PEL TS.
2 Summary of Contribution

The contribution aligns the PEL ruleset framework option content with RFC 4745. The current PEL TS has editor’s note(s) indicating the need to study compliance with RFC 4745; the PEL TS also includes a partial XML schema, based on initially agreed constructs that are not identical with RFC 4745 constructs. 
3 Detailed Proposal
Change 1:
5. Policy Expression Language
…
5.1 PEL ruleset framework
The PEL ruleset language option is based on the ruleset framework described in IETF RFC 4745 [RFC 4745]. The use of this framework had been suggested in PEEM AD [PEEM AD], while at the time that framework was being worked as an IETF draft. The policy framework described in IETF RFC 4745 [RFC 4745] is already used and extended by some OMA enablers (see section 5.3.4), and its re-use by PEL will facilitate adoption in OMA.

The PEL ruleset language option in this release SHALL adhere to the provisions in RFC 4745 [RFC 4745] and to the XML Common Policy schema included with the RFC 4745. The use of the RFC 4745 <transformation>  element is optional for the PEEM Policy Expression Language, since the PEEM model of policy evaluation and enforcement does not require the use of transformation, since those can be captured in the actions themselves.
The following provisions in RFC 4745 are however considered restrictive, and the restrictions they impose SHOULD be addressed by PEL future extensions (not included in PEEM release 1.0):
1) The optimization provided by RFC 4745 [RFC 4745] to only allow “permit” style rules SHOULD be revisited in the context of specific policies for enablers that rely on PEEM (i.e. future extensions for “deny” style rules MAY be considered when needed). When added, the semantics for rules including both “permit” and “deny” style rules need to be fully understood to avoid conflicts.

2) The optimization provided by RFC 4745 [RFC 4745] to specify a particular algorithm of combining “permissions” (actions and transformations) SHOULD be revisited in the context of specific policies for enablers that rely on PEEM (i.e. future extensions MAY be provided to allow different algorithms to evaluate rulesets, or alternatively this will be left to differentiate implementations).


This section provides a summary of RFC 4745 [RFC 4745] framework. The details of each framework construct are normatively described in [RFC 4745]. This current version may not meet all the PEEM needs for a PEL, but it provides an extensible framework which allows it to progress in time towards the full needs of a generic PEL. The extensibility model is on a need-basis, as determined by specific applications domain, allowing this language option to progress in sync step with the needs of OMA enabler and other resources, as expressed by their specific requirements. A comparison between PEEM PEL needs and RFC 4745 [RFC 4745] is provided in Appendix C. Extensions determined necessary in other OMA enablers or other resources may be provided either as part of such future enablers extensions to PEL ruleset option, or in a future PEEM PEL phase (currently not planned). If such extensions are needed before they materialize into OMA extensions to PEL, it is expected that vendors may provide proprietary extensions to PEL ruleset language to fulfill the need.
End of Change 1
Change 2:
5.1.1 Overview

RFC 4745 [RFC 4745] is combining two authorization systems (for presence and location) into a more generic framework, with mechanisms for extensibility. This general framework is intended to be accompanied and enhanced by other domain-specific policy documents, including presence [WP-PRESRULES] and [WP-LOCRULES] (these are “work-in-progress” examples of how to extend RFC 4745, and from PEL TS perspective are only informative at this point in time).

The current applicability of RFC 4745 [RFC 4745] is not limited to policies controlling access to presence and location information data, but can be extended to other applications domains.

The mode of operation supported by RFC 4745 [RFC 4745] can be described as very similar with the PEEM component [PEEM AD] behaviour. A Policy Authorization Server (PS) receives a query regarding data items for a particular requestor, via the using protocol (i.e. the policy invocation protocol, equivalent to PEM-1 interface in PEEM). The using protocol provides parameters (e.g. identity of the requestor, etc). The input information, together with additional data accessible by the PS is used for searching through a ruleset, defined using the RFC 4745 [RFC 4745] framework. All matching rules are combined according to a specified permission combining algorithm. The combined rules are applied leading to results that are being returned via the using protocol to the requestor.

There are three different modes of operation supported, passive request-response, active request-response and event notification. The passive request-response mode in RFC 4745 [RFC 4745] matches the PEEM callable pattern.

The framework in its current version provides construct based on a simplifying pre-condition to its design, namely that each rule must be representable as a row in a relational database, to allow for efficient policy implementation by utilizing standard database optimization techniques. This pre-condition explains decisions made in the design of the Common Policy framework constructs.

Another design consideration is that the current version only provides permissions rather than denying them (i.e. removing a rule can never increase permissions). That design consideration was also in order to optimize implementation, by removing the concern about how to deal with ordering of the rules, and potential conflict between “deny” rules and “permit” rules (if both were to be allowed). Hence, only “permit” related actions are currently supported, and rules ordering is no longer important. At the same time, processing all the rules is instead required.

The framework assumes permissions are additive, in the sense that if several rules match, then the overall permissions granted to the requestor are the union of the permissions of all the rules that match.

The framework in RFC 4745 [RFC 47445] explicitly lists the following items as being out-of-scope for the current version:

· Access of external rulesets, databases, directories, or other network elements

· Support of regular expressions (i.e. conditions are matched on equality or “greater-than” style comparisons, not on regular expressions like those encountered in wild-card matches)

A ruleset (i.e. a policy) consist of zero or more rules. A rule consists of three parts: conditions, actions and transformations.

The conditions is a set of expressions, each of which evaluating to either TRUE or FALSE. Actions express the permitted output results, before applying transformations (e.g. DENY or PERMIT). The transformations apply when the action indicates permission, and they specify how information results are to be modified before being provided to the requestor.

Rules are encoded in XML, and RFC 4745 [RFC 4745] includes a schema defining the Common Policy Markup Language. The XML schema defines the exchange format between a requestor and the Policy Authorization Server, but it is clearly stated that there is no implication that such a schema will be used internally by either the requestor or the Policy Authorization Server. The rules are designed so that a Policy Authorization Server can translate them into a relational database table, with each rule represented by one row in the database. The database representation is also not mandatory; it is merely a well-understood example of internal representation, out of many other possible implementations. Extensions cannot change the schema provided in RFC 4745 [RFC 4745]], and this schema is not expected to change in future versions, which explains why no versioning procedures exist. The RFC 4745 Common Policy framework assumes the extensions to come in the form of additional expressions of conditions, actions or transformations.
End of Change 2
Change 3 – remove XML schema:
Appendix C.   Future PEL considerations
Editor’s note: Related to set described in section 5.1
· Transaction operation
· Support complex data structure: array, union, structure, … 

· Priority of rules

· Support two methods of ACTION: 

· Asynchronous (run and return); 

· Synchronous (run and wait until the result is given)

· Multiple selections (case…. 0….1…2…)

· Support nesting usage of policy





















































































































Appendix E.   Comparison between PEEM PEL needs and RFC 4745 current features

End of Change 3
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC to agree the changes in Detailed Proposal and include them in the PEL TS.
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