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1 Reason for Contribution

Progressing PEM-2 TS.
2 Summary of Contribution

This contribution addresses Error Handling for PEM-2 TS, and closes issues PEM2-6 and PEM2-7. Revision R01 addresses comments received during Nov. 5th CC (in particular compliance to RFC 4825, rather than XDM).
3 Detailed Proposal
Change 1:
1.1 Procedures at the PEEM management requestor (client side)

A PEEM management requestor is a resource that uses the PEM-2 interface to issue policy management requests. A PEEM management requestor acts like an XCAP Client (XDMC), and SHALL follow the procedures described in as described in [RFC 4825].

5.1.1 PEEM policy identifier parameter

A PEEM policy SHALL be encapsulated in an XML document, and a Policy identifier SHALL be an XCAP URI. The construction of a policy identifier SHALL follow the procedures described in [RFC 4825] that apply to creation of an XCAP URI for an XML document. The XML document has to conform to the XML schema, and to data constraints described under the Application Usage definition, used both by PEEM management requestor (XCAP Client) and PEEM component (XCAP Server).
5.1.2 Policy Management Operations

The PEM-2 interface SHALL support the operations of Create Policy, Modify Policy, Delete Policy and View Policy. These operations SHALL re-use interface messages specified in [RFC 4825].  For policy management operations, only those procedures in the referred sections SHALL apply,  that are relevant to handling XCAP URIs that represent XML document (i.e. policy identifiers). The procedures that are relevant to handling of XCAP URIs that are tags internal to XML documents SHALL NOT apply for policy management mandatory operations. The PEEM management requestor (XCAP Client) MUST be able to handle PEEM component responses to policy management operations, including error responses, which may be issued by the PEEM component (see section 5.1.3 for details).
5.1.2.1 Create Policy

The Create Policy operation SHALL follow the procedures described in [RFC 4825], for Creating a document. For this request, the HTTP PUT method is being used, where the XCAP URI parameter is a new PEEM policy identifier parameter constructed as described in section 5.1.1, identifying the location where the document is to be placed. The MIME content type MUST be the type defined by the Application Usage. A successful response is represented by a 201 Created response, accompanied by an entity tag and optionally a Location header field for the document. For errors handling see section 5.1.3.
5.1.2.2 Modify Policy

The Modify Policy operation SHALL follow the procedures described in [RFC 4825], for Replacing a document. For this request, the HTTP PUT method is being used, where the XCAP URI parameter is an existing PEEM policy identifier parameter constructed as described in section 5.1.1, identifying the location of the document to be replaced. The MIME content type MUST be the type defined by the Application Usage. A successful response is represented by a 200 OK response, and no other content. For errors handling see section 5.1.3.

5.1.2.3 Delete Policy

The Delete Policy operation SHALL follow the procedures described in [RFC 4825], for Deleting a document. For this request, the HTTP DELETE method is being used, where the XCAP URI parameter is an existing PEEM policy identifier parameter constructed as described in section 5.1.1, identifying the location of the document to be deleted. A successful response is represented by a 200 OK response. If the response includes an entity tag, it means that the document was not deleted, and only an element’s attribute within the document was part of the deletion request. Such a case is out of scope for PEM-2, which only covers complete documents, but could be an implementation extension compliant to [RFC 4825]. For error handling see section 5.1.3.

As a side effect of a successful Delete Policy operation (success being defined as a 200 OK response, and no accompanying entity tag), the XCAP URI can be later re-used.

5.1.2.4 View Policy

The View Policy operation SHALL follow the procedures described in [RFC 4825], for Fetching a document. For this request, the HTTP GET method is being used, where the XCAP URI parameter is an existing PEEM policy identifier parameter constructed as described in section 5.1.1, identifying the location of the document to be retrieved. A successful response is represented by a 200 OK response, accompanied by the returned policy as an XML document. It is out of scope for PEM-2 to retrieve elements or elements’ attributes within a policy. However, since [RFC 4825] supports such operations, implementations could take advantage of these extensions. In such cases, a successful response would be 200 OK, accompanied by an XML fragment representing the selected element or the element’s attribute. For error handling see section 5.1.3.
5.1.3 PEM-2 Error Handling
PEEM management requestor (XCAP Client) MUST be able to handle any errors received in response of a PEM-2 request from a PEEM component (XCAP Server). See detailed error desctiption in section 5.3.


End Change 1
Change 2:
5.2 Procedures at the PEEM component (server side)
The PEEM component acts as an XCAP Server, when handling policy management requests received via the PEM-2 interface. For handling of incoming requests, PEEM component SHALL follow the procedures described in [RFC 4825]. Only those procedures  that are relevant to handling XCAP URIs that represent XML document (i.e. policy identifiers) SHALL apply. The procedures that are relevant to handling of XCAP URIs that are tags internal to XML documents SHALL NOT apply for policy management mandatory operations. Errors returned by the PEEM component (XCAP Server) are described in section 5.3.
In particular:

· Upon receiving a Create Policy request, PEEM component SHALL create a new policy using the policy identifier received, store the policy identified by the XCAP URI, and acknowledge the success of the operation, or return an error. A Create Policy request is using the HTTP PUT method, and the semantics of PUT are specified in [RFC 2616]. If the Create Policy was successful, and the document interdependencies have been resolved, the PEEM component SHALL return a 201 Created. In this case, the response MUST include an entity tag and MAY include a Location header field for the document. If the Create Policy failed, the PEEM component SHALL return an error, as defined in the next section.
· Upon receiving a Modify Policy request, PEEM component SHALL identify and replace replace an existing policy in its repository, with the policy identified by the XCAP URI received, and acknowledge the success of the operation, or return an error. A Modify Policy request is using the HTTP PUT method, and the semantics of PUT are specified in [RFC 2616]. If the Modify Policy was successful, and the document interdependencies have been resolved, the PEEM component SHALL return a 200 OK, and the response MUST NOT include any other content. If the Modify Policy failed, the PEEM component SHALL return an error, as defined in the next section.
· Upon receiving a Delete Policy request, PEEM component SHALL identify and delete an existing policy in its repository, using the policy identified by the XCAP URI received, and acknowledge the success of the operation, or return an error. A Delete Policy request is using the HTTP DELETE method, and the semantics of DELETE are specified in [RFC 2616]. If the Delete Policy was successful, the PEEM component SHALL return a 200 OK, and the response MUST NOT include any other content, if the entire document is deleted. If Node Selector was used (out-of-scope for PEM-2) to delete an element or an element’s attribute within the document, but the document continues to exist at the completion of this request, then the 200 OK response MUST include the entity tag of the document. If the Delete Policy failed, the PEEM component SHALL return an error, as defined in the next section.
· Upon receiving a View Policy request, PEEM component SHALL identify and retrieve an existing policy in its repository, using the policy identified by the XCAP URI received, and acknowledge the success of the operation, or return an error. A View Policy request is using the HTTP GET method, and the semantics of GET are specified in [RFC 2616]. If the View Policy was successful, the PEEM component SHALL return a 200 OK. The MIME type of the body of the 200 OK response MUST be the MIME type defined by that Application Usage. If the View Policy failed, the PEEM component SHALL return an error, as defined in the next section. For requests compliant to the PEM-2 specification, the request SHOULD NOT include a Node Selector in the XCAP URI. However, some implementations may support Node Selectors, since it is supported by XCAP [RFC 4825], and may attempt to view elements or elements’ attributes within a policy. See [RFC 4825] for handling responses when the XCAP URI includes a Node Selector.
5.3 PEM-2 errors
The PEEM component acts as an XCAP Server in response to requests issued via PEM-2. As such, the errors it will return will be errors that an XCAP Server returns when handling HTTP requests for document creation, modification, deletion or retrieving (see table below).
	HTTP Error Code
	HTTP Error Description
	Received in response to PEM-2 request
	Error explanation
	Handling by PEEM management requestor (client side)

	400
	Bad Request
	Any PEM-2 request
	This error is issued when the URI in the PEM-2 request includes a Node Selector,  if any qualified names are present that use a namespace prefix, and that prefix is not defined in an xmlns() expression in the query component of the request URI. Note that this is an error that is poutside the scope of PEM-2 (Node Selectors are not supported in PEM-2). 
	This is out-of-scope for PEM-2. Check [RFC 4825] for details.

	404
	Not Found
	Any PEM-2 request
	This error can be issued in one of the following cases:

1. the URI in the PEM-2 request refers to an Application Usage not understood by the PEEM component.

2. the URI in the PEM-2 request refers to a user (identified by an XUI) that is not recognized by the PEEM component.
3. the URI in the PEM-2 request includes extension-selectors that the PEEM component does not understand.
	Check for the possible conditions, correct and re-issue PEM-2 request.

	404
	Not Found
	View Policy (via HTTP GET)
OR

Delete Policy (via HTTP DELETE) 
	This error can be issued in one of the following cases:

1. the URI in the PEM-2 request contains only a document selector, but the document cannot be found.

2. the URI in the PEM-2 request contains a Node Selector, and:
a. The document pointed to by the document selector cannot be found, OR

b. The document pointed to by the document selector exists, but the Node Selector is a no-match or invalid (see [RFC 4825] for details, since the use of Node Selector is out-of-scope for PEM-2).
	Check for the possible conditions, correct and re-issue PEM-2 request.

	405
	Method Not Allowed
	Invalid PEM-2 operation (via HTTP POST)
	This error is issued when a PEEM component receives an HTTP POST request. HTTP POST operations are not defined in XCAP, hence not defined in PEM-2.
Note: While [RFC 4825] does not define the use of HTTP POST for Creating, Replacing, Deleting or Fetching of XML documents, [XDMSPEC] specifies the use of HTTP POST for Search Operations at an XDM Aggregation Proxy.  This is an XDM extension, and out of scope for PEM-2.
	This is out-of-scope for XCAP and PEM-2.

HTTP POST should not be used for PEM-2 operations.

	405
	Method Not Allowed
	Create Policy (via HTTP PUT)
OR

Modify Policy (via HTTP PUT)

OR
Delete Policy
(via HTTP DELETE)
OR
	If the request URI contained a namespace-selector, the server MUST reject the request with a 405 (Method Not Allowed) and MUST include an Allow header field including a list of valid methods for the requested resource (see [RFC 4825] and [RFC 2616] for details).
	Check for the possible conditions, correct using the provided methods, and re-issue PEM-2 request.

	409
	Conflict
	Create or Modify Policy
(via HTTP PUT)
	This error can be issued in several situations:
1. If the parent URI has no node selector separator, it is referring to the directory into which the document should be inserted. In normal XCAP operations, this will be either the user's home directory or the global directory, which will always exist on the server. However, if an application usage is making use of subdirectories (despite the fact that this is not recommended), it is possible that the directory into which the document should be inserted does not exist. In this case, the server MUST return a 409 response, and SHOULD include a detailed conflict report including the <no-parent> element. Detailed conflict reports are discussed in the next section. If the directory does exist, the server checks to see if there is a document with the same filename as the target node. If there is none, the operation is the creation operation. If there is such a document, the operation is the modification operation. The 409 error may be a result of the following conditions:
a. The document is not a well-formed document. The error 409 will be issued, accompanied by a detailed conflict report including the <not-well-formed> element.
b. The document is not UTF-8 encoded. The error 409 will be issued, accompanied by a detailed conflict report including the <not-utf-8> element.
c. The document is not compliant with the schema provided in the data constraints. The error 409 will be issued, accompanied by a detailed conflict report including the <schema-validation-error> element.
d. The document does not meet element uniqueness constraints provided in data constraints. The error 409 will be issued, accompanied by a detailed conflict report including the <uniqueness-failure> element.
e. The document does not meet URI constraints and/or other non-schema data constraints. The error 409 will be issued, accompanied by a detailed conflict report including the <constrain-failure> element. 
f. Issues with attempts of creating or replacing elements or elements’ attributes. These are out-of-scope for PEM-2, and may occur as a result of implementation extensions. See [RFC 4825] for explanations.
2. If the parent URI has a node selector separator, this represents an extension that is out-of-scope for  the PEM-2 specification. See [RFC 4825] for explanations.
 
	Check for the possible conditions, correct and re-issue PEM-2 request.

	409
	Conflict
	Delete Policy

(via HTTP DELETE)
	This error is issued in the case where a Node Selector is used as part of the request URI. See [RFC 4825] for details, since the use of Node Selector is out of scope for PEM-2.
	This is out-of-scope for PEM-2. Check [RFC 4825] for details.

	415
	Unsupported Media Type
	Create or Modify Policy
(via HTTP PUT)
	This error is issued if the MIME type in the Content-Type header field of the PEM-2 request is not equal to the MIME type defined for the application usage.
	Correct the MIME type in the Content-Type header field, and re-issue PEM-2 request.


 Table 2: PEM-2 errors issued by a PEEM component (XCAP Server)
.See [RFC 4825] and [RFC 2616] for additional details, and see next section for Detailed Conflict Reports.
5.3.1 Detailed Conflict Reports

Detailed conflict reports provide the means to indicate the possible cause of a validation error. They are based on the definition specified in [RFC4825].

The PEEM management requestor (XCAP Client) SHALL support the types of <error-element>. Other types of <error-element> elements MAY be ignored by the PEEM management requestor. It is thus RECOMMENDED that the PEEM component (XCAP Server) does not use other types of <error-element> elements than those defined in [RFC4825]. 
See Appendix C for the case when PEM-2 is implemented as part of a broader XDM implementation.
End Change 2 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC to agree to the proposed changes in the Detailed Proposal, and apply them to the PEM-2 TS.
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