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1 Reason for Contribution

Progressing PEM-1 TS. Revision R01 addresses the use of Experimental-Result AVP instead of Result-Code AVP, based on comments received during review of related contribution 93. R02 addresses agreements reached during review of R01.
2 Summary of Contribution
This contribution proposes changes to be applied to PEM-1 TS, if ARC WG decided YES on the question 1) posted in contribution 93: Should all status codes be exposed to the protocol?
(Review of contribution 93 has resulted into a YES to the previous question – so this contribution is appropriate).
It also assumes that ARC WG decided a qualified YES on the question 6) in the same contribution: 67R0x also proposes the introduction of an optional statusText parameter in the Output Status Template. Should this be supported?
Qualified YES to that, is understood as agreement to support an optional statusText. In this contribution, we propose how to handle this for Diameter, consistent with exposing all status codes to the protocol.
(Review of contribution 93 has resulted into a YES to the previous question – so this contribution is appropriate).
A separate contribution (addressing decision on question 2)) will address whether statusText may or not be supported in the Output Status Template.
3 Detailed Proposal
Change 
5.4.1.3.1 Command-Code Values

This section defines Command-Code values for the Diameter PEEM application.

Every command is defined by means of the ABNF [RFC 2234] syntax, according to the rules in IETF RFC 3588 [RFC 3588]. Whenever the definition and use of an AVP is not specified in this document, and no reference is made to another specification, what is stated in IETF RFC 3588 [RFC 3588] shall apply.

The TBD-command codes for the Diameter PEEM application are taken from the range allocated by IANA. For these commands, the Application-ID field shall be set to TBD-appl-id (application identifier of the Diameter PEEM application, allocated by IANA).

The following Command Codes are defined in this specification:

Table 5.7.1.3.1.1: Command-Code values

	Command-Name
	Abbreviation
	Code
	Section

	Policy-Data-Request
	PDR
	TBD-cmd-code
	5.7.1.3.1.1.1

	Policy-Data-Answer
	PDA
	TBD-cmd-code
	5.7.1.3.1.1.2


	Editor’s Note: The command codes are taken marked as TBD, until we decide which way to obtain them (re-use existing codes, or obtain new codes from IANA). Either has associated challenges. If we go with current approach, as a Vendor-specific application, then we need to re-use IETF AVPs and command-codes (we should look at Diameter authentication/authorization applications like NASREQ or DIAMMIP). 


5.4.1.3.1.1 Policy-Data-Request (PDR) Command

The Policy-Data-Request (PDR), indicated by the Command-Code field set to TBD-cmd-code and the ‘R’ bit set in the Command Flags field, is sent by a Diameter PEEM client to a Diameter PEEM server in order to request policy data processing.

Message Format

< Policy-Data-Request> ::=
< Diameter Header: TBD-cmd-code, REQ, PXY, TBD-appl-id >






< Session-Id >






{ Vendor-Specific-Application-Id }


{ Auth-Session-State }


{ Origin-Host }


{ Origin-Realm }


[ Destination-Host ]






{ Destination-Realm }




{ Policy-Data }







*[ Proxy-Info] 





*[ Route-Record ]







*[AVP]

	Editor’s Note – Vendor-Specific-Application-Id has also been highlighted, just as a reminder that it is a grouped AVP that contains the TBD-VendorID. The highlight is resolved once we decide how to handle Vendor-ID.


The AVPs indicated in bold represent new AVPs defined for this application; the other ones represent AVPs defined and supported by the Diameter base application. In general, Policy-Data is a container for all policy input parameters. The Policy-Data AVP does not encapsulate Diameter base protocol AVPs. Those AVPs are passed in the request as defined by the Diameter base protocol in IETF RFC 3588 [RFC 3588].

The entity acting as the Diameter PEEM server needs to be able to interpret the content of the Policy-Data AVP, according to the PEEM specification and/or the published custom specifications added by the Service Provider that deploys PEEM (see PEM-1 TS section X).
5.4.1.3.1.2 Policy-Data-Answer (PDA) Command

The Policy-Data-Answer (PDA), indicated by the Command-Code field set to TBD-cmd-code and the ‘R’ bit cleared in the Command Flags field, is always sent back to the Diameter PEEM client by a Diameter PEEM server in response to the Policy-Data-Request command. The policy processing determines the content of the Policy-Data AVP. 

Message Format

< Policy-Data-Answer > ::=
< Diameter Header: TBD-cmd-code, PXY, TBD-appl-id >






< Session-Id >






{ Vendor-Specific-Application-Id }






[ Result-Code ]


[ Experimental-Result ]


{ Auth-Session-State }


{ Origin-Host }


{ Origin-Realm }


{ Policy-Data }


*[ Failed-AVP ]


*[ Proxy-Info ]





*[ Route-Record]

[ Error-Message ]






*[AVP]

	Editor’s Note – Vendor-Specific-Application-Id has also been highlighted, just as a reminder that it is a grouped AVP that contains the TBD-VendorID. The highlight is resolved once we decide how to handle Vendor-ID.


The parameters indicated in bold represent new parameters defined for this application; the other ones represent parameters defined and supported by the Diameter base application. In general, Policy-Data is a container for all policy output parameters. In order to conform to the neutrally defined PEM-1 interface specification, the Policy-Data AVP for an answer SHALL always include the PEEM specific and/or policy processing specific status code and MAY include an optional status text, as well additional output results. The Policy-Data AVP does not encapsulate Diameter base protocol AVPs. Those AVPs are passed in the answer as defined by the Diameter base protocol in IETF RFC 3588 [RFC 3588]. In addition, the PEEM and/or policy processing status code and the accompanying optional status text are being exposed to the protocol using respectively the Experimental-Result AVP and the Error-Message AVP (see section 5.4.1.3.2 for details).

5.4.1.3.2 Mapping PEEM Status Codes to Diameter
This section defines how to expose status codes to the protocol. PEEM Diameter application uses Result-Code AVP, Experimental-Result AVP and Error-Message AVP.
The PEEM Diameter Application answer MUST use either a Result-Code AVP or an Experimental-Result AVP.
Result-Code AVP SHALL be used only to pass IETF registered status codes, as per RFC 3588. This specification does not define any new IETF registered status codes.
All other status codes that are PEEM specific status codes (success or failure of either PEEM or the result of a policy processing) SHALL be exposed using methods dictated by RFC 3588 for Vendor-specific Applications, using the Experimental-Result-Code AVP of the Experimental-Result grouped AVP, and MAY be accompanied by any optional status text using an optional Error-Message AVP. The Error-Message AVP value is not useful in real-time, but may be useful for other reasons (e.g. logging, or additional clarification).
All PEEM and/or policy processing status codes and all optional corresponding status texts are defined in Appendix H, in a joint format regardless of binding. 
5.4.1.3.3 AVPs

The following table describes the Diameter AVPs used for the Diameter PEEM application, their AVP Code values, types, possible flag values and whether the AVP may or not be encrypted.

Table 5.4.1.3.3.1: Diameter PEEM Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encrypt

	Policy-Data
	TBD-AVP-code
	This document (this row), section 5.4.1.3.3
	UTF8String
	M, V
	
	
	
	No. The Policy-Data is a container for all policy data parameters (input, output or used in exchanges with other resources) and they are encoded in a PEEM specified manner (see 5.1.6 for details) 

	NOTE 1: The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header.



The Policy-Data AVP is of type UTF8String. This AVP (defined in the Vendor-Id namespace) is a container that can be used for exchanging:

1. policy input parameters grouped in an XML document forwarded in the policy data request (PDR) by a requestor (acting as a Diameter PEEM client) to PEEM (acting as a Diameter PEEM server).

2. policy output parameters grouped in an XML document sent in the policy data answer (PDA) by PEEM (acting as a Diameter PEEM server) back to the requestor (Diameter PEEM client), as a response to 1. above.

The parameters described above are defined as an XML document, which is passed as plain text in an UTF8 string (Policy-Data AVP). The specific parameters contained in the XML document represented in the Policy-Data AVP are dictated by the policy and are either PEEM Standard Parameters or PEEM Custom Parameters, published by the PEEM deployer.

· 
End Change  
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC to agree to the proposed changes in the Detailed Proposal, and apply them to the PEM-1 TS.
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