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1 Reason for Contribution

Progressing PEM-1 TS.
2 Summary of Contribution
ARC WG agreed to define common status codes for all PEM-1 results created by PEEM itself or by the policy processing, regardless of binding used. See detailed proposal for additions to the the new Appendix H as proposed in OMA PEEM 106R01 Contribution.
3 Detailed Proposal
Change 
Appendix H. Common PEM-1 status definitions for use with Output Status Template (Normative)

This section defines the status that can be returned by a PEEM implementation, in response to a PEM-1 request Status as defined in this section SHALL be supported as a minimum by a PEEM implementation, when it uses Output Status Templates. Additional status values MAY be specified according to H.6 below when needed.
A PEM-1 status is composed of a mandatory status code (integer) and an optional status text (string).

When the PEM-1 request involves a policy that uses an Output Status Template in the response, the status code SHALL be passed in the statusCode parameter of the Output Status Template, and an optional status text MAY be passed in the statusText parameter of the Output Status Template. In addition to that, status codes and status text defined here SHALL be exposed through different bindings using methods specific to those bindings.

When the PEM-1 request uses an Output BLOB without defining an Output Status Template within the BLOB, the status codes defined below are informative.

PEM-1 status  codes can be in one of 5 possible classes, with pre-defined ranges as defined below:
-  1xxx (Informational). Status codes that fall within this category are used to inform the requestor that a request could not be satisfied, and additional action is required on its part before access is granted. No such status codes have been yet defined.
-  2xxx (Normal Evaluation). Status codes that fall within the Normal Evaluation category are used to inform a requestor that a request has been successfully completed with a result of either one of the types ALLOW, DENY or SUCCESS.
- 3xxx (PEEM Protocol Errors). Status codes that fall within this category are used to inform the requestor that a an application protocol issue has been identified by PEEM, in the case it was not identified when handling errors at the specific protocol binding layer.  
-  4xxx (Transient Failures). Errors that fall within the Transient Failures category are used to inform a requestor that the request could not be satisfied at the time it was received, but MAY be able to be satisfied in a future attempt.

-  5xxx (Permanent Failures). Errors that fall within the Permanent Failures category are used to inform the requestor that the request failed, and should not be attempted again prior to addressing the issues identified.
A non-recognized class (one whose first digit is not in the range 1-5) MUST be handled as a permanent failure.
H.1 Informational Status (1000-1999)
	Status Code
	(Proposed) Status Text
	Description

	1000-1100 are reserved.
	
	

	1101-1200 are reserved for the use of future PEEM releases.
	
	


H.2 Normal Evaluation Status (2000-2999)
	Status Code
	(Proposed) Status Text
	Description

	2000-2100 are reserved.
	
	

	2101
	ALLOW decision
	Policy processing resulted in an ALLOW decision

	2102
	ALLOW decision with additional results
	Policy processing resulted into an ALLOW decision; additional results in the Output Status Template

	
	
	

	2103-2110 reserved for “ALLOW” type codes in future PEEM releases  
	
	

	2401
	DENY decision
	Policy processing resulted in a DENY decision

	2402
	DENY decision with additional results
	Policy processing resulted into an ALLOW decision; additional results in the Output Status Template

	2403-2410 reserved for “DENY” type codes in future PEEM releases
	
	

	2701
	SUCCESS
	Policy processing was successful, but it did not require rendering an ALLOW or DENY decision or it will be done later.

	2702
	SUCCESS with additional results
	Policy processing was successful, but it did not require rendering an ALLOW or DENY decision or it will be done later; additional results in the Output Status Template

	2703-2710 reserved for “SUCCESS” type codes in future PEEM releases
	
	


H.3 Protocol Errors Status (3100-3999)
	Status Code
	(Proposed) Status Text
	Description

	3000-3100 are reserved
	
	

	3101-3200 are reserved for future PEEM releases
	
	


H.4 Transient Failures Status (4100-4999)

	Status Code
	(Proposed) Status Text
	Description

	4000-4100 are reserved
	
	

	4101
	Out of disk space
	PEEM implementation ran into an out-of-disk-space error

	
	
	

	4102
	Out-of-memory error
	PEEM implementation ran into an out-of-working-memory error

	4103
	Server busy
	PEEM implementation is temporarily overloaded

	4104
	Internal server error %
	Internal server error % occurred.

	4105
	Operation aborted for reason %
	PEEM processing was aborted for reason %

	4106
	Request time too skewed
	Time interval associated with the request expired before completion of processing.

	4107-4200 are reserved for future PEEM releases
	
	


H.5 Permanent Failures Status (5100-5999)

	Status Code
	(Proposed) Status Text
	Description

	5000-5100 are reserved
	
	

	5101
	Unsupported Input Template
	An Input Template that is not supported for the policy was detected in the Policy-Data AVP

	5102
	Unsupported Input Template Version
	An Input Template that is not supported for the policy was detected in the Policy-Data AVP

	5103
	Malformed Policy Data
	Failure in parsing the XML document carrying the policy data.

	5104
	Invalid input parameter value in Input Template
	A valid Input Parameter in the Input Template has an invalid value type.

	5105
	Missing Mandatory parameter(s) in Input Template %
	Mandatory parameters (s) in the Input Template was/were missing. Possible indication of missing parameters via %

	5106
	Invalid input parameter value.
	A valid Input Parameter in the Input Template has a value out of the expected range.

	5107
	Conflicting parameters in Input Template
	Mutually exclusive parameters were detected in the Input Template

	5108
	Unsupported parameter  in Input Template
	An unsupported parameter was detected in the Input Template

	5109
	Optional External Policy feature not supported
	PEEM implementation does not support this optional feature.

	5110
	External Policy Reference not found
	The External Policy Reference URI passed in the Input Template could not be found.

	5111
	External Policy invalid schema
	The External Policy provided has a schema that does not conform to the PEL schema supported by the PEEM implementation

	5112
	Internal Policy Reference not found
	The Internal Policy Reference URI passed in the Input Template did not match any known internal policy.

	5113
	Unspecified error
	An unspecified error was detected. Check for additional results in the Output Status Template.

	5114
	Use of Call Back mode is not allowed
	The use of call back is not allowed for this application.

	5115
	The Call Back mode is not supported
	The use of call back is not supported by the Server

	5116
	The Call Back provided is not OK (%)
	The provided call back address is not valid

	5117-5200 are reserved for future PEEM releases
	
	


H.6 Extensions

Additional status codes MAY be defined in the 5 defined classes, using codes that follow the ones that have been defined in H.1 through H.5, in the following ranges:
Additional Informational status codes  range: 1201-1999
Additional Success status codes range as follows:
· ALLOW type codes in the range: 2111-2400

· DENY type codes in the range: 2411-2700
· SUCCESS type codes in the range: 2711-2999
Additional Protocol Errors status codes range: 3201-3999

Additional Transient Failures status codes range: 4201-4999

Additional Permanent Failures status codes rage : 5201-5999 
Any OMA Working Group, service provider or vendor MAY add additional errors in these the classes described above. The unused specified ranges in the sections H.2 through H.5 are reserved for future releases of the PEEM specifications.

End Change 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC to agree to the proposed changes in the Detailed Proposal, and apply them to the PEM-1 TS.
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