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1 Reason for Contribution
This contribution is to improve the security aspects of the Charging API by allowing the reference to the actual services which trigger the charging.
Charging API (3GPP TS29.199-6 V7.2.2 Payment Section 8) defines three charging operations: ChargeAmountRequest, RefundAmountRequest, ChargeSplitAmountRequest. Those operations have referenceCode as a parameter, which is supposed to be used to refer to the trigger/reason for the charging. However, the referenceCode can be set to any arbitrary value chosen by Service Provider using this API and can be unclear what the reason for charging for a specific user is. This contribution proposes to add a parameter, which refers to the use of individual operations such as sending SMS, which in turn triggers charging, allowing the association of charging operation with other service usages, in order to ensure the validity of the charging.
2 Summary of Contribution

This contribution proposes to add confirmationRefs to a parameter of ChargeAmountRequest, RefundAmountRequest, ChargeSplitAmount. The confirmationRefs parameter should be reference to the return value of individual operations related to this charging. One or more operations can be referenced. In addition, two Policy Exceptions are proposed to be added.
Impact on Backward Compatibility
None

Impact on Other Specifications
None
3 Detailed Proposal

Change1: add new parameter to ChargeAmount
8.1.1 Operation: ChargeAmount

This message results in directly charging to the account indicated by the end user identifier. The charge is specified as ChargingInformation, consisting of information on the amount to be charged and a description to appear on the bill. The reference code is used to uniquely identify the request; it is the application's responsibility to provide a unique reference code within the scope of the application. The confirmationRefs specifies the confirmation for evidence of service provisioning.; it　results in a payment request to an end user with a confirmed evidence for charging. 

An example of value to be set in the confirmationRefs parameter is result of sendMessageResponse. result is a correlation identifier uniquely assigned to sendMessageRequest. When getMessageDeliveryStatusRequest has been executed with result set as the parameter (here: a message has been distributed to the end user), a service has been provided and can be confirmed with confirmationRef.
8.1.1.1 Input message: ChargeAmountRequest

	Part name
	Part type
	Optional
	Description

	endUserIdentifier
	xsd:anyURI
	No
	The end user's account to be charged

	charge
	parlayx_common_xsd:ChargingInformation
	No
	Information on the charge to be made.  In the ChargingInformation the description-field is information to appear on the bill. The amount to be charged appears either directly in the amount-field or as code in the code-field. If both these two fields are missing or empty a service exception (SVC0007) will be thrown. The currency-field, if used, holds the currency to be used for the charging.

	referenceCode
	xsd:string
	No
	Textual information to uniquely identify the request, e.g. in case of disputes

	confirmationRefs
	xsd:string

[1..unbounded]
	Yes
	The return value of the relevant API operation is used as an evidence.
Multiple values are set when charging is performed for provision of multiple services.
In case of charging event which might not relate to the API usage, this parameter is not used.


Change2: add new parameter to RefundAmountRequest
8.1.2.1 Input message: RefundAmountRequest

	Part name
	Part type
	Optional
	Description

	endUserIdentifier
	xsd:anyURI
	No
	The end user's account to be refunded

	charge
	parlayx_common_xsd:ChargingInformation
	No
	Information on the charge to be refunded.  In the ChargingInformation the description-field is information to appear on the bill. The charge to be refunded appears either directly in the amount-field or as code in the code-field. If both these two fields are missing or empty a service exception (SVC0007) will be thrown. The currency-field, if used, holds the currency to be used for the charging.

	referenceCode
	xsd:string
	No
	Textual information to uniquely identify the request, e.g. in case of disputes

	confirmationRefs
	xsd:string

[1..unbounded]
	Yes
	The return value of the relevant API operation is used as an evidence.
Multiple values are set when charging is performed for provision of multiple services.
In case of charging event which might not relate to the API usage, this parameter is not used.


Change3: add new parameter to ChargeSplitAmountRequest
8.1.3.1 Input message: ChargeSplitAmountRequest

	Part name
	Part type
	Optional
	Description

	splitInfo
	SplitType[1..unbounded]
	No
	Multiple sets of endUserIdentifier and percent element are specified

	charge
	parlayx_common_xsd:ChargingInformation
	No
	Information on the charge to be made.  In the ChargingInformation the description-field is information to appear on the bill. The amount to be charged appears either directly in the amount-field or as code in the code-field. If both these two fields are missing or empty a service exception (SVC0007) will be thrown. The currency-field, if used, holds the currency to be used for the charging.

	referenceCode
	xsd:string
	No
	Textual information to uniquely identify the request, e.g. in case of disputes

	confirmationRefs
	xsd:string

[1..unbounded]
	Yes
	The return value of the relevant API operation is used as an evidence.
Multiple values are set when charging is performed for provision of multiple services.
In case of charging event which might not relate to the API usage, this parameter is not used.


Change 4: define new policy exceptions; POL0252, POL0253
9.2.3 POL0252: Too many confirmation references specified

	Name
	Description

	messageId
	POL0252

	text
	Too many confirmation references specified in message part %1 

	variables
	%1 – message part


9.2.4
POL0253: Invalid confirmation references

	Name
	Description

	messageId
	POL0253

	text
	Invalid confirmation references %1

	variables
	%1 – message part


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is to agree to the proposed changes that will be later included with an official CR.










�Will be changed later …
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