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1. Scope

This document presents the complete Technical Specification of Secure Content Identification Mechanism (SCIDM) Version 1.0, including the transactions, message types and their information elements, status and error codes, and other details.
The following items are within the scope of this Technical Specification of the SCIDM 1.0 Enabler:

· Transactions
· Definition of the transaction message types and their information elements, status and error codes.
· Definition of the formats of the content metadata, the content identity, and content certificates

· Guidelines for the use of metadata in SCIDM
· Guidelines for the use of content fingerprint algorithms in SCIDM
· Guidelines for the deployment of SCIDM(i.e., Deployment Model).  Including whether SCIDM Server (CIM) is deployed as a platform for identification or embedded in a specific application and is dedicated to that application, the deployment location of SCIDM Client and its interoperation with the application that uses the SCIDM for content identification.
· Guidelines on the performance issues, including some guidelines about how to address the limitations of identification of real-time, large-scale content, and how to reduce the delay experienced by the User during content access.
· The adaptation of SCIDM messages to some commonly used transport protocols
The following items fall outside the scope of this Technical Specification of the SCIDM v1.0 Enabler:
· The definition of content metadata

· The formal specification of content fingerprint algorithms
· The formal specification of interoperation between CIM/SCIDM Client and the application.

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT>>

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

This document starts with a description of the concept of SCIDM, and the implementation and deployment guidelines/policies.Section 5 describes the lifecycles/transactions in the SCIDM Enabler. In Section 6, the normative behaviours of SCIDM client and server are defined, followed by the definition of the transaction messages and the information elements of each interface in Section 7. Metadata packaging schemas are defined in Section 8. In Section 9 the representation scheme for Content Fingerprint algorithm and value is defined. Aspects of SCIDM security are covered in Section 10. Error handling of all SCIDM operations and transactions are defined in Section 11. Adaptations of SCIDM to transport bearers are defined in Section 12.
The description and definitions in this document conform to the architectural model described in [SCIDM-AD].
4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the specification.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality. 

DELETE THIS COMMENT

4.2 Version <x.y>

This section should be included for each new major or minor version of the specification.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the specification, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences.

DELETE THIS COMMENT

4.2.1 Version <x.y.z>

This section should be included for each new service release of the specification.   It should describe at a high level the main changes made to the specification compared to the previous version.  The description should be brief, target length should be one paragraph.
DELETE THIS COMMENT

5. SCIDM processes/lifecycle
6. This section describes the SCIDM processes.

6.1 Content Registration，Update and De-registration
Content Registration is the process in which the Registration Client registers content on which some identification and management actions will be performed to the CIM.Content Registration is the premise of Content Identification. The Content Registration is done via the interface SCIDM-1. 

Content Registration is initiated by the Content Registrant.  Content Registrant varies depending on the specific applications. For example, in copyrighted content detection application, Content Registrant can be the Content Provider, or UGC owner; in the spam  filtering application, Content Registrant can be the network operator or the spam filtering service provider.
In Content Registration, the Registration Client SHALL send the content itself or the Content Fingerprint to the CIM for registration.  In the former case, the CIM SHALL extract the fingerprint of the content and store it. Whether the CIM stores the content itself is out of the scope of this enabler. In the latter case, the Registration Client SHALL send the algorithm information of the Content Fingerprint to the CIM together with the Content Fingerprint. 

Content Registration SHOULD provide necessary metadata, such as the registration purpose. For more detailed information needed in the Content Registration, please see Section 7.1.1.

Upon the registration request from the Registration Client, the CIM SHALL judge the trustworthiness of the content metadata submitted. The CIM SHOULD leverage reasonable mechanisms to judge the trustworthiness. The CIM SHALL differentiate different principals, such as traditional content provider, individual user, proxy agent, the operator of the Enabler, etc. For more detailed information about how to perform the differentiation, please see [SCIDM-AD]. 

The SCIDM Enabler SHALL support the registration of User Generated Content. For the UGC registration, the SCIDM Enabler SHALL support credential mechanisms to improve the trustworthiness of the provided metadata. With the credential mechanisms, the Content Registration SHALL provide the CIM with some credentials of the registered metadata provided by a proxy entity (e.g. acting on behalf of a trustable website). 

The CIM SHALL allocate a globally unique ID for each registered content item. Unless otherwise specified, content ID refers to the globally unique ID allocated by the CIM upon registration.
After the CIM completes the registration, it can create a Content ID Certificate for the registered content item. The certificate SHALL contain the content’s global unique ID allocated by the CIM, the content fingerprint, and metadata that is necessary in some application. The certificate is used for offline identification (See Section 5.3). 

When the Content Registrant needs to modify the registered fingerprint or metadata of the content, the Registration Client can initiate the Content Update process to the CIM. The Content Update SHALL send the Content Fingerprint or metadata to be changed to the CIM. The Content Update SHALL NOT cause the CIM to change the global unique ID allocated before by the CIM since the content ID corresponds to the content.  If a content item is changed, it MAY be registered to the CIM as a new content item.

The SCIDM Enabler SHALL support the deregistration of a registered content item, which is done via the Content Deregistration process. 

Mutual authentication between the Registration Client and the CIM SHALL be performed before the Content Registration, Content Update, and Content Deregistration. For more information about the authentication mechanism, please see Section 10.

Figures 1-3 illustrate the process flows of Content Registration, Content Update, and Content Deregistration.


[image: image2]
Figure 1: Content Registration
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Figure 2: Content Update
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Figure 3: Content Deregistration

6.2 The Content Identification Mechanisms
The basic identification mechanism that the SCIDM Enabler SHALL support is identification by Content Fingerprint. For the efficiency consideration, the SCIDM Enabler SHALL support multiple identification mechanisms in addition to identification by Content Fingerprint. The identification mechanisms to be supported are defined as follows. 

· Identification by ID.  Here the ID is not the globally unique ID allocated by the CIM upon Content Registration, but the ID used in the application context or the content name. To improve the accuracy, some auxiliary information such as the content size, etc. SHOULD be provided when using this identification mechanism.  This identification mechanism SHALL be support by the SCIDM Enabler. Identification by ID is abbreviated as ByID in this document.

· Identification by history. SCIDM Server SHALL record the identification history information which can be used for later identification. The identification history information SHOULD include the source/destination information (e.g., the IP address, domain name, subscriber ID, etc) of the content delivery, previous identification results, etc.  This identification mechanism SHALL be supported by the SCIDM Enabler and SHOULD be used together with other identification mechanisms. Identification by history is abbreviated as ByHistory in this document.

· Identification by metadata. This identification mechanism identifies the content by its metadata, where the metadata mainly refers to the hash value (e.g., MD5, SHA) and other content attributes. This mechanism SHALL be supported by the SCIDM Enabler. Identification by metadata is abbreviated as ByMetadata in this document.

· Identification by watermark.  Inside the SCIDM Client and the CIM, identification by watermark and by Content Fingerprint refer to different algorithms, different security/accuracy level and different efficiency.  Yet the protocol and interfaces between the client and the CIM can be unified.  In this Technical Specification, identification by watermark and identification by Content Fingerprint are treated as the same in the interface except the ID of the identification mechanism. For more detailed definition, please see Section 7.  This identification mechanism SHOULD be supported by the CIM  and MAY be supported by the Identification Client. Identification by watermark is abbreviated as ByWatermark in this document.

· Identification by Content Fingerprint. In the context of the SCIDM Enabler, Content fingerprint is a short “summary” derived from a content item that can uniquely identify the content item. Usually the “summary” refers to a value calculated using some features that extracted from the content.  The Content Fingerprints can be used to identify perceptually identical copies of content and match them. Even if the content has being manipulated, as long as it is still similar to the original, identification by Content Fingerprint may still recognize it and match it to its original source.  The types and degrees of manipulation that identification by Content Fingerprint can tolerate are dependent on the application scenario and the specific Content Fingerprint algorithm. They are out of scope of this enabler. The identification by Content Fingerprint is abbreviated as ByFingerprint in this document.

6.3 These five identification mechanisms, in the order defined above, are from simple to complex, from high efficiency to low efficiency, while from low accuracy to high accuracy.  If identification using low accuracy mechanisms fails to find a matched content item, identification using higher accuracy mechanisms may be successful. But a successful identification using low accuracy mechanisms does not mean that identification using higher accuracy mechanisms will succeed, as the former identification may be incorrect or insecure. The application SHOULD decide which mechanisms to use based on its network environment and the cost introduced by the potentially incorrect identification.
6.4 Online identification and query

Online identification and query is the process in which the Identification Client communicates with the CIM for content identification or content metadata query. Online Identification is to acquire the globally unique ID of the content based on the identification mechanisms defined in Section 5.2. Online Query is to acquire some metadata of the content based on the identification mechanisms or directly based on the content’s globally unique ID. The Identification Client SHALL specify what it wishes to acquire via a request type parameter in its request to the CIM.  For justification of this different treatments, please refer to Section 4.1. The Online Identification and Query is accomplished via the interface SCIDM-2.

Upon receiving an identification request for a content item from the application, the Identification Client first selects an appropriate identification mechanism (see Section 5.2), mainly according to the load of the client and the security level demanded by the application.  

For different content types, the Identification Client SHALL select the corresponding algorithm appropriate for the type. For more information about the identification algorithms, please refer to Section 9.

After some identification mechanism and algorithm are selected, the Identification Client SHALL collect the information needed for the selected mechanism. For information needed by each identification mechanism please refer to Section 5.2. As to the ByFingerprint mechanism, the Identification Client MAY extract the fingerprint and send the fingerprint to the CIM in the identification request or send the content itself to the CIM. In the latter case, the CIM SHALL extracts the fingerprint and then perform the identification operation.

After selecting the identification mechanism and collecting the necessary information, the Identification Client sends an identification request to the CIM.  Upon receiving the identification request, the CIM SHALL use the identification mechanism specified by the client to search for the matched content. If a matched content is found, the CIM SHALL return the content ID to the client if the request type is Online Identification and return the requested content metadata if the request type is Online Query. If no matched content is found, the CIM SHALL respond to the client with a failure message.

If one identification mechanism fails, the CIM MAY send the Identification Client some recommendation about the identification mechanism to be used that is with higher probability to succeed. The client MAY decide by itself whether to choose another mechanism according to its load, pre-configuration, and CIM’s recommendation. If the failed mechanism is ByFingerprint, the client SHALL NOT select another mechanism.

With the ByFingerprint mechanism, the SCIDM Enabler SHALL support the identification of content based on his partial piece. This is to reduce the network traffic and improve the efficiency. If the identification based on the partial piece succeeds, the CIM SHOULD return the match information between the partial piece and the whole content, such as the position at which the piece is in the content, the matched percentage. These kinds of information are for the client to do some judgement related to the application.

The SCIDM Enabler SHALL support the identification of compound content. For compound content, the Identification Client SHALL select appropriate identification mechanism for each member object individually and collect the information of each one. The CIM SHALL do the identification and return the result for each object.

The SCIDM Enabler MAY support the Identification Client to set the time limitation used to accomplish the identification task. The client MAY decide the time limitation based on the application configuration and set this parameter in the identification request if needed. The CIM MAY choose to notify the Client that it can not finish the identification task before the time limitation. If the client doesn’t receive the response before the time limitation, it MAY treat the identification as failure.

The Identification Client MAY request the CIM to return the registration information of the content to be identified for later offline identification. If the identification succeeds, the CIM SHOULD return the registration information as requested. The registration information SHOULD be sent to the Client in the form of Content ID Certificate. For more information about offline identification, please refer to Section 5.4.


[image: image5]
Figure 4: Content Identification and Query
6.5 Offline identification

In Offline Identification, the Identification Client does not connect to the CIM for content identification and query, but uses the content registration information acquired earlier. Offline Identification is to reduce the delay of the network transmission and the burden of the CIM. 

The way that the Identification Client obtains the content registration information includes:

· Acquire the Content ID Certificate attached to the content

· Request the CIM to return them after the successful identification in the Online Identification and Query process (Section 5.3)

· Request the CIM to return them through the registration information synchronization process via the interface SCIDM-3 (Section 5.4.1). 

When the Identification Client needs to identify a content item, it SHOULD first search its registration information locally and perform Offline Identification if found. Otherwise, the Identification Client SHALL connect to the CIM for Online Identification and Query.

Offline Identification MAY also use different identification mechanisms (Section 5.2) determined by the application. 

The registration information is usually acquired in the form of Content ID Certificate. Before the certificate is used, the Identification Client SHALL first verify it, including verifying the validity of the CIM’s signing, the validity of date/time. For the definition of Content ID Certificate, please see Section xxxx.

6.5.1 Registration Information Synchronization
Registration information synchronization is the process of synchronizing content registration information from CIM to Identification Client. The synchronization MAY be initiated by either the Identification Client or the CIM. The initiation of the synchronization may be based on some policies preconfigured in the CIM or the client, both of which are out of scope of this enabler.

If the Identification Client wants to initiate a synchronization process, it SHALL send a synchronization request to the CIM. In the request, the Identification Client SHALL provide the date and time of last synchronization, and SHOULD provide the application type for which it will use the registration information.  Upon receiving the request from the Identification Client, the CIM SHALL retrieve all the registration information relevant to the request and return them to the Identification Client. The registration information returned to the Identification Client SHOULD be in the form of Content ID Certificate.
If the CIM wants to initiate a synchronization process, it SHALL send a notification message to the Identification Client. Upon receiving the notification, the Identification Client SHALL issue a request to the CIM which is the same as the case where the Identification Client initiates the request except a tag showing that the request is initiated by the CIM is set. Upon receiving the request, the CIM SHALL send what it has prepared to synchronize to the Identification Client.

[image: image6]
Figure 5: Identification Client Initiated Registration Information Synchronization
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Figure 6: Server Initiated Registration Information Synchronization
6.6 Identification by collaboration between CIMs

7. SCIDM Operations
7.1 SCIDM Client Operations

7.2 SCIDM Server Operations
8. SCIDM Interfaces
8.1 Client-Server Interfaces

8.1.1 Interface SCIDM-1

8.1.1.1 Content Registration
The Registrant registers content to the CIM using the Content Registration transaction (see Figure 10: Content Registration message flow in the AD). 

This section gives the details of the transaction messages.


[image: image8]
Figure 10: Content Registration message flow

8.1.1.1.1 Message and Information Elements 
	Message
	Implementation
	Direction

	ContentRegistrationRequest
	Mandatory
	Registration Client ( CIM

	ContentRegistrationResponse
	Mandatory
	CIM (Registration Client


Table 1 Messages for Content Registration
	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain. 

	MessageID
	Mandatory
	String
	Identifies this message. The Message-ID is unique within a current session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. Transaction identifier offset is unique within the current session and identical for all messages within the transaction.

	RegistrantID
	Mandatory
	String
	Identifier of the content registrant. The identifier is allocated by CIM when the Registrant registers itself to the CIM, and the ID is unique within a CIM. How the Registrant registers itself to the CIM is  implementation dependent and is out of the scope of the SCIDM enabler. For example, it can be done via the web portal provided by the CIM.

	RegistrantName
	Optional
	String
	Name or short description of the content registrant

	ContentRegInfo
	Mandatory
	List of Data Structure
	One or more content registration information packages. The ContentRegInfo structure is defined in Table 3. The Content Registrant can register more than one content items, so there can by more than one instances of ContentRegInfo.


Table 2 Information elements in the ContentRegistrationRequest message

	Information Element
	Req
	Type
	Description

	ContentRegInfoID
	Mandatory
	String
	The ID of this instance of ContentRegInfo.

	ContentName
	Optional
	String
	The Name of the content. It is not assigned by the CIM but assigned by and used by the Content Registrant for such purposes  as content management  

	RegistrationPurpose
	Optional
	String
	The purpose of the registration. The value of Registration Purpose is identical to the parameter ApplicationType in Table xx.  [notes]: revised after the corresponding section is settled.

	Content
	Optional
	Opaque Data
	Opaque content that is sent to the CIM for registration. This is optional because the Content Registration can also only send the content fingerprint to CIM.

	ContentFingerpint
	Optional
	Opaque Data
	Opaque content fingerprint that is sent to the CIM for registration. If the ContentInfo structure do not contain the content itself, then it is mandatory to contain this parameter.

	ContentFingerprintAlg
	Optional
	String
	The name of the algorithm that is used to extract the fingerprint in the parameter ContentFingerprint. The name SHOULD be understandable to  the CIM. If the parameter ContentFingerprint is present here, this parameter is mandatory.

	ContentMetadata
	Mandatory
	Structure
	Content metadata that is used to describe the content and used as the base for content management for which the content registrant registers the content. What metadata should be contained in this structure should be based on the RegistrationPurpose but this is out of scope. The format of this structure adopts the MPEG7 standard and is described in details in Section 8.


Table 3 Information elements in the ContentRegInfo structure

	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The SessionID is identical to the SessionID in ContentRegistrationRequest. 

	MesssageID
	Mandatory
	String
	Identifier of a message. The MessageID is unique within a  session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. Transaction identifier offset is unique within the current session and identical for all messages within the transaction.

	Result
	Mandatory
	List of Data Structure
	The result of the registration in CIM. It contains the code and optionally the certificate of the registered content. The Result structure is defined in Table 5.


Table 4 Information elements in the ContentRegistrationResponse message
	Information Element
	Req
	Type
	Description

	ResultID
	Mandatory
	String
	The ID of this  Result. The ResultID value MUST be identical to the corresponding ContentRegInfoID value .

	Code
	Mandatory
	String
	The result code of the registration in CIM. The codes are defined in Section 11.

	ContentID
	Mandatory
	String
	The global-unique ID of the registered Content allocated by the CIM. About the format of the ID please see Section xx. [notes]: revised after the corresponding section is filled.

	Certificate
	Optional
	Opaque Data
	The Certificate created by the CIM after the registration, contains the content fingerprint, some of its metadata, and the signature of the CIM. About the format of the Certificate, please see Section xx. [notes]: revised after the corresponding section is filled.


Table 5 Information elements in the Result structure
8.1.1.2 Content Update 
The Registrant updates content registration information to the CIM using the Content Update transaction (see Figure 11: Content Update message flow). 

This section provides the details of the transaction messages.
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Figure 11: Content Update message flow

8.1.1.2.1 Message and Information Elements

	Message
	Implementation
	Direction

	ContentUpdateRequest
	Mandatory
	Registration Client ( CIM

	ContentUpdateResponse
	Mandatory
	CIM (Registration Client


Table 6 Messages for Content Update
	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The SessionID is unique within the service provider domain. 

	MessageID
	Mandatory
	String
	Message identifier. The MessageID is unique within a session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. The transaction identifier offset is unique within the session and identical for all messages within the transaction.

	RegistrantID
	Mandatory
	String
	Identifier of the content registrant. The identifier is allocated by CIM when the Registrant registers itself to the CIM, andthe ID is unique within a CIM. How the Registrant registers itself to the CIM is  implementation dependent and is out of the scope of the SCIDM enabler. For example, it can be done via the web portal provided by the CIM.

	RegistrantName
	Optional
	String
	Name or short description of the content registrant

	ContentUpdateInfo
	Mandatory
	List of Data Structure
	One or more content registration information packages. The Content Registrant can update more than one  content items, so there can be more than one instances of ContentUpdateInfo. This structure is defined in Table 8.


Table 7 Information elements in ContentUpdateRequest message

	Information Element
	Req
	Type
	Description

	ContentUpdateInfoID
	Mandatory
	String
	The ID of an instance of ContentUpdateInfo.

	ContentID
	Mandatory
	String
	The Content global-unique ID allocated by the CIM.

	RegistrationPurpose
	Optional
	String
	The purpose of the registration. This element is optional and only if the purpose of the content registration is changed, this element is populated. The value of Registration Purpose is identical to the parameter ApplicationType in Table xx. [notes]: revised after the corresponding section is filled.

	ContentFingerpint
	Optional
	Opaque Data
	Opaque content fingerprint that is sent to the CIM for update. Only when content registrant uses a different fingerprint algorithm, this element needs to be populated to replace the old value by the new fingerprint value .

	ContentFingerprintAlg
	Optional
	String
	The name of the algorithm that is used to extract the new fingerprint in the parameter ContentFingerprint. The name SHOULD be understandable to the CIM. If the parameter ContentFingerprint is present here, this parameter is mandatory.

	ContentMetadata
	Optional
	Structure
	Contain the content metadata that needs to be updated. What metadata should be contained in this structure is out of scope. The format of this structure adopts the MPEG7 standard and is described in detail in Section 8.


Table 8 Information elements in the ContentUpdateInfo structure

	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The SessionID is identical to the SessionID in ContentRegistrationRequest. 

	MesssageID
	Mandatory
	String
	 Message identifier. The Message-ID is unique within a  session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. The transaction identifier offset is unique within the  session and identical for all messages within the transaction.

	Result
	Mandatory
	List of Data Structure
	The result of the registration in CIM. It contains the code and optionally the certificate of the registered content. The Result structure is defined in Table 10.


Table 9 Information elements in the ContentUpdateResponse message
	Information Element
	Req
	Type
	Description

	ResultID
	Mandatory
	String
	The ID of this  Result. The ID value MUST be identical to the corresponding ContentUpdateInfoID  value .

	Code
	Mandatory
	String
	The result code of the registration in CIM. The codes are defined in Section 11.

	Certificate
	Optional
	Opaque Data
	The Certificate created by the CIM after the registration. It contains the content fingerprint, some of its metadata, and the signature of the CIM. About the format of the Certificate, please see Section xx. [notes]:to be revised after the corresponding section is filled.


Table 10 Information elements in the Result structure

8.1.1.3 Content Deregistration
The Registrant de-register the content information to the CIM using the Content Deregistration transaction (see Figure 11: Content Deregistration message flow). 

This section provides the details of the transaction messages.
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Figure 11: Content Deregistration message flow

8.1.1.3.1 Message and Information Elements
	Message
	Implementation
	Direction

	ContentDeregRequest
	Mandatory
	Registration Client ( CIM

	ContentDeregResponse
	Mandatory
	CIM (Registration Client


Table 11 Message for Content De-registration
	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The SessionID is unique within the service provider domain. 

	MessageID
	Mandatory
	String
	Message identifier. The MessageID is unique within a session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. The transaction identifier offset is unique within the session and identical for all messages within the transaction.

	RegistrantID
	Mandatory
	String
	Identifier of the content registrant. The identifier is allocated by CIM when the Registrant registers itself to the CIM, and the ID is unique within a CIM. How the Registrant registers itself to the CIM is  implementation dependent and is out of the scope of the SCIDM enabler. For example, it can be done via the web portal provided by the CIM.

	RegistrantName
	Optional
	String
	Name or short description of the content registrant

	ContentDeregInfo
	Mandatory
	List of Data Structure
	One or more content Deregistration information packages. The ContentDeregInfo structure is defined in Table 13.


Table 12 Information elements in ContentDeregRequest message

	Information Element
	Req
	Type
	Description

	ContentDeregInfoID 
	Mandatory
	String
	The ID of this instance of ContentDeregInfo.

	ContentID
	Mandatory
	String
	The Content global-unique ID allocated by CIM.

	Description
	Optional
	String
	The reason for deregistration.


Table 13 Information elements in ContentDeregInfo structure

	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The SessionID is identical to the SessionID in ContentRegistrationRequest. 

	Result
	Mandatory
	List of Data Structure
	The result of the registration in CIM. It contains the code and optionally the certificate of the registered content. The Result structure is defined in Table 15.


Table 14 Information elements in ContentDeregResponse message
	Information Element
	Req
	Type
	Description

	ResultID
	Mandatory
	String
	The ID of this   Result. The ID value MUST be identical to the corresponding ContentDeregInfo ID .

	Code
	Mandatory
	String
	The result code of the registration in CIM. The codes are defined in Section 11.


Table 15 Information elements in the Result structure

8.1.2 Interface SCIDM-2

8.1.2.1 Online Identification and Query   
The Identification Client contacts the CIM for content identification and query using the Online Identification and Query transaction (see Figure 10: Online Identification and Query message flow). 

This section gives the details of the transaction messages.
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Figure 10: Online Identification and Query message flow

8.1.2.1.1 Message and Information Elements 
	Message
	Implementation
	Direction

	ContentIdentRequest
	Mandatory
	Identification Client ( CIM

	ContentIdentResponse
	Mandatory
	CIM (Identification Client


Table xx Messages for Online Identification and Query

	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain. 

	MessageID
	Mandatory
	String
	Identifies this message. The Message-ID is unique within a session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. Transaction identifier offset is unique within a session and identical for all messages within the transaction.

	ClientID
	Mandatory
	String
	Identifier of the Identification Client. The identifier is allocated by CIM when the Identification Client registers itself to the CIM, and the ID is unique within a CIM. How the Identification Client registers itself to the CIM is implementation dependent and is out of the scope of the SCIDM enabler. For example, it can be done via the web portal provided by the CIM.

	ClientName
	Optional
	String
	Name or short description of the Identification Client.

	RequestType
	Optional
	Integer
	The type of the request. There are two types for the ContentIdentRequest, being 0 for Online Identification request, and 1 for Online Query request. For the description of the two types, please see Section 5.3. If this element is not present, the CIM treats the request as Online Identification request by default.

	ApplicationType
	Optional 
	String
	The type of the application for which the identification is done. If the request type is Online Identification, this element SHALL NOT be populated. Otherwise, it SHOULD be populated for the CIM to choose what metadata will be returned to the client after successful identification.

	ContentIdentInfo
	Mandatory
	List of Data Structure
	One or more content Identification information packages. Each package contains information for identification of one content item. If a compound content is to be identified, information of a member object is packaged in a ContentIdentInfo structure. The compound content also can be treated as a single one whose information is packaged in one ContentIdentInfo. The ContentIdentInfo structure is defined in Table 3.

	RequestSync
	Optional
	Boolean
	When presented this element indicates that the client requests the CIM to return the registration information of the content to be identified after successful identification. 

	TimeLimit
	Optional
	Integer
	Time limitation that the client needs the CIM to accomplish the identification. It is expressed as a number in seconds, such as 30 for 0.5 minutes.


Table xx Information elements in the ContentIdentRequest message

	Information Element
	Req
	Type
	Description

	ContentIdentInfoID
	Mandatory
	String
	The ID of this instance of ContentIdentInfo. 

	IDInfo
	Optional
	Structure
	The identification information for the ByID mechanism. When the client already knows the content item’s globally unique ID allocated by the CIM, it can use this structure to carry the content ID information for Online Query operation, that is, to acquire some content metadata based on the content ID.

	HistoryInfo
	Optional
	Structure
	The identification information for the ByHistory mechanism. 

	MetadataInfo
	Optional
	Structure
	The identification information for the ByMetadata mechanism. 

	FingerprintInfo
	Optional
	Structure
	The identification information for the ByWatermark or ByFingerprint mechanism.


Table 3 Information elements in the ContentIdentInfo structure

	Information Element
	Req
	Type
	Description

	ID
	Optional
	String
	The globally unique ID allocated by the CIM. Only used when the client performs the Online Query operation based on the ID.

	Name
	Optional
	String
	The content name, or the ID used in an application (not the Content ID allocated by the CIM). SHALL be presented when the client wants to do the Online Identification or Online Query via the ByID mechanism.

	Size
	Optional
	Integer
	The size of the content. It is expressed as a number in bytes. This is auxiliary information of the element Name.

	Ext
	Optional
	N/A
	This is for extension usage. More auxiliary information can be presented inside this tag.


Table xx Information elements in the IDInfo structure

	Information Element
	Req
	Type
	Description

	SourceIP
	Optional
	String
	The source IP address of the content delivery in which the content to be identified is being delivered. The client SHOULD try to get the information and set it in this tag.

	SourceDomain
	Optional
	String
	The source domain name of the content delivery in which the content to be identified is being delivered. The client SHOULD try to get the information and set it in this tag.

	DestIP
	Optional
	String
	The destination IP address of the content delivery in which the content to be identified is being delivered. The client SHOULD try to get the information and set it in this tag.

	DestDomain
	Optional
	String
	The destination domain name of the content delivery in which the content to be identified is being delivered. The client SHOULD try to get the information and set it in this tag.

	SubscriberID
	Optional 
	String
	The ID of the subscriber who is the initiator of the content delivery.  The client SHOULD try to get the information and set it in this tag.


Table xx Information elements in the HistoryInfo structure

	Information Element
	Req
	Type
	Description

	Digest
	Mandatory
	String
	The digest value (e.g., MD5, SHA) of the content.

	DigestAlgID
	Mandatory
	Integer
	The ID of digest algorithm in use.

	Ext
	Optional
	N/A
	This is for extension usage. More metadata can be presented inside this tag.


Table xx Information elements in the MetadataInfo structure

	Information Element
	Req
	Type
	Description

	FingerprintAlg
	Optional
	Integer
	ID of the content fingerprinting algorithm. This element MUST be populated if the client extracts the fingerprint and send the fingerprint to the CIM. Otherwise, if the client sends the content itself to the CIM, this parameter SHALL NOT be populated. For the definition of the algorithm ID, please see Section 9.

	Fingerprint
	Optional
	Opaque Data
	Opaque content fingerprint which is extracted by the client using the algorithm identified by the element FingerprintAlg. This element MUST be populated if the client extracts the fingerprint and sends the fingerprint to the CIM.

	Content
	Optional
	Opaque Data
	Opaque content that is sent to the CIM. This element MUST be populated If the client sends the content itself to the CIM.


Table xx Information elements in the FingerprintInfo structure

	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The SessionID is identical to the SessionID in ContentIdentRequest. 

	MesssageID
	Mandatory
	String
	Identifier of a message. The MessageID is unique within a session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. Transaction identifier offset is unique within a session and identical for all messages within the transaction.

	Result
	Mandatory
	List of Data Structure
	The result of the identification and query request. Each Result corresponds to an ContentIdentInfo structure in the ContentIdentRequest. The Result structure is defined in table xx.


Table xx Information elements in the ContentIdentResponse message
	Information Element
	Req
	Type
	Description

	ContentIdentInfoID
	Mandatory
	String
	This value SHALL be identical to the corresponding ContentIdentInfoID in the request message.

	Code
	Mandatory
	String
	The result code of the identification and query. The codes are defined in Section 11.

	ContentID
	Optional
	String
	The globally unique ID of the identified content. If the ContentIdentRequest type is Online Identification, this element MUST be populated.

	MatchInfo
	Optional
	Structure
	The match information between the submitted content from the client and the content in the CIM. If the match is partial, this structure SHOULD be populated. For the detailed definition of this structure, please see the following table.

	ContentMetadata
	Optional
	Structure
	The content metadata returned from the CIM to the client after successful identification and query if the request type is Online Query. If the request type is Online Identification, this element SHALL NOT be populated. For the definition of the format of metadata, please see Section 8.

	RegistrationInfo
	Optional
	Opaque Data
	The complete registration information of the identified content. If the element RequestSync is set to 1, the CIM SHOULD populate this element with the registration information, which SHOULD be in the form of Content ID Certificate.


Table xx Information elements in the Result structure

	Information Element
	Req
	Type
	Description

	MatchPosition
	Optional
	Integer
	The position of the content piece in the whole content. It is defined as number of bytes apart from the beginning of the exact content.

	MatchPercent
	Optional
	Integer
	The matched percentage. It is defined as a number in percentage, such as 30 for 30% match.

	MatchType
	Optional
	Integer
	The type ID of the match. The type definition is:

00 exact match  

01 different version  

02 partial match  

03 clips of original content  

04 edit of multiple content 


Table xx Information elements in the MatchInfo structure
8.1.3 Interface SCIDM-3

8.1.3.1 Client-initiated Registration Information Synchronization
The Identification Client makes request to the CIM for registration information synchronization using the Client-initiated Registration Information Synchronization transaction (see Figure 11: Client-initiated Registration Information Synchronization message flow). 

This section defines the details of the transaction messages.
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Figure 11: Client-initiated Registration Information Synchronization message flow

8.1.3.1.1 Message and Information Elements 
	Message
	Implementation
	Direction

	ContentSyncRequest
	Mandatory
	Identification Client ( CIM

	ContentSyncResponse
	Mandatory
	CIM (Identification Client


Table xx Messages for Client-initiated Registration Information Synchronization

	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The Session ID is unique within the service provider domain. 

	MessageID
	Mandatory
	String
	Identifies this message. The Message ID is unique within a session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. Transaction identifier offset is unique within a session and identical for all messages within the transaction.

	ClientID
	Mandatory
	String
	Identifier of the Identification Client. The identifier is allocated by CIM when the Identification Client registers itself to the CIM, and the ID is unique within a CIM. How the Identification Client registers itself to the CIM is implementation dependent and is out of the scope of the SCIDM enabler. For example, it can be done via the web portal provided by the CIM.

	ClientName
	Optional
	String
	Name or short description of the Identification Client.

	Initiator
	Mandatory
	Boolean
	To indicate if the request is initiated by the client (the value of this element is 0) or by the CIM (the value is 1). 

	ContentIDList
	Optional
	List of Data Structure
	List of content IDs identifying which registration information the client intends to synchronize. This is optional and used when the client knows which registration information it wants to synchronize. The structure is defined in Table xx.

	SyncRule
	Optional
	Data Structure
	To hold the rule of synchronization, i.e., what registration information the client intends to synchronize. This is used when the client does not know what should be synchronized. The structure is defined in Table xx.


Table xx Information elements in the ContentSyncSRequest message

	Information Element
	Req
	Type
	Description

	ContentID
	Mandatory
	String
	The globally unique ID of a content item whose registration information the client intends to synchronize.


Table xx Information elements in the ContentIDList structure

	Information Element
	Req
	Type
	Description

	Start
	Optional
	DateTime
	The start date and time of the window of time in which the Client requests all Registration Client registrations that were made with the Server within that window of time.

	End
	Optional
	DateTime
	The end date and time of the window of time in which the Client requests all Registration Client registrations that were made with the Server within that window of time.

	ApplicationIDList
	Optional
	List of Data Structure
	The List of ID of applications for which the content is registered. By setting this element, the client shows it intends to synchronize the registration information of the content registered for the specified application.

	RegistrantIDList
	Optional
	List of Data Structure
	The List of ID of registrants who register content to the CIM. By setting this element, the client shows it intends to synchronize the registration information of the content that the specified registrants registered.

	ContentTypeList
	Optional
	List of Data Structure
	The List of content types. By setting this element, the client shows it intends to synchronize the registration information of the content of the specified types.


Table xx Information elements in the SyncRule structure

	Information Element
	Req
	Type
	Description

	ApplicationID
	Mandatory
	String
	The application ID. 


Table xx Information elements in the ApplicationIDList structure

	Information Element
	Req
	Type
	Description

	RegistrantID
	Mandatory
	String
	The registrant ID.


Table xx Information elements in the RegistrantIDList structure

	Information Element
	Req
	Type
	Description

	ContentType
	Mandatory
	String
	The type ID of application. [note: a list of ID should be defined later.]


Table xx Information elements in the ContentTypeList structure

	Information Element
	Req
	Type
	Description

	SessionID
	Mandatory
	String
	Session identifier. The SessionID is identical to the SessionID in ContentIdentRequest. 

	MesssageID
	Mandatory
	String
	Identifier of a message. The MessageID is unique within a session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. Transaction identifier offset is unique within the current session and identical for all messages within the transaction.

	Code
	Mandatory
	String
	The result code. The codes are defined in Section 11.

	RegInfoList
	Optional
	List of Data Structure
	List of registration information.


Table xx Information elements in the ContentSyncResponse message
	Information Element
	Req
	Type
	Description

	RegistrationInfo
	Mandatory
	Opaque Data
	One instance of registration information which SHOULD be in the form of Content ID Certificate.


Table xx Information elements in the RegInfoList structure
8.1.3.2 Server-initiated Registration Information Synchronization
The CIM initiates the registration information synchronization by the Server-initiated Registration Information Synchronization transaction (see Figure 12: Server-initiated Registration Information Synchronization message flow). 

For the definition of ContentSyncRequest and ContentSyncResponse, please see Section 7.3.1.1. This section defines the details of the messages ContentSyncNotification.
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Figure 12: Server-initiated Registration Information Synchronization message flow

8.1.3.2.1 Message and Information Elements 
	Message
	Implementation
	Direction

	ContentSyncNotification
	Mandatory
	CIM (Identification Client

	ContentSyncRequest
	Mandatory
	Identification Client ( CIM

	ContentSyncResponse
	Mandatory
	CIM (Identification Client


Table xx Messages for Server-initiated Registration Information Synchronization

	Information Element
	Req
	Type
	Description

	ContentIdentInfoID
	Mandatory
	String
	This value SHALL be identical to the corresponding ContentIdentInfoID in the request message. 

	ServerID
	Mandatory
	String
	The ID of the CIM used by the client 

	Informative
	Mandatory
	Integer
	Used to tell the client the purpose of this notification message. For notification of registration information synchronization, the value is defined as 00. Other value code can be defined based on the requirement.

	Ext
	Optional
	N/A
	For future use or vendor specific use.


Table xx Information elements in the ContentSyncNotification message
8.1.4 Interface SCIDM-4

8.2 Server-Server Interfaces
8.2.1 Interface SCIDM-2
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	Item
	Function
	Reference
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	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF
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