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1 Reason for Contribution

Each group that produces a Requirements Document (RD) is currently developing its own security requirements from scratch.  We believe that the security requirements described in each RD are similar for every enabler.  The working group expends significant effort discussing and agreeing on a common intent and then wording.  We could save much effort, discussion, and elapsed time by providing a single set of possible security requirements in the RD template.  A group can then determine their security requirements by answering some security questions. Note that this does not preclude a group from altering their security requirements (by any combination of additions, deletions, or changes).

Today's situation where the security requirements are built from scratch and have no consistency across RDs encourages the specification of different security solutions.  By having greater consistency across RDs, we will encourage more consistent solutions, perhaps even complete re-use of security mechanisms.

2 Summary of Contribution

This contribution suggests that having a default set of security requirements will speed up the RD development process.  A proposed set of security questions will be given in section 3. Note the REQ group should decide what these questions should be. By answering these questions the working group will arrive at its security requirements.
3 Detailed Proposal

The RD template should have the following items listed as the starting point for requirements in the security section.  If the group generating the RD identifies different requirements, they will modify the default set accordingly.

1. Should this application support authentication of the requestor?

2. Should this application support authorization access to authenticated requestors?

3. Should this application authorize access by anonymous requestors?

4. Should this application support setting various levels of security policies: e.g. different strengths of authentication?
5. Should this application support non-repudiation?
6. Does this application require integrity of data exchanged with a requestor?

7. Should confidentiality be applied to this application?

8. Should this application support privacy?

9. Note that this application MUST consider local regulatory requirements.
4 Intellectual Property Rights Considerations

We are not aware of any IPR attached to this input contribution.

5 Recommendation

We recommend adding a set of questions of possible security requirements to the OMA RD template.  Section 3 above suggests a set of these questions.
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