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1 Reason for Contribution

The current CR named OMA-SEC-2004-0106-LATE-Defining-Security-Functionality-for-SUPL-AD submitted to the LOC WG proposes TLS as a security solution to the current SUPL Architecture document OMA-AD-SUPL-V1_0-20041101-D. 

In a joint meeting between the SEC WG and LOC WG in Barcelona, it was agreed that SEC WG would submit an input paper describing the security services offered by the use of TLS as stated in the CR (OMA-SEC-2004-0106-LATE-Defining-Security-Functionality-for-SUPL-AD). This input paper fulfils that action point.

It is expected that this contribution would assist the LOC WG in deciding whether the security services offered by TLS as described in the relevant CR satisfies their security requirements and the CR is suitable for approval. 

2 Summary of Contribution

This contribution is limited to the particular use of TLS described in CR OMA-SEC-2004-0106-LATE-Defining-Security-Functionality-for-SUPL-AD. It does not consider any extended use of TLS other than the one described in the CR. In addition, it does not assume any particular implementation of TLS where certain cipher suites or authentication mechanisms  (e.g. certificate based or shared key based) are used. Its main purpose is to identify what security services TLS offers when it is used in the context of SUPL as proposed in the CR. The use of various authentication mechanisms in line with certain cipher suites may improve or worsen the security provided by TLS. Details of the authentication method and cipher suites to be used in TLS is for further study by the SEC WG.

The security services provided by TLS are investigated by analysing the two use cases, i.e. “Immediate, Non-Roaming Successful Case – Proxy mode” and “Immediate, Roaming Successful Case – Non-Proxy mode with V-SPC” for network and SET initiated sessions as described in the CR. Other use cases can also be analysed similarly based on the arguments presented in this paper.  

3 Detailed Proposal

3.1 Introduction to TLS

TLS is an IETF developed security protocol commonly used in the Internet to provide secure communications between two communicating applications over a reliable transport protocol such as TCP. Most commonly TLS is used for securing HTTP traffic between Internet browsers and Web Servers. TLS’s main security feature is to provide confidentiality (i.e. encryption of transmitted data) and integrity protection (i.e. the ability to detect data tampering) for data transported between a Client and a Server Application. 

In most cases TLS also provides authentication of the Server Application to the Client Application by using Server Certificates. It is also possible to authenticate the Client Application to the Server Application by using Client Certificates. However this form of Client Authentication is not always used as alternative client authentication mechanism based on username/password mechanisms are the most common forms of user authentication used today. 

3.2 TLS Protocol Details

TLS protocol is composed of two different protocol layers: the TLS Record Protocol and the TLS Handshake Protocol. 

TLS Record Protocol is layered on top of some reliable transport protocol such as TCP and it provides the following security services:

· Data Encryption with symmetric cryptography. The keys used to encrypt the data are negotiated by the TLS Handshake protocol. Available Encryption algorithms to be used are as follows: DES, 3DES , RC2, RC4, IDEA, AES, Null (no encryption). As the last algorithm suggests TLS can be used without any encryption if both the Client and the Server application agree to do so during TLS Handshake protocol negotiations. Depending on the encryption algorithm used, key sizes can vary from 0 (e.g. RC2) to 256 bits (e.g. AES)

· Data Integrity protection with keyed MAC (Message Authentication Codes). Available algorithms to be used are as follows: SHA, MD5

TLS Record protocol also encapsulates higher layer application protocols such as HTTP or in the case of SUPL, SUPL 1.0 Messaging protocol. TLS Handshake Protocol also runs over TLS Record protocol and provides the following services:

· Peer identities (Client Application, Server Application) can be authenticated using Public Key methods (or Kerberos). Although authentication of peers is optional in TLS, in most cases at least the Server Application is authenticated by the Client Application to prevent Man-in-the-Middle attacks. Available algorithms are: RSA, DSS  and DH (see [TLS] for more details)

· Securely and reliably negotiate the shared key that will later be used by the TLS Record Protocol to encrypt the data transported over TCP connection.  Available algorithms are: RSA, DSS and DH (see [TLS] for more details)

Only mandatory algorithm suite defined for TLS [TLS] is TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA.

A full TLS Handshake Protocol consists of 4 messages (2 in each directions) as can be seen in Figure 1. It is also possible to re-use a previously established TLS handshake if both the client and the server agree to resume. In this case, a cut down (abbreviated) version of the Handshake protocol can be used to resume a TLS session. This can be seen in Figure 2. For security reasons a recommended 24 hour timeout is specified in the TLS specifications to avoid extended re-using of the key material agreed during the initial handshake protocol. A TLS Handshake protocol run consists of these high level steps [TLS]:

· Exchange hello (Client and Server) messages to agree on algorithms, exchange random  values, and check for session resumption.

· Exchange the necessary cryptographic parameters (ClientKeyExchange/ServerKeyExchange) to allow the client and server to agree on a premaster secret.

· Exchange certificates and cryptographic information to allow the client and server to authenticate themselves.

· Generate a master secret from the premaster secret and exchanged  random values.

· Provide security parameters to the record layer (see ChangeCipherSpec in Figure 1.).

· Allow the client and server to verify that their peer has calculated the same security parameters and that the handshake occurred without tampering by an attacker.
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Figure 1. Message Flow for a full TLS Handshake. Source [TLS].

Figure 2. Abbreviated Message Flow for a resumed TLS Handshake. Source [TLS].[image: image4.wmf]Client
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3.3 Authentication with TLS

As mentioned in the introduction TLS can also provide mutual authentication i.e. both the Client and the Server authenticate each other. This is generally done with client and server certificates. Authentication in this context means verification of Server or Client Identity by means of using certificates. As an example, a SUPL server who claims to serve the domain: SUPL.operator.com, should have a certificate issued for this particular identity. Clients who wish to authenticate themselves to the Server application are required to be issued a Client certificate. Identities to be used in these client certificates could be in the form of IMSI@operator.com and be issued by the operator of the SUPL service by using a Certification Authority (CA). Each Certificate also requires a corresponding private key, which the clients need securely store to perform cryptographic operations such as authentication. 

If only Server authentication is required a single Server certificate can be used for all Client Applications. It is also possible not to use any authentication in a TLS session. This is achieved by using an anonymous key exchange mechanism. If this option is used then neither the client nor the server is required to have any certificates. However, this option is strongly discouraged as it is vulnerable to Man-in-the-Middle attacks. If anonymous key exchange is used in theory an attacker can break the TLS Handshake by intercepting and modifying the TLS Handshake message to masquerade as Server to the Client and Client to the Server. For this reason at least the Server authentication is used in order to consider a particular TLS session secure. 

 It should be noted that there are other standardized authentication mechanisms to be used within the TLS specification such as Kerberos [KER]. However, this mechanism requires a Key Distribution Centre (KDC) to provide the Client and the Server Application with shared keys instead of using certificates. 

IETF is currently working towards enabling the use of shared secrets (similar to passwords but in theory more secure) other than certificates to provide Server and Client application authentication. A similar approach has been previously adopted in 3GPP as part of the Generic Authentication Architecture [GAA]. As the shared key TLS specification in IETF is currently at Internet Draft stage, the LOC group is advised to monitor the progress of this work item, if shared key TLS functionality is to be adopted in the SUPL specifications.

3.4 Confidentiality and Integrity Protection

As mentioned in Section 3.1, TLS can provide encryption (i.e. confidentiality protection) of any data transported between the Client and the Server Application provided that a secure encryption algorithm (e.g. algorithms other than null encryption) is used with a sufficiently long (e.g. larger than 128 bits) key sizes.  Encryption algorithms and key sizes are negotiated between the Client and the Server application during the exchange of “Hello” messages. It is possible to configure both the Client and the Server not to accept any encryption algorithms (e.g. Null Encryption, DES, etc) that do not satisfy the security requirements of the domains where the client (e.g. Mobile Devices) or the server is located (e.g. Mobile Network Operator).

Similarly, integrity protection is also provided by TLS using keyed MAC functions. Currently only defined keyed MAC function is HMAC. Integrity protection prevents an attacker to modify any data transferred between the Client and the Server. Even when encryption is not used (i.e. Null Encryption) integrity protection can be provided by using a HMAC algorithm such as SHA or MD5. This feature proves to be particularly useful in situations where encryption can not be used for regulatory reasons but integrity protection can still be provided. Integrity protection in TLS also provides protection against re-play attacks where an attacker can record and re-send messages between the client and the server to pretend if they are new messages. The integrity protection mechanism uses a sequence number as an input to differentiate between old and new messages.

3.5 Authorization in TLS

TLS itself does not provide any Authorization for Client or Server Applications. This means any authenticated Client/Server applications such as SUPL 1.0 messaging can run over TLS without any further checks by the TLS protocol. As an example any SUPL Server (SLP) that can be issued a Server Certificate from a 3rd party Certification Authority (CA) can be authenticated by any SUPL Client (SET) that has the relevant root keys to verify the CA. TLS protocol itself does not decide which SUPL Server’s are authorized i.e. allowed to be connected by the SUPL client (SET). Similarly, the SUPL Server can not decide based on the TLS protocol whether the SET has been provisioned to use the service. Authorization has to be handled separately by other means. One example could be to have a white list in the SET terminal or in the UICC (in case of 3GPP implementations) to define which SUPL servers are authorized to be connected. The list can include the FQDN (Fully Qualified Domain Names) or IP addresses of SUPL Servers that the Client can set-up a connection. Therefore, before the SET makes a connection it needs to check with this list that the server it is connecting to is allowed. The management of this list can be maintained by secure Device Management mechanisms with accordance to the policies and business models of the Network Operators or third parties that manage the SUPL customer.

3.6 The use of TLS in SUPL

Based on the recent CR sent to the SUPL group TLS is mandated to secure communications between the SLP and the SET. In addition following assumptions are also included in the CR:

· Mutual Authentication SHALL be used, i.e. both the SLP (Server Application) and the SET (Client Application) SHALL authenticate each other. Details of Authentication techniques are for further study.

· Confidentiality and Integrity protection shall be used, i.e. Null Encryption is not allowed and Integrity protection is always used. This assumes that encryption is always used with integrity protection.

 This paper will look into the use cases that are described in the CR to describe the security services offered by this solution.

-SUPL Collaboration Network Initiated Flows: 

· Immediate - Non-Roaming Successful Case – Proxy mode

· Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

-SUPL Collaboration SET Initiated Flows: 

· Immediate - Non-Roaming Successful Case – Proxy mode

· Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

3.6.1 SUPL Collaboration Network Initiated Flows:

3.2.1.1 Immediate - Non-Roaming Successful Case – Proxy mode

In this case the SET is located in the Home Network, i.e. no visited network is involved. TLS is applied to the messages F, G, H in Figure 3.
[image: image5.wmf]MLP SLIR(ms_id…)

MLP SLIA(posresult...)

SLP

Target SET

[SUPL POS INIT(session-id, SET capabilities, lid, ...)]TLS

[SUPL END(session-id, ...)]TLS

Data Connection

Setup

SET Lookup

Routing Info

Establish TLS session

SUPL

Agent

SUPL_INIT(session_id……)

A

B

C

D

E

F

G

H

I

J

[SUPL POS(session-id, RRLP/RRC/TIA-801)]TLS

End TLS session

Figure 3. Immediate - Non-Roaming Successful Case – Proxy mode
What does TLS protect against in this case:

An attacker who has the capability to intercept SUPL messages (F,G,H) between the SET and the SLP will not be able to the following:

· CANNOT eavesdrop on the contents of these messages.

· CANNOT modify or re-play these messages.

An attacker who has the capability to masquerade as an access network, e.g. through false base station attacks or have the capability to locate himself/herself as the man-in-the-middle in any of the IP networks between the SET and the SLP  will not be able to do the following:

· CANNOT masquerade as the SLP towards the SET in order to fraudulently capture location information of the SET.

· CANNOT masquerade as the SET towards the SLP in order to deceive the SLP about its location

What does TLS NOT protect against in this case:

An Attacker who has the capability to contract and send a SUPL_INIT message towards the SET:

· CAN trick the SET to connect to a 3rd party SLP (other than the one the SET supposed to connect to). Although the authenticity, i.e. the FQDN certificate of the SLP can match to the FQDN submitted in the SUPL_INIT message the SET can not differentiate between its Home Network’s SLP or a 3rd party SLP located on the Internet with a valid Server Certificate unless some specific configuration exists in the SET.

· CAN trick the SET to connect to the Home Network operator’s SLP by re-playing the same SUPL_INIT message several times and produce a denial-of-service (DoS) attack against the home network.

As it can be seen the particular use of TLS in this scenario does not prevent against attacks described above. The first attack could be prevented by providing a list of authorized SLPs in the SET. The latter attack requires some re-play protection mechanism that could include the use of Sequence numbers in SUPL_INIT messages. However, such re-play protection mechanisms might prove to be difficult to implement especially in within the timelines of the SUPL 1.0.

3.2.1.2 Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

In this case the SET is roaming and V-SPC is involved in the position calculation. Messages  K, L, M in Figure 4. are protected by TLS. 

What does TLS protect against in this case:

An attacker who has the capability to intercept SUPL messages (K,L,M) between the SET and the V-SLP in the visited network  will not be able to the following:

· CANNOT eavesdrop on the contents of these messages.

· CANNOT modify or re-play these messages.

An attacker who has the capability to masquerade as an access network, e.g. through false base station attacks or have the capability to locate himself/herself as the man-in-the-middle in any of the IP networks between the SET and the SLP will not be able to do the following:

· CANNOT masquerade as the V-SLP towards the SET in order to fraudulently capture location information of the SET.

· CANNOT masquerade as the SET towards the V-SLP in order to deceive the V-SLP about its location

What does TLS NOT protect against in this case:

An Attacker who has the capability to contract and send a SUPL_INIT message towards the SET:

· CAN trick the SET to connect to a 3rd party SLP (other than the V-SLP the SET supposed to connect to). Although the authenticity, i.e. the FQDN certificate of the 3rd party SLP can match to the FQDN submitted in the SUPL_INIT message by the Home Network, the SET can not differentiate between its Visited Network’s SLP or a 3rd party SLP located on the Internet with a valid Server Certificate.
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CAN trick the SET to connect to the V-SLP by re-playing the same SUPL_INIT message several times and produce a denial-of-service (DoS) attack against the visited network.

Figure 4. Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

As it can be seen the particular use of TLS in this scenario does not prevent against attacks described above. The first attack CAN NOT be easily prevented by providing a list of authorized V-SLPs in the SET as potentially this list can be very large and very difficult to maintain. An alternative solution could be to re-use the white list of H-SLP’s in the SET and include a digital signature for the SUPL_INIT message that can be verified by the SET. By doing so, the SET can authenticate the SUPL_INIT coming from the H-SLP and will trust the V-SLP address provided within this message. This functionality can be achieved by using the signature algorithms already implemented due to the TLS implementations. Details of this solution could be provided further if agreed by the LOC WG. 

The latter attack requires some re-play protection mechanism that could include the use of Sequence numbers in SUPL_INIT messages. However, such re-play protection mechanisms might prove to be difficult to implement especially in within the timelines of the SUPL 1.0.

This scenario also highlights the difficulty of using client certificates in TLS to authenticate SET to the SLPs. Unlike the previous scenario where SET authenticates to the H-SLP, in this scenario the V-SLP needs to be able to verify the client certificate of the SET. This introduces the problem of all client certificates to have a common root across OMA SUPL enabled networks. Although, this can be achieved with SLP Server Certificates with a comparatively low cost (e.g. one certificate per operator SLP), when it comes to client certificates this can prove to be costly and impractical as every client certificate needs to be issued by a Certification Authority (CA) that has large enough root public key distribution. If the TLS authentication was limited between the SET and the H-SLP then client certificates issued would only have to valid within the context of the Home Network and its subscribers. Especially this particular case where SET needs to authenticate itself to the V-SLP illustrates the fact that client authentication with certificates is not an ideal solution for SUPL for all use cases. Alternative client authentication methods such as shared key TLS or not to use client side authentication needs to be investigated further before a decision on mandating mutual authentication using TLS in the final SUPL spec.

3.6.2 SUPL Collaboration SET Initiated Flows:

3.2.1.3 Immediate - Non-Roaming Successful Case – Proxy mode

In this case the set is located in the Home Network, i.e. no visited network is involved. TLS is applied to the messages C,D,E,F,G,H in Figure 5.

[image: image7.wmf]E

B

F

C

D

[SUPL START(session-id, SET capabilities, requestor, lid, …)]TLS

G

H

I

SLP

SUPL Agent

/

Target SET

[SUPL RESPONSE(session-id, SLP addr, ...)]TLS

[SUPL POS INIT(session-id, SET capabilities, lid, ...)]TLS

[SUPL END(session-id, ...)]TLS

Data

Connection

Setup

Routing Info

Establish TLS Session

A

[SUPL POS(session-id, RRLP/RRC/TIA-801)]TLS

End TLS Session

Figure 5. Immediate - Non-Roaming Successful Case – Proxy mode

What does TLS protect against in this case:

An attacker who has the capability to intercept SUPL messages (C,D,E,F,G,H) between the SET and the SLP will not be able to the following:

· CANNOT eavesdrop on the contents of these messages.

· CANNOT modify or re-play these messages.

An attacker who has the capability to masquerade as an access network, e.g. through false base station attacks or have the capability to locate himself/herself as the man-in-the-middle in any of the IP networks between the SET and the SLP will not be able to do the following:

· CANNOT masquerade as the SLP towards the SET in order to fraudulently capture location information of the SET.

· CANNOT masquerade as the SET towards the SLP in order to deceive the SLP about its location

3.2.1.4 Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC
In this case the set is located in the Visited Network. However, SET makes the first connection to the H-SLP to get the list of V-SLP to connect.  TLS is applied to the messages C,D,E,F,G,H,K,L,M in Figure 6. Please note that this scenario uses two separate TLS sessions initiated from the same SET one to the V-SLP and one to the H-SLP. 
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Figure 6. Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

What does TLS protect against in this case:

An attacker who has the capability to intercept SUPL messages (C,D,E,F,G,H, K, L, M) between the SET and the SLP (Visited or Home) will not be able to the following:

· CANNOT eavesdrop on the contents of these messages.

· CANNOT modify or re-play these messages.

An attacker who has the capability to masquerade as an access network, e.g. through false base station attacks or have the capability to locate himself/herself as the man-in-the-middle in any of the IP networks between the SET and the SLP will not be able to do the following:

· CANNOT masquerade as the SLP (Visited or Home) towards the SET in order to fraudulently capture location information of the SET.

4 Conclusion

This document illustrates some possible attacks that might still exist even when TLS is used with mutual authentication, confidentiality and integrity protection. It does not detail all possible security issues if TLS is the only security mechanism used in the SUPL architecture. Other security issues are currently discussed in the Security Work especially with regards to possible issues in the roaming scenarios described in the SUPL AD. Details of these Security issues could be submitted to LOC at a later stage if requested.  As a conclusion, TLS itself is not a complete solution for SUPL 1.0 messaging and other security solutions should be developed before the finalization of the SUPL specification.

Especially the lack of security on the SUPL_INIT messages can cause the SET to connect to unauthorized 3rd party SLPs  where the location of the SET can be disclosed. Several mechanisms can be used to prevent this happening and these mechanisms need to be specified in the final SUPL specification. One such example is to use a white list of SLPs stored on the SET that will authorize any SUPL connection request coming via a unauthenticated  SUPL_INIT message. However, if roaming cases are considered, some additional security measures may need to be taken in order to avoid maintaining large white lists on the terminals.

· This contribution also highlights the difficulties of using client certificate to for authentication when TLS is used between the SLP and the SET. This is especially a problem in the roaming scenarios. It should also be investigated how the shared key TLS (e.g. 3GPP [GAA] or otherwise using shared keys agreed between UIM and SLPs in the case of 3GPP2[3GPP2]) can be used instead of client certificates. 
Security WG hopes that this contribution could assist the LOC WG to understand the properties of TLS (with respect to the proposed CR OMA-SEC-2004-0106-LATE-Defining-Security-Functionality-for-SUPL-AD) and the limitations of its protection. 
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