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1 Reason for Contribution

The current RDRR report for SCWS named OMA-SEC-2004-0030-SCWS-RDRR-comments lists the comments that have been received in response to the RD review. Ericsson contributed to the review by submitting a few comments related to security and potential implementation problems identified with the proposed set of SCWS requirements.

During the recent SEC meeting in Barcelona, an introduction was given, and the concerns were elaborated around. As part of this discussion, Ericsson also offered to comeback with more details to further clarify the nature of these concerns. It should also be noted that the RDRR report mentions, but fails to capture the specific points brought up. This contribution aims to once again clarify these issues,  and also to give some further details as to why these concerns need to be seriously considered as part of the RD work. 

2 Summary of Contribution

This contribution aims to further clarify the previously stated concerns on mainly the required level of security (or rather need for security). It should be noted that these requirement is no less important as the smartcard web server will likely be perceived as trustworthy by end-users and therefore becomes even more important that e.g. the SCWS be authenticated and PIN codes be handled in a secure manor using standard web browsers.

The following use case will be presented in the detailed Proposal section:

· Access to secure PIN code

· Trojan PIN Code application

· Browse across domains

· Cache and Performance

· GSM SIM Application

3 Detailed Proposal

3.1 Access to secure PIN code

3.1.1 Use Case

An application requesting a PIN code present the user with a form or entry field whereby the end-user can enter the secure PIN code. After entering the PIN code the end-user press the “submitt” soft-key. The application forwards the PIN code to the smartcard web server. For security reasons there is no traces of the PIN code “left-behind” in the application or on any storage space managed by the application.

3.1.2 Requirement

It MUST be ensured that a PIN code will never be cached or stored anywhere in the ME device e.g. the SCWS only accept PIN code entry through a web page served using the secure HTTPS scheme.

3.1.3 Rational

In the SCWS RD it is stated that a standard web browser be used to access the smartcard web server. Therefore for any standard web browser it is only possible to protect a PIN code while running the browser in the secure HTTPS scheme mode e.g. using TLS.

3.2 Trojan PIN code Application

3.2.1 Use case

There is a high risk that less serious applications install a “trojan” (application or web page) e.g. to steal the PIN code from the end-user.

3.2.2 Requirement

It MUST be ensured that the end-user can NOT be deceived to enter a PIN code into an anonymous wep page or application e.g. the SCWS must only accept PIN code entry over a secure and authenticated connection, served using the secure HTTPS scheme.

3.2.3 Rational

Any trojan web page or application can easily spoof the look and feel of a non-secure web page unless that page is served through a secure HTTPS connection e.g. using TLS. A typical standard web browser would then give an indication that this page is secure and have not been tampered with.

3.3 Browse across domains

3.3.1 Use case

As part of an ongoing web browsing session it is common that web pages use the concept of frames. A frames essentially allows the visible browser window to be divided into different sub-windows (or panes) that in turn can host different pages accessed from different web servers. From an end-user point of view it will typically look like one and the same service. 

While viewing content served and composed out of multiple domains (or web servers) the end user must be ensured of which server is receiving the request, i.e. whether it can be trusted. Using the secure HTTPS scheme makes this possible.

3.3.2 Requirement

While browsing content through a secure HTTPS connection, the user MUST at least get a warning when part of the web browser display content from another (potentially un-trusted) domain. The current proposal is to use only HTTP. Therefore, there MUST be a special browser OR HTTPS MUST be mandated.

3.3.3 Rational

It is feasible for a rouge web server to create a wep page containing multiple frames, some actually having legitimate content and others spoofed to look as a trustworthy content (this is sometimes also refered to as phising). Using the secure HTTPS scheme standard browsers are able to present the end-user with a warning when Browsing across multiple domains (or web servers) is encountered. Using only HTTP this is typically not the case.

Below are a few examples of settings that can be used with Microsoft Internet Explorer  to mitigate the potential problems with multiple domains (typically can be setup to disable, enable or always ask):

· Access Data Sources Across Domains

· Launching programs and files in an Iframe

· Navigate sub-frames across domains

3.4 Cache and Performance

3.4.1 Use Case

For performance reasons, it is common practice always to cache the SIM database in the device during power-on. The SIM contact entries can be modified through the ME UI and saved in the cached (on the ME) SIM database. Occassionally (subject to implementation) the cached SIM database gets committed to the physical SIM card database.

3.4.2 Requirement

The smart card web server MUST not be allowed to manage or update the SIM database e.g. SIM contacts and SIM special numbers etc.

3.4.3 Rational

Unpredictable or corrupted data may be the result if the Web Server modifies the SIM database, and “miss out” on updates in the device, as not all the data might have been “committed” to the SIM database.

3.5 GSM SIM Application not within scope of SCWS

During the recent Security Meeting in Barcelona, it was expressed (by the initiator of the SCWS work item, Axalto) that the standard GSM SIM application is not within the scope of the SCWS to access or manage. This is good, but we believe it must be stated as part of the RD in order to avoid confusion.

3.5.1 Requirement

The SCWS application MUST NOT be used to access the standard GSM SIM application (also applicable for USIM in UMTS).

4 Conclusion

We recommend that the security group consider this contribution, and that the RDRR report be updated to accurately capture the stated issues and the corresponding resolution. We also have proposed text for the specific RD requirement that we believe serves to capture the stated concerns and consequently should be updated in the RD.

5 References

Not used.
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