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1 Reason for Contribution

This contribution focuses on the need to determine whether there is a requirement to prevent Denial of Service attacks in SUPL. 
2 Summary of Contribution

It is the authors’ view that practical approaches have been outlined in [1] and [3] to secure SUPL. While further work is required so that either evolves into a complete specification, the decision about the way forward should be based on whether Denial of Service threats must be addressed. This contribution does not take a position on the need to address DoS but promotes that such a decision be made. 
3 Discussion
During the SEC conference call 10 March 2005 [2], Qualcomm commented that a decision must be taken on whether there is a requirement to counter Denial of Service (DoS) attacks in OMA SUPL. It is argued here that this issue is the critical ‘bottleneck’ in determining how we progress with the security specifications in a timely manner. 
This contribution does not take a position on the need for SUPL to be robust against DoS but aims to clarify approaches to SUPL based on such a decision. The view has been expressed that there is little commercial incentive to launch a Denial of Service attack in SUPL, provided adequate care is taken to ensure that an attacker cannot induce charges on a victim. A contrary view is that Emergency Services may make use of SUPL, locating individuals, determining location of ambulances etc, and therefore care should be taken to ensure that SUPL is robust against DoS. From this standpoint attacks are viewed as attacks on ‘critical infrastructure’ for non-commercial reasons, and must be prevented.
Pending that decision: 

1. If there is a requirement to prevent DoS then the remaining work to secure SUPL involves: 
· Specify and add a digital signature to SUPL_INIT. 
· Add replay protection with a sequence number SQN, which must be managed securely to recover from synchronization problems etc
· Develop a protocol to inform the SET of its current MSISDN if this is feasible (without introducing another DoS attack) or enable the H-SLP to determine the IMSI and include it in the SUPL_INIT. Thus this may demand frequent contact with the HSS or some scheme to be developed whereby the H-SLP or SET knows the IMSI-MSISDN binding.
Key management and authorization issues must be specified (agreeing a key between the SET and H-SLP, and where appropriate another between the SET and V-SLP, and passing a key from the H-SLP to V-SLP in an RLP message etc.)  An advantage to having a secure SUPL_INIT is that it allows an SLP address to be transmitted in a trustworthy manner, which affords optimized routing in non-proxy cases.
2. If there is no requirement to prevent DoS then to secure SUPL:
· The simplest approach to address NW-initiated cases is to make the SUPL_INIT a ‘trigger’ and essentially make use of the SET-initiated call flows which have already been specified. The SUPL_INIT should include the Notification field. 
· After a TLS session is established between the SET and H-SLP, sensitive information which may have been carried in SUPL_INIT (particularly Notification) must be repeated in the first message from the SET to the H-SLP so the H-SLP can verify the integrity of that information from the SUPL_INIT.
· Some optimizations to the non-proxy scenario may be possible in the wherein the resulting messages between SET and H-SLP do not require a TLS tunnel to be established, as the relevant parameters are included in key derivation to provide implicit integrity, but this is for further study.  
Again, essentially the same key management and authorization issues must be spelled out (agreeing a key between SET and H-SLP, and where appropriate another between SET and V-SLP, and passing a key from H-SLP to V-SLP in an RLP message.) 
If there is a decision not to address Denial of Service initially, care should be taken nevertheless about how SUPL_INIT is parsed by the SET so that the SUPL_INIT message may be enhanced at a later date (to provide DoS protection) without causing problems for the early terminals. The H-SLP should not need to create a SUPL_INIT dependent upon the characteristics of the individual SET.  
In the interest of progressing the SUPL security work in the most timely fashion, one approach may be to begin by relaxing DoS protection, following scenario 2 above. That is, SUPL_INIT security is not specified in the first phase. A second phase would have the SUPL_INIT security mechanisms finalized and implemented for mass deployment, thus effectively preventing DoS (and affording optimal routing for the majority of terminals).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt as working assumption
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