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1 Reason for Contribution

SEC WG is currently investigating possible solutions to secure SUPL protocol against various security threats such as re-play protection, unauthorized SUPL sessions. This contribution proposes an alternative solution to some of the proposals described in OMA-SEC-2005-0027R02-Security-Model-in-SUPL.This version contains the rationale behind the contribution with some technical updates to the original proposal.

2 Summary of Contribution

The proposal addresses the following security threats:

1) Unauthorized SUPL Sessions initiated by untrusted V-SLPs

2) Unauthorized modifications to the SUPL INIT message on transit

The proposal also includes a migration strategy to the next version of SUPL where additional security features can be provided. The actual details of the security solutions are not given in this contribution. The intention of the authors is to complete the implementation details before SUPL goes to consistency review. However, if these details cannot be agreed in time for the consistency review then the details will be left out of scope for this version to be completed for the next version of SUPL.

The basic ideas behind the proposal are

1. In a future release it shall be possible to integrity protect the SUPL INIT message with a MAC, always allowing for use of the straightforward message flows in the current SUPL AD.

2. In future releases it shall be possible to introduce replay protection of the SUPL INIT message to stop DoS attacks. The solution is based on an extended monotonically increasing SlpSessionId and the integrity protection of the SUPL INIT message.

3. Keys for SUPL INIT integrity protection as well as for PSK TLS are derived from one SUPL master key. 

4. If SUPL INIT is unprotected (no MAC), the H-SLP/H-SPC SHALL verify that the message is valid by checking a HASH of the message. 

5. To guarantee that the SET always connects to a valid H-SLP/H-SLC, these addresses have to be provisioned to the SET

IMPACT ON SUPL/RLP SPECIFICATIONS

1) Addition of 2 new messages AUTH REQ [From SET to H-SLP], AUTH RESP[From H-SLP to SET] to be delivered over a secured (PSK-TLS) TCP link. These messages are only used for NW initiated non-proxy mode roaming scenarios where optional security mechanisms defined cannot be used

2) Addition of 3 new fields (MAC, KeyID, Flags) into the SUPL INIT Message.

3) Addition of a single optional field (Auth_Key_Hint) into the SUPL RESPONSE message.

4) Addition of a single field  (for SUPL INIT integrity check) into the SUPL POS INIT message.

5) At least one modification (possibly a message) is required to the RLP messages flow between H-SLP and V-SLP in order to carry key material for authentication between the SET and the V-SLP.

POSSIBLE ADVANTAGES OF THIS PROPOSAL:

· Does not require any mandatory security protection on SUPL INIT such as Digital Signatures, MACs, SQN number handling 

· Does not require any modifications to the TLS, PSK-TLS implementations.

· Provides a migration path the next version of SUPL where SUPL INIT messages can be protected using efficient security mechanisms.

DISADVANTAGES OF THIS PROPOSAL:

· Requires additional message flows to be used in NW initiated non-proxy roaming scenarios.

· Requires 5 additional new fields to be included into the SUPL Protocol.  

· Requires additional logic in the SET to differentiate between different NW initiated call flows, i.e. NW initiated non-proxy roaming and other (e.g. proxy roaming) NW initiated call flows.

The proposal does not provide a mandatory DoS protection mechanism to be implemented. However, it provides a migration path for the next version of SUPL where DoS protection could be achieved with further developments on SUPL INIT Protection. Details of these mechanisms are for further study and not included in this contribution.

TIME REQUIRED TO COMPLETE THE PROPOSAL:

If the proposal is agreed in LOC as a working assumption, the following security details are required to be completed with the estimated total time stated.

1. Definition of 5 new additional Fields (3 for SUPL INIT, 1 SUPL POS INIT, 1 SUPL RESPONSE) on the existing SUPL protocol messages 

2. Definition of 2 new additional messages for SUPL protocol 

3. Definition of new fields for RLP protocol to carry key material for V-SLP authentication

4. Key derivation function and Auth_Key_Hint syntax and semantics.

5. Definition of the behaviour for “Early” terminals regarding future security protection mechanism planned for SUPL INIT and SUPL Authentication

6. Writing all (SUPL AD, TS, RLP-TS) CRs

ESTIAMTED TOTAL TIME: 10 DAYS (2 working weeks)

In addition, the following optional features are expected to be developed but they are NOT REQUIRED to be completed for this version of SUPL and the mandatory features will take priority over this work.

1. Re-Play protection mechanisms using SlpSessionID as the counter

2. Definitions for how PSK-TLS key hints need to be defined in order to integrate the future key management schemes with key derivation functions proposed in SUPL

3 Detailed Proposal

Network Initiated call flows in SUPL Specifications presents the following security challenges:

[1] How the SET can verify that malicious parties have not altered the contents of the SUPL INIT message in transit.  

[2] For non-proxy mode roaming scenarios: How the SET can verify that the V-SLC address in the received SUPL_INIT is authorized by the H-SLP at a particular time and a previous SUPL_INIT message is not re-played by malicious V-SLPs to establish unauthorized SUPL sessions with the SET for position tracking. 

[3] For SET or NW initiated non-proxy roaming scenarios: How to authenticate to the V-SLC using PSK-TLS when there is no key management mechanism with roaming support.  

In order to address [2], the SET needs to verify the V-SLC address inside a SUPL INIT message is authentic and is not re-played by a malicious party. This input contribution proposes to establish a secure (PSK-TLS) TCP session with the H-SLP in order to verify that the V-SLC address is authentic and authorized by the H-SLP. The simplified call flows for this solution is described in Figure 1 (for NW initiated non-proxy mode roaming scenario)


Figure 1. Proposed simplified call flow for NW initiated non-proxy mode roaming scenario 

Steps 1,2) H-SLP establishes the correct V-SLC address and the Session ID to be used with the V-SLP. H-SLP stores the SessionID and the V-SLC address for future verification.

Step 3) H-SLP generates a key (Auth_Key) of sufficient size (e.g. 128 bits) to be used by the SET for V-SLC authentication with PSK-TLS and sends it to the V-SLC over a RLP message. This step is required to address security issue [3].

Step 4) H-SLP sends a SUPL INIT message to the SET as described in the current SUPL AD (OMA-AD-SUPL-V1_0-20050203-D). This message contains the V-SLC address, Flags, SessionID,and optional fields KeyID, and MAC. KeyID is used to identify the key to be used to verify the MAC (Message Authentication Code). Terminals that do not support MAC verification MUST ignore these fields if they are present in the SUPL messages. Flags field is a single Boolean variable that is used to differentiate between non-proxy and proxy mode operation. 

If the Flags is set this indicates that the SET MUST initiate non-proxy mode operation

If the Flags is NOT set this indicates that the SET MUST initiate proxy mode operation.

Step 5) After receiving the SUPL INIT message containing the V-SLC address, the SET performs the following:

IF SET supports verification of MACs (NOT MANDATORY for this version of SUPL), it MUST read the KEYID field and find the relevant key to verify the MAC. 

If MAC verification succeeds the SET then considers the SUPL INIT authentic and checks for Re-play protection using the slpSessionID provided in the SUPL INIT. As slpSessionID is monotonically increasing SET can check if the current SlpSessionID is greater than the previously received one. If not then the SET will consider this a re-play attack and will connect H-SLP to verify the SUPL INIT. Please note that future improvements can be done to avoid going back to H-SLP if a mechanism can be developed to correctly differentiate a re-play attack from a SlpSessionID rollover.

If both MAC verification and re-play protection succeeds SET then checks for the value of the Flags inside the SUPL INIT message. If Flags is set then

SET DOES NOT initiate any additional call flows with the H-SLP. SET then derives a Auth_Key based on the HASH of SUPL_INIT, SessionID and the PSK (shared with the H-SLP). This new key is then used with PSK-TLS to authenticate directly to the V-SLP.


If either the MAC verification or re-play protection fails, SET considers this message tampered and decides either to drop the message to provide DoS protection or If Flags is set then

to establish a PSK-TLS session with home to verify the details of the SUPL INIT Message. 

IF SET does NOT support verification of MACs than the SET establishes a PSK-TLS session with the H-SLP.. If Flag is NOT set indicating proxy mode the SET continues its normal operation and the rest of the call flow (6,7,8) is not relevant.

Step 6) The SET sends an AUTH REQ message over the secure TCP connection to the H-SLP containing the HASH of the SUPL INIT message and the relevant Session_ID received as part of the SUPL_INIT. 

Step 7) After receiving the AUTH REQ message the H-SLP checks if the SessionID, and the HASH of SUPL INIT matches the one it computes for this particular session. If a match is found then H-SLP sends an AUTH RESP message to verify that V-SLC address is authorized (not a re-play) and SUPL INIT is not modified. H-SLP also includes the Auth_Key_Hint inside the AUTH RESP message to be used for the V-SLC authentication. If no match is found, the H-SLP responds with an AUTH RESP message indicating to the SET that the V-SLC address is not authorized. This is achieved by including a Flag into the AUTH RESP message.  Please note that the Flag used in this message is different than the one used in the SUPL INIT and only indicates that a particular V-SLC address is authorized or not. The details of the Flag and the HASH function will be specified later. 

Step 8) If a successful AUTH RESP is received from the H-SLP the SET authenticates to the V-SLC using the Auth_Key_Hint to find the master key from which it derives the key to be used. Otherwise SET aborts the current session.

The solution above addresses how authorization, integrity protection for SUPL INIT and key management can be solved in NW initiated non-proxy mode roaming. Following changes are also required to address [1] for other NW initiated call flows:

1) A field needs to be added to the SUPL POS INIT messages sent from the SET to the H-SLP containing the HASH of SUPL INIT received for all NW initiated call flows. In other words regardless of the value of the Flags field in SUPL INIT the SET always performs this procedure. This will ensure that in NW initiated scenarios the H-SLP can verify that SUPL_INIT has not been tampered in transit. If the HASH field included in the SUPL POS INIT does not match the one H-SLP calculates for the SUPL INIT message it has sent then H-SLP aborts the session by sending the relevant error messages to the SET.  

2) In order to address [3] for SET initiated cases an additional field needs to be added to the SUPL RESPONSE message. This field will carry the Auth_Key_Hint to be used for PSK-TLS authentication with the V-SLC. Please note that for SET initiated non-proxy roaming scenarios AUTH REQ and AUTH RESP messages are not used. The call flow described in Figure 1 is only triggered by the SET if Flags is set in the SUPL INIT.

As mentioned in the summary of the contribution, the mechanisms for MAC verification with Re-Play protection are not required to be completed for this version of SUPL. The Authors would like to make sure that the necessary modifications such as addition of new fields to the SUPL INIT is done in SUPL 1.0 so that a successful migration could be achieved for the next version of SUPL. It is also the intention of the authors to provide a working mechanism for MAC verification and Re-Play protection, which will be optional to implement for this version.
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5 Recommendation

Authors kindly ask SEC WGs to adopt the proposal as a working assumption.
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