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1 Reason for Contribution


SEC WG has agreed to progress the SUPL Security Work according to the methodology defined in OMA-SEC-2005-0051-A-Proposal-for-SUPL-Security-Work-Plan-.  Several contributions have been submitted to the SEC WG based on this approach and these contributions are required to be included into a common SUPL security architecture where possible. This contribution intends to summarize the open issues in SUPL security and indicates possible solutions proposed to the SEC WG to address these issues.  
2 Summary of Contribution


Authentication and Key Management:

A principle agreement has been reached to use PSK-TLS for SET to SLP authentication except for Early SUPL terminals where PSK-TLS with the relevant key management techniques cannot be deployed. These terminals will use TLS 1.0 with alternative Authentication mechanisms.

Several Open issues exist on Key Management for PSK-TLS:

1) How to perform key management  for 3GPP2 for non-proxy  scenarios. (A  solution is proposed in OMA-SEC-2005-0060-LATE-Security-for-3GPP2-in-SUPL)
2) How to link the PSK-TLS keys with SET User Subscriptions where GBA Authentication [TS 33.222] can not be used  (Currently no proposal exists)
3) How to generate MAC_KEYs initiated by the SLP instead of the SET (A solution is proposed in OMA-SEC-2005-0061-Problem-of-GBA-NW-Initiated-case-in-SUPL). 
SUPL INIT Protection

Following SUPL INIT protection mechanisms are still open for discussion:

1) 
2) How to ensure that an authentic SUPL INIT message is not being re-played by a malicious party. Failing to protect against re-play attacks could result in unauthorized SUPL sessions to be established with either V-SLPs or H-SLP. (Following solutions are proposed: OMA-SEC-2005-0054R02-Security-for-3GPP-PROXY-mode-in-SUPL, OMA-SEC-2005-0060-LATE-Security-for-3GPP2-in-SUPL)

Migration and Interoperability

As some of the security solutions can not be implemented by all terminals (e.g. Early Terminals), details of how different types of terminals can co-exist in a given SUPL deployment needs to be addressed. In addition, if some of the security features envisaged for SUPL 1.0 cannot be realized, migration issues from SUPL 1.0 to future versions of SUPL may need to be investigated. (A solution is proposed in OMA-SEC-2005-0054R02-Security-for-3GPP-PROXY-mode-in-SUPL)
Provisioning of the H-SLP Address in SETs

H-SLP’s address is required to be provisioned in the SET to realize SET initiated scenarios as defined in the SUPL AD. However, H-SLP address is also required to securely operate some NW initiated SUPL scenarios as agreed in OMA-SEC-2005-0042R03-A-Proposal-for-SUPL-Security-Architecture.  (A solution is proposed in OMA-SEC-2005-0054R02-Security-for-3GPP-PROXY-mode-in-SUPL)
Mandatory PSK-TLS cipher suites to be used with SUPL implementations

Currently PSK-TLS is proposed to provide confidentiality protection for SUPL. However, there are currently no agreed PSK-TLS cipher suites defined in the current SUPL AD.  
3 Detailed Proposal

N/A
















4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 For information only.
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