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1 Reason for Contribution

SEC WG is currently working on several security solutions for SUPL enabler. There are mainly two Input contributions (OMA-SEC-2005-0027R02-Security-Model-in-SUPL, OMA-SEC-2005-0042R01-A-Proposal-for-SUPL-Security-Architecture), which reflect the most up to date security solutions for SUPL. LOC WG has agreed (OMA-LOC-2005-0167-LATE-SUPL-Progress-Adopt-LOC0162) to progress the security work in the direction proposed by OMA-SEC-2005-0042R01-A-Proposal-for-SUPL-Security-Architecture. 

Author’s believe that the current Input Contributions submitted to SEC WG alone are not sufficient to complete the current SUPL TS and SUPL AD in time for the next face-to-face meeting in Singapore unless a new methodology is adopted. This contribution proposes a new work plan to be adopted by SEC WG to produce and agree on the necessary CRs to update the security sections of relevant sections of SUPL specs.  

2 Summary of Contribution

The main principle proposed in this contribution is to partition the security work required in order to avoid complex CRs that would address all aspects of SUPL. 

Historically such complex and comprehensive CRs to address SUPL security proved to be very time consuming and difficult to agree in SEC WG. This is mainly due to the fact that different modes of SUPL operation (NON-PROXY and PROXY) require different security features and a single solution cannot be easily found/agreed for both use cases. 

In addition to modes of operation of SUPL, several aspects of the security model needs to be implemented differently for 3GPP and 3GPP2 implementations. 

Therefore, a security solution needs to address all these issues. Authors believe that one feasible way to achieve this is to divide the security work (CRs) into partitions as described in the detailed proposal (see Section 3) and address each of these partitions in parallel by contributions from the interested companies. Once individual CRs are agreed then the overall security architecture can be constructed into a single CR to be agreed by LOC. If some CRs can not be agreed and creating gaps in the security architecture then these CRs will be sent to LOC WG directly and decisions need to be made by the LOC WG.  

It is expected that this methodology will provide complete solutions for particular SUPL use cases for particular deployment scenarios without risking the overall enabler to be further delayed due to disagreements on certain aspects of the security model and its implications on the SUPL specs. 

3 Detailed Proposal

The proposed work plan can be summarized as follows:

1) Identify/agree which security mechanisms are required to be completed urgently based on OMA-SEC-2005-0042R01-A-Proposal-for-SUPL-Security-Architecture & OMA-SEC-2005-0027R02-Security-Model-in-SUPL):

a. Authentication between SET and SLPs

b. Key Management to support Authentication.

c. Protection for SUPL INIT (integrity, re-play,etc)

d. Authorization of H-SLP, i.e. Provisioning of H-SLP address in SETs

e. Provide the migration path to the next version of SUPL.

2) Identify how the security mechanisms in Step 1 will be implemented for:

a. PROXY use cases

b. NON-PROXY use cases

In cases where a particular security solution is common to both non-proxy and proxy modes then a single CR is expected to be produced and approved. However, if competing solutions emerge for the same solution then the SEC WG should decide which CRs are to be approved. 

3) Identify how the implementations defined in Step 2 can be implemented for 3GPP and 3GPP2 based deployments of SUPL. Please note that it is expected that only some aspects of the security architecture would be different between the 3GPP and 3GPP2 deployments. One such example would be the key management. The principle behind this separation is to be able to get agreements between companies that are interested on a particular deployment scenario (3GPP or 3GPP2) to agree on the relevant CRs quickly without waiting for CRs that would address a particular type of deployment which the CRs might not be ready on time.

4) Submit and agree CRs that are grouped according to Steps 2 and 3. In other words, submit individual CRs to address a particular security problem for a particular implementation of SUPL. 

Based on the information above the following four partitions will emerge:

[1]PROXY-3GPP, [2] NON-PROXY-3GPP2, [3] PROXY-3GPP2, [4] NON-PROXY-3GPP

Once a number of individual CR’s belonging to their partitions are agreed then the overall security architecture can be constructed based on these CRs and submitted to the LOC group as a single CR containing the overall security architecture. 

In addition, each company participating in SEC WG would have the opportunity to work on CRs (partitions) that are of interest and would not be required to work on all aspects of the security architecture. Please note that it is still required to agree on a WG level on individual CRs that are presented.  However, author’s believe that agreements on more focused CRs would be easier to achieve. 

Although undesired, in the unlikely scenario that some CRs cannot be agreed in the SEC WG therefore preventing a complete security model establishment. It will be possible for the agreed CRs to be submitted to LOC WG for approval alongside with the other CRs that an agreement cannot be reached. This will defer the decisions to LOC to agree/disagree on these CRs considering LOC time scales and functionality requirements.

The intention of the security group would be to complete all the partitions. However as this cannot be guaranteed, at least partitions that have been completed would be incorporated into the SUPL spec without further delay. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to adopt this methodology as a working assumption.
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