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1 Reason for Contribution

This contribution is to propose one of methods to share a secret between the SLP and the SET for Network initiated non-proxy mode roaming scenario. A shared key is required for the H-SLP and the SET to use Message Authentication Code (MAC) for SUPL_INIT message. This proposal offers an authentication and a key management procedure based on the 3GPP GBA bootstrapping usage procedure. Because the 3GPP GBA bootstrapping usage procedure can only be triggered by the SET, one additional message should be introduced in the current SUPL message flow. Also, this procedure is able to be extended into several other use cases.
2 Summary of Contribution

An authentication and key management procedure must be performed previously for the protection of SUPL_INIT message in SUPL network initiated case. SUPL can use 3GPP GBA bootstrapping usage procedure [1] as one method for the authentication and key management between the SLP and the SET. This procedure accomplishes before establishment of PSK-TLS and must share the symmetric key. This contribution proposes the method to accomplish that procedure through an addition of the SUPL message. Also, 3GPP GBA solution can be used for an authentication and key management between the V-SPC and the SET.

Overall procedure about this contribution is as follows.
· The H-SLP informs the SET that will start the authentication and the key management procedure by added triggering message (Authentication Request).

· The SET begins a 3GPP GBA bootstrapping usage procedure [1]. The SLP and the SET can trust each other by mutual authentication and share a symmetric key through this procedure.
· The H-SLP can deliver protected SUPL_INIT message by the MAC.

· It is available that the SET can share a key with the V-SPC by the 3GPP GBA bootstrapping usage procedure.

3 Detailed Proposal

The message flow of following Figure.1 is based on the procedure of the OMA-SEC-2005-0042R01-A-Proposal-for-SUPL-Security-Architecture [2]. This contribution was agreed during LOC WG teleconference call at Mar. 24, 2005.
3.1 Assumption

Following assumptions are given to implement the flows in Figure 1.

· Use the MAC for integrity check and replay protection between the SLP and the SET.

· Use a 3GPP GBA solution for the authentication and the key management [1].

· The Ks (symmetric key) and a Bootstrapping Identification (B-TID) has already shared between the Bootstrapping Function (BSF) and the SET. The BSF knows only the profile of the SET.

· Can derive the MAC key and the PSK for TLS session establishment from Ks_NAF which came out to the result of GBA bootstrapping usage procedure.
· Need an additional message from the H-SLP to the SET for using of 3GPP GBA bootstrapping usage procedure because currently it can be only triggered by the SET.
3.2 Authentication and Key management

This procedure refers to the large-violet box with dotted line in Figure 1.

· The network initiated case requires mutual authentication between the SET and the SLP (H-SLP or V-SPC) using 3GPP GBA solution.
· This procedure runs by the demand of the SET with triggering message. [Step C]

· The SET and the SLP generates the Ks_NAF (Ks_H-SLP or Ks_V-SPC which is the symmetric key) using the Key Derivation Function (KDF) in 3GPP GBA. [Step G in the BSF, Step F in the SET ]

·  The SET requests an authentication to the SLP through Application Request message which contains the B-TID and the MAC. [Step F]

· The SLP requests an authentication to the BSF through Authentication Request message that contains the B-TID and the SLP host name. The interface between the BSF and the SLP is secure under Diameter protocol. The SET is authenticated by the BSF through SLP host name which is stored in authenticated SLP list of the BSF. [Step G]

· If the authentication is passed, the BSF sends a Ks_NAF, Profile of the SET and Key lifetime. Upon receiving the Ks_NAF, SLP verifies the MAC value of Application Request message. If this process succeeds, the SLP considers the SET is authenticated. The SLP sets it as a shared key (Ks_NAF).
[Step H]

· The SLP sends a result of the authentication. The SET confirms the secret with the SLP. [Step I]

3.3 Detail procedure for Network Initiated case
The SET is authenticated to the H-SLP and shares a symmetric key with the H-SLP through the steps from D) to I).

The following scenarios would be considered for Network Initiated non-proxy mode roaming in SUPL.
A. The H-SLP allocates a session-id for the SUPL session and decides that the V-SPC will provide assistance data or perform the position calculation. The H-SLP sends an RLP SSRLIR to the V-SLC to inform the V-SLC that the target SET will initiate a SUPL positioning procedure.

B. The V-SLC acknowledges that V-SPC is ready to initiate a SUPL positioning procedure with an RLP SSRLIA back to the H-SLP. The message includes the address of the V-SPC.
C. The H-SLP generates a key (Auth_Key) of sufficient size (e.g. 128 bits) to be used by the SET for V-SLC authentication with PSK-TLS and sends it to the V-SLC over a RLP message. This step is required to address security issue.

D. The H-SLP informs the SET that it requests an execution of 3GPP GBA bootstrapping usage procedure.
E. When the SET receives the Authentication Request message, it will establish a data connection with the H-SLP.
F. The SET begins an authentication and a key management procedure with the H-SLP. Steps from F) to I) are based on the 3GPP GBA bootstrapping usage procedure [2].
· The SET generates the Ks_H-SLP by using the KDF. The input values to KDF are Ks and the concatenation of the ASCII string "gba-me", RAND, IMPI and H-SLP_Id. H-SLP_Id consists of the full DNS name of the NAF.
· Ks_H-SLP = KDF( Ks, "gba-me" || RAND || IMPI || H-SLP_Id ).

· The SET sends the B-TID and the MAC. This MAC is calculated by the Ks_H-SLP.

G. Upon receiving the B-TID from the SET, the SLP requests an authentication to the BSF. This message contains the B-TID and the H-SLP host name.

H. If the B-TID from the SLP is found in the BSF, it is sent to the H-SLP.
I. Upon receiving the Ks_H-SLP, the H-SLP verifies the MAC value of Application Request message in Step E. If this process succeeds, the H-SLP considers the SET is authenticated.
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Figure 1. Message flows for NW Initiated non-proxy mode roaming scenario
J. The H-SLP sends a SUPL_INIT message to the SET as described in the OMA-SEC-2005-0042R01 [2]. This message contains the session-id, V-SPC address, posMethod, notification, Qop, KeyID and MAC. KeyID is used to identify the key to be used to verify the MAC.
K. The SET establishes a PSK-TLS session with the H-SLP.
L. The SET sends an AUTH_REQ message over the secure TCP connection to the H-SLP containing the HASH of the SUPL INIT message and the relevant Session_ID received as part of the SUPL_INIT.
M. After receiving the AUTH_REQ message the H-SLP checks if the session-id, and the HASH of SUPL INIT matches the one it computes for this particular session. If a match is found then H-SLP sends an AUTH_RESP message to verify that V-SPC address is authorized (not a re-play) and SUPL INIT is not modified. H-SLP also includes the Auth_Key inside the AUTH_RESP message to be used for the V-SLC authentication.
N. The TLS session MAY end between the H-SLP and the SET.
O. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection.

P. The SET establishes a PSK-TLS session with the V-SPC.
Q. The SET will evaluate the Notification rules and follow the appropriate actions. The SET establishes a data connection to the V-SPC according to the address received in step H and sends a SUPL POS INIT message to start a SUPL positioning session with the V-SPC. The SUPL POS INIT message contains at least session-id, the SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods and associated positioning protocols. The SET MAY optionally provide NMR specific for the radio technology being used. The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and V-SPC. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT. The V-SPC informs the V-SLC that the positioning procedure is started.

R. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the V-SPC SHALL determine the posmethod. If required for the posmethod, the V-SPC SHALL use the supported positioning protocol from the SUPL POS INIT message.
The SET and the V-SPC MAY exchange several successive positioning procedure messages.

S. Once the position calculation is complete the V-SPC sends a SUPL END message to the SET informing it that no further positioning procedure will be started and that the positioning session is finished. The SET SHALL release all resources related to this session.
T. The TLS session MAY end between the V-SPC and the SET

U. The V-SPC informs the V-SLC that the positioning procedure is completed and returns the position result. The V-SPC SHALL release all resources related to this session.
V. The V-SLC sends a RLP SSRP to the H-SLP carrying the position result. The V-SLC SHALL release all resources related to this session.
3.4 Authentication and key management between the V-SPC and the SET.
Also, 3GPP GBA bootstrapping usage procedure can be used for authentication and sharing a symmetric key between the V-SPC and the SET in non-proxy-mode roaming case as given in Figure 2. All steps from D) to K) are the same as ones in Figure 1.

The SET is authenticated to the V-SPC and shares a symmetric key with the V-SPC through the steps from L) to M).

L. The SET begins an authentication and a key management procedure with the V-SPC. Steps from L) to O) are based on the 3GPP GBA bootstrapping usage procedure [1].

· The SET generates the Ks_V-SPC by using the KDF. The input values to KDF are Ks and the concatenation of the ASCII string "gba-me", RAND, IMPI and V-SPC_Id. V-SPC_Id consists of the full DNS name of the NAF.
· Ks_V-SPC = KDF( Ks, "gba-me" || RAND || IMPI || V-SPC _Id ).

· The SET sends the B-TID and the MAC. This MAC is calculated by the Ks_V-SPC.

M. Upon receiving the B-TID from the SET, the V-SPC requests an authentication to the BSF. This message contains the B-TID and the V-SPC host name.

N. If the B-TID from the V-SPC is found in the BSF, it is sent to the V-SPC.
O. Upon receiving the Ks_V-SPC, the V-SPC verifies the MAC value of Application Request message in Step L. If this process succeeds, the V-SPC considers the SET is authenticated.
From P) to V), the flows and descriptions are the same as ones in Figure 1. 
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Figure 2. Message flows for NW Initiated non-proxy mode roaming scenario contains authentication and key management between the V-SPC and the SET.
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5 Recommendation

Authors kindly ask SEC WG to discuss and adopt the use of a key distribution procedure when the SET is roaming in the non-proxy mode with the V-SPC in the Network initiated case.
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