Doc#OMA-OMA-SEC-2005- 0057R01-Confidentiality-for-Scenarios-Non-Supporting-GBA-with-PKS-TLS-in-3GPP-Proxy-Mode-SUPL
Input Contribution
Doc#[image: image1.jpg]"sOMaQa

Open Mobile Alliance



OMA-SEC-2005-0057R01-Confidentiality-for-Scenarios-Non-Supporting-GBA-with-PKS-TLS-in-3GPP-Proxy-Mode-SUPL
Input Contribution

Input Contribution

	Title:
	Confidentiality for Scenarios Non-Supporting GBA with PSK-TLS in 3GPP proxy-mode SUPL
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA SEC

	Submission Date:
	<5 April 2005>

	Source:
	LIU Fei, China Mobile, liufei@chinamobile.com 

HU Zhiyuan, Alcatel, zhiyuan.hu@alcatel-sbell.com.cn

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	 
	


1 Reason for Contribution

In document 0054 (OMA-SEC-2005-0054-Security-for-3GPP-PROXY-mode-in-SUPL), authentication and authorization between the H-SLP and the SET are discussed for scenarios both supporting and non-supporting GBA with PSK-TLS in 3GPP proxy-mode SUPL. In scenarios supporting GBA with PSK-TLS, confidentiality between the H-SLP and the SET also can be achieved using session key obtained after executing GBA mechanism. However, confidentiality in scenarios non-supporting GBA with PSK-TLS is not mentioned in this document and other documents submitted before.
In section 7.3 of current AD (SUPL AD-OMA-AD-SUPL-V1_0-20050310-D), authentication and authorization are detailed with call flows. Confidentiality is also very important. However, confidentiality was described in brief.
This contribution is to propose a feasible confidentiality solution between the H-SLP and the SET for scenarios non-supporting GBA with PSK-TLS in 3GPP proxy-mode SUPL. This solution can also be referred in other scenarios, such as 3GPP2 non-proxy-mode SUPL.
2 Summary of Contribution
-

3 Detailed Proposal
3.1 Confidentiality

In scenarios non-supporting GBA with PSK-TLS in 3GPP proxy-mode SUPL, the SET SHALL authentication the H-SLP using TLS 1.0 or other alternative authentication mechanisms.
Confidentiality between the H-SLP and the SET can be implemented orderly as following steps:

1) The SET authenticates the H-SLP using TLS 1.0 or other authentication mechanisms
2) The SET generates a random
3) The SET sends H-SLP this random after encrypted by the public key of H-SLP
4) H-SLP obtains this random after decrypted by its corresponding private key
Above implementation requires the SET having a public key of H-SLP.

After that, message confidentiality between the H-SLP and the SET can be guaranteed by using a session key – the random generated by the SET.

3.2 Requirements
1) This confidentiality solution requires the Target SET:
a) SHALL provision at least one certificate of its H-SLP

·  If the SET has only one certificate of its H-SLP, the public key in this certificate is used both for certificate verification and encrypting random generated by the SET

· If the SET has a certificate and a public of its H-SLP, the certificate is used for certificate verification, and the public key is used for encrypting random generated by the SET

· If the SET has two certificates of its H-SLP, one certificate is used for certificate verification, and the other one is used for encrypting random generated by the SET

b) SHALL be capable to generate random
c) SHALL be capable to execute de/encryption related algorithms
2) This confidentiality solution also requires the H-SLP:
a) SHALL be capable to execute de/encryption related algorithms

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

1) Authors suggest confidentiality should be detailed in section 7.3 of current AD (SUPL AD-OMA-AD-SUPL-V1_0-20050310-D). 
2) Authors ask SEC to agree and incorporate it into SUPL security in 3GPP proxy mode as an optional method.
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