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1 Reason for Contribution

SEC WG has agreed to progress the Common Security Enablers work using the methodology described in OMA-SEC-2005-0041-A-Methodology-for-Developing-Common-Security-Enablers. The first step proposed in this contribution was to collect requirements from the existing OMA Enablers either completed or close to completion. The SEC WG would also include additional requirements to these collected requirements. This contribution intends to describe a particular methodology to achieve a common security enabler by generalising an existing security solution that has been developed in the SEC WG. This approach would address the requirements that have been agreed by an existing enabler which would be likely to be shared with a wide range of OMA enablers.
2 Summary of Contribution

OMA currently has several enablers that are either completed or close to completion which can be used to as an input for common security enablers requirements. Majority of the security requirement documents (RD) of OMA Enablers only specify generic security services such as Authentication, Confidentiality and Integrity protection. However in reality several other security services are used in the actual implementation of these enablers depending on the technologies chosen. The ARCH WG has also suggested the following security services to be considered for this common security enablers WI in OMA-ARC-2005-0108-AnswersToSEC:

· authentication

· authorization

· data exchange confidentiality

· data exchange integrity

· non repudiation

· replace attack countermeasures

· intrusion detection

Author’s believe that requirements collection should include more information than specification of which security services to be deployed by the OMA enablers. A more pragmatic approach would be to collect requirements on how a particular security service such as authentication should be implemented in order to solve particular deployment models. The rest of the contribution proposes a particular methodology to realize these requirements by generalizing existing security architectures that has been previously developed in OMA.  

3 Detailed Proposal

Security Services are generally grouped into the following categories (the list can easily be extended):

· Authentication

· Confidentiality Protection

· Integrity Protection

· Authorization

· Re-play Protection

· Non-Repudiation

· DoS Protection

Although each of these services provide different functionality to an enabler, in reality dependencies between these services prevent these services to be implemented in isolation. For instance confidentiality and integrity protection of a particular communication could not be achieved in reality (except for anonymous links) without authenticating each end of the communication.  Similarly Non-Repudiation service requires the authentication of at least one entity. Re-play protection cannot be deployed without data integrity protection. 

Author’s propose that SEC WG should consider the recently developed security architecture for SUPL (Secure User Plane Location) protocol in the LOC WG as the first deployment model for a generic security enabler. SUPL Security model provides a set of the security services that could be re-used by other enablers that use a similar deployment model as SUPL.  The Security Services Provided by SUPL are as follows:

· Authentication between a terminal and an Application Server that might reside in the home or visited administrative domain.

· Confidentiality and Data Integrity protection between a terminal and an Application server

· Re-Play protection for messages sent between a terminal and an Application server

· Authorization of an application server that resides in home or visited administrative domains.

· Key management mechanism for terminal roaming between a home and a visited administrative domain.

· Authentication and replay protection for application triggers sent by an application server via PUSH technologies.

As it can be seen above, the security architecture developed for SUPL protocol can be developed into a more generic security enabler with the relevant open interfaces defined in the OSE (OMA Service Environment) model. Author’s propose to perform such a generalisation of the SUPL Security architecture as an input to the common security enablers activity. Please note that enhancements to the SUPL model should also be possible during the generalisation process. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Author’s kindly ask SEC WG to adopt this proposal as a working assumption to be used in the development of the Security Common Functions Work Item. 
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