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Alternative Approach for the SCWS: Multiple Port Tunneling

This paper describes an enhanced way for implementing the gateway for the SCWS (Smart Card Web Server) as proposed by OMA.

Source: G&D

1 Concept

The card opens a BIP connection to the Gateway on the terminal. This connection is used to tunnel one or more TCP ports from the Gateway to the card. In addition, the connection carries the control information required to open and close ports. Thus the card can make available services to a client on any TCP server ports.

The same concept can be used with a TCP connection via BIP and GPRS/3G Packet Service to a remote Gateway located in the internet. This gateway will act as a proxy for the UICC and make TCP ports available to clients in the internet without the card implementing a TCP stack by itself.
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2 Structure of data sent through the tunnel

Data is sent through the tunnel TLV encapsulated. The tag identifies the connection. One tag is allocated to the control connection. (Or two tags to distinguish between Card and Gateway initiated control messages.)

The following control actions are defined:

· Open port: Sent from Card to Gateway. Requests the Gateway to open a port with the given port number and listen to it. A parameter defining the maximum amount of simultaneous connections to this port is included.

· Close port: Sent from Card to Gateway. Requests the Gateway to close the port with the given port number.

· Acknowledgement: Sent from Gateway to Card. Response from Gateway to Open or Close port reporting success or failure.

· Incoming connection: Sent from Gateway to Card. Indicates that a client has connected to an open port. The gateway allocated a connection tag that will be used for data exchange on the connection. Client information (IP address, etc.) is reported to the card.

· Close connection: Sent from either the Card or the Gateway: Indication that the connection was closed by the client or it shall be closed by the gateway.

As long as a tag is assigned to a connection, both entities can send TLV encapsulated data using this tag. The value field contains the raw data that is sent on the TCP connection between the Gateway and the Client.

3 Tunnel Parameters

The OPEN CHANNEL shall be used to set up the tunnel.

For connection to the remote gateway, the following parameters need to be provided:

· Bearer description: GPRS or 3G packet data

· Network Access Name

· Transport protocol type: TCP

· Port number: assignment of a private destination port number (range 49152 through 65535) for connecting to the gateway is proposed

· IP address of gateway

In an analogous way, these parameters can be used to connect to the local gateway. IP address 127.0.0.1 can be used to identify the local connection.

4 Addressing

It is proposed to address the UICC with a domain name that includes a sub-domain starting with "uicc.". In case of the local gateway for the SCWS this could be:


uicc.localhost

This avoids conflicts with what is used today on the raw localhost address.

In a scenario with a remote gateway, a scheme comprised of the phone number and the operator could be used:


uicc.01783134474.eplus.de

These schemes allow all ports to be used as they are standardised today for the internet.

5 Options

· It would be possible to extend the tunnel to also carry client connections from the card.
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