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1 Reason for Contribution

SEC WG agreed in the Singapore meeting to start working on the development of the architecture for the Common Security Functions. This contribution proposes an architecture mainly based on the security model developed for the SUPL (Secure User Plane Location) protocol. 

This proposal is expected to go through various revisions to become the final architecture document (AD) to be delivered as part of the Common Security Enablers WI in the SEC WG. 
2 Summary of Contribution

This contribution describes a security architecture for OMA Enablers that are based on a client server operational model and use TCP as the underlying transport protocol. OMA Enablers to be secured can be located either in the home network of the mobile terminal or in a visited network in the case of roaming. Furthermore, the security model supports both network initiated and terminal initiated operations of the OMA Enabler. 
This version is the initial draft of the Architecture document which does not generally contain any detailed specifications but provides an overview of the security architecture to be specified. Remaining details are expected to be completed once the overall approach is agreed in the SEC WG.  This document is also expected to form the skeleton of the AD providing the necessary section headings to be included in the final document.
3 Detailed Proposal

3.1 Scope
Common Security Functions Architecture (CSFA) provides a security model for OMA Enablers that are based on a Client Server Operational Model. This operational model requires a client (e.g. Mobile Terminal) requesting services from an application server. In the OMA context, a client is a mobile terminal and an application server is likely to be the part of an OMA Enabler such as location servers, charging elements, etc that resides in a fixed network.  The architecture in this document does not cover enablers based on other models such as peer to peer.  

Current version of CSFA is only designed to provide security functions to OMA Enablers that use TCP as the transport protocol. OMA Enablers that are based on UDP and others are not covered by this version of the CSFA.
CSFA also provides roaming support for OMA enablers that may require the mobile terminals to make use of the enablers located in a visited network.
Both Network and Mobile Terminal initiated operations of OMA Enablers are supported by the current version of the CSFA. 

3.2 Overview of the Architecture
CSFA consists of architectural elements and interfaces between these elements. Detailed specifications of the architecture can be found in the Architecture section of this document. This section only provides a general overview.  Figure 1. illustrates the architectural elements and related interfaces defined for CSFA

Current version of CSFA defines the following architectural elements to operate:

· Mobile Terminal (MT): This element is defined as the mobile equipment which the user interacts with the OMA Enabler through a user interface (UI). A mobile terminal usually includes a removable security token such as a (U)SIM/R-UIM. However, CSFA also supports mobile terminals without a removable security token provided that user’s credentials are stored securely in the terminal.
· OMA Security Gateway (OSG): This element provides security services such as authentication, encryption and integrity protection for OMA enablers that make use of the CSFA. OSG can be fully integrated into the enabler itself or it can deployed as a separate entity that can provide services to a number of enablers that can be reached via an OSG.
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Key Management Centre (KMC): This element provides the necessary key material to the OSG. KMC can also be integrated into the OSG. This version of CSFA only defines a KMC based on 3GPP GBA [GBA] if it is not integrated into the OSG. 

Figure 1. Overview of the CSFA (Home Network Deployment)
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Figure 2 CSFA with Home and Visited Network Deployment
The following interfaces are defined between the architectural elements in the CSFA:
· IM: This interface connects a MT to an OSG. Currently CSFA only supports TCP as the transport protocol for IM.  Security services for this interface is implemented at the transport layer. OMA Enablers that can use TCP as a transport can implement IM to provide security for the enabler protocol provided that the protocol operates in a client server model. This interface is defined in the Architecture section of this document.
· IG: This interface connects an OSG to another OSG. This interface is required for roaming support where the MT connects to an OMA Enabler in a visited network via the home OSG. Currently CSFA only supports TCP as the transport protocol for IG. This interface is defined in the Architecture section of this document.

· IE: This interface connects an OSG to an OMA Enabler in cases where the OSG is not fully integrated into the OMA Enabler. This interface is not fully defined in this document as each OMA Enabler can implement  IE based on the enabler specific protocols. This document only provides the requirements for this interface in order to securely connect an OSG into an OMA enabler.
· IK: This interface connects an OSG to a KMC in cases where the OSG is not fully integrated with a KMC. This version of CSFA only defines a 3GPP GBA based IK. A variant of IK, IK’ is defined for cases where the visited OSG connects to the home KMC directly. This interface is defined in the Architecture section of this document.
3.3 Enabler Protocol Requirements

Following requirements are defined for any OMA Enabler deployments that implement this version of the CSFA to secure its operations.
· The Enabler protocol MUST be based on the TCP protocol

· The Enabler protocol MUST operate in a Client-Server model.

· The Enabler protocol MUST provide a unique identifier for the Mobile Terminal

· The Enabler protocol MUST provide a unique Session ID for each session initiated by the MT towards the enabler.
Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
3.4 Security Services Provided
Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
3.4.1 Authentication

Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.

Mutual authentication MUST be provided for the following interfaces defined in the CSFA.
 IM: TLS [TLS] MUST be used to authenticate the OSG to the MT. Authentication of the OSG can be provided either by a TLS public key certificate or with a shared key using PSK-TLS [PSK-TLS].  

OSGs MUST authenticate MTs using one of the following methods:
· HTTP Digest [HTTP Digest]
· PSK-TLS
· TLS Client Certificates

In order to ensure interoperability OSGs and MTs MUST support at least PSK-TLS mechanism.
IG : TLS [TLS] MUST be supported to authenticate OSGs (home and visited) to each other. Mutual authentication based on public key certificates MUST be supported. OSGs MAY also use an authenticated IPsec [IPsec] connection to secure the IG interface. Details of the IPsec profile for this interface is outside the scope of CSFA.
IK: Mutual Authentication MUST be provided over this interface. In cases where IK corresponds to 3GPP GBA, security features defined in TS 33.220 [GBA] MUST be used. In other deployment scenarios mutual authentication using TLS with public key certificates MUST be supported.
Authentication over the IM interface
This section will include the detailed call flows of how the mutual authentication between the MT and the OSG (Home or Visited)
Authentication over the IG interface
This section will include the detailed call flows of how the mutual authentication between the Home and the Visited OSG (Home or Visited).
3.6.1.1 Authentication over the IK interface
This section will include the detailed call flows of how the mutual authentication between the KMC and OSG (Home or Visited).
3.4.2 Authorization 

Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
Authorization in the CSFA can either be provided by secure provisioning of OMA Enabler credentials in the MT or by implicit means by the home network operator through mutual authentication of MTs and OSGs. 
If authorization is provided by secure provisioning then MTs MUST support OMA DM v1.2 [REF] for secure provisioning of the CSFA security credentials. A DM management object (MO) for CSFA MUST at least contain the FQDN of the OSG address. The FQDN of the OSG provisioned in the MT MUST match the FQDN of the TLS Server Certificate of the OSG to be authenticated by the MT. Other Enabler specific MOs MAY also be required to support by the MT depending on the OMA enabler protected by the OSG. Details of the CSFA MO can be found in the relevant CSFA specifications [REF]
Authorization to use the particular OMA Enabler protected MUST be provided by the Home Network. Authorization of a particular OMA Enabler SHOULD be provided implicitly through the key management mechanism provided by the CSFA. A MT will only be considered authorized to use a particular enabler either in the Home or in the Visited Network if it has been provided with the correct authentication keys to be used for that particular OMA Enabler at a particular time. Please see the details of the Key Management Section of this document for further information. 
A successful mutual authentication with the OSG (Visited or Home) with the OMA Enabler specific keys is considered to be an authorization to use the OMA Enabler. OSGs MUST check MTs authorisation to use the OMA Enabler before providing the MT with the relevant authentication keys. CSFA MUST also provide the necessary key revocation mechanisms to revoke previously established keys in order to revoke authorization to use a particular OMA Enabler.  
3.4.3 Confidentiality and Integrity Protection 

Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
Confidentiality and data integrity protection MUST be provided by TLS over the IM, IG . IK interface SHOULD support confidentiality and integrity protection using TLS.  The TLS implementation shall conform to RFC 2246 [TLS] with the following clarifications:
MTs SHALL implement:

· TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES]. 

· TLS_RSA_WITH_NULL_SHA

For MT implementations that prefer additional cipher suites MTs SHOULD implement:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA.
The following cipher suites SHALL be implemented by OSGs/KMCs:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA 

· TLS_RSA_WITH_AES_128_CBC_SHA
For OSG implementations that prefer to support NULL encryption OSGs MAY implement

· TLS_RSA_WITH_NULL_SHA. 
Please note that the use of TLS_RSA_WITH_NULL_SHA is not recommended, as it does not provide any confidentiality protection. However, it still provides authentication and integrity protection.

The WAP Certificate profile [WAP-219-TLS] of TLS SHALL be supported for OSGs/KMCs and MTs.

PSK-TLS implementations SHALL conform to PSK-TLS, [PSK-TLS]

3.4.4 Re-Play Protection

Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
Replay protection SHOULD be implemented both on the OSG and the MT. A CSFA implementation MUST support at least the OSG based re-play protection. If Denial-of-Service protection is required MT based re-play protection MUST also be implemented.
3.4.5 Denial-of-Service Protection

Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
IMPORTANT NOTE: This version of  the CSFA DOES NOT PROVIDE ANY MANDATORY Denial of Service (DoS) Protection mechanism. Implementers of SCFA MUST consider the Denial of Service requirements of an OMA enabler before realizing it with the CSFA.
3.5 Key Management
Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
Key management for this version of CSFA supports 3GPP based GBA and an alternative key management mechanism where a set of keys are shared directly between a Home OSG and a MT. Details of the key management procedures can be found in this section.
3.5.1 GBA Based Key Management

Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
This section includes the details of GBA based key management based on the 3GPP GBA [GBA] specification. In the CSFA architecture OSGs will correspond to a NAF (Network Application Function) in the GBA architecture and the KMC will correspond to the BSF (Bootstrapping Server Function) in the GBA architecure.
3.5.2 Alternative Key Management

Alternative key management mechanism MAY be used when GBA based key management can not be used by the MT and the KMC. 
If the MT supports GBA based key management it MUST always try to establish keys for authentication using the GBA mechanisms. In cases where the home network does not support GBA provisioning, keys MUST be provided by the home network via alternative means such as over the air (OTA) provisioning or pre-installation of keys to the MT. Details of the provisioning method is outside the scope of the CSFA specification. However, if security credentials are provisioned using alternative key management mechanisms than the keys provisioned MUST be identified using the naming conventions defined in the CSFA Specification.
Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
3.6 Architecture

Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
Details of the architectural elements and interfaces of CSFA can be found in this section.  
3.6.1 Functional Elements
3.6.1.2 Mobile Terminal (MT)
3.6.1.3 Mobile terminal provides the following functionality:
· Provides the Security Agents that interfaces with the OSG. A security agent is a software/hardware based entity that implements the CSFA security functionality in the MT.
· Interfaces with the removable security tokens such as (U)SIM in 3GPP deployments. MAY interface with R-UIM in 3GPP2 deployments. 
· Provides the Security Agent with the necessary key material to perform security services.
· Provides a secure storage (e.g. non-volatile memory) for security credentials such as key materials to be used for CSFA operations.
· Performs the following security services (Authentication, Authorization, Confidentiality and Integrity Protection) MAY provide Denial of Service (DoS) protection.
· Can communicate directly with the Home Network. It can communicate with visited network’s OMA enablers directly or indirectly via the Home OSG. 
Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
3.6.1.4 OMA Security Gateway (OSG)
OMA Security Gateway provides the following functionality:
· Provides all the security services defined in the CSFA (Authentication, Authorization, Confidentiality and Integrity Protection, Replay Protection) to OMA enablers that are connected to it. It MAY provide DoS protection.

· Interfaces with the Key Management Centre (KMC)
· Can secure communication channels between its counterparts in the home/visited network.
3.6.1.5 Key Management Centre (KMC)
Key Management Centre provides the following functionality:

· Provides the key management support to the OSG (Home and Visited). 
· Provides key management to the MT in case of 3GPP GBA implementations

3.6.2 Interfaces
Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
3.6.1.6 IM
3.6.1.7 IG
3.6.1.8 IK
3.6.1.9 IE

3.7 Secure Triggers for CSFA
Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
CSFA operations can be triggered via the MT. Alternatively a CSFA operation can be triggered by an OMA enabler via the OSG. OSG initiated triggers requires additional security mechanisms. The following two sections describe how MT and OSG based triggers can be implemented for OMA Enablers using CSFA.
3.7.1 MT initiated CSFA operations

3.7.2 OSG initiated CSFA operations

3.7.3 CSFA Deployment Options

Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
This version of CSFA allows MTs to securely access OMA Enablers in the visited networks either via the Home OSGs or directly via the visited OSG.  The particular deployment of CSFA may depend on the specific operational requirements of the OMA Enabler as well as the underlying the IP transport model. 
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CSFA Home Network Only Architecture 
In the case of Home Network deployments MT only communicates with the OSG over the IM interface. 
Figure 3. CSFA Home Network Deployment
3.7.5 It must be noted that in the cases where GBA is used for key management MT will also have additional interfaces to the KMC (BSF in GBA). This interface is defined in 3GPP specifications and it is outside the scope of CSFA. 
3.8 CSFA Roaming Network Architecture 

In the case of direct visited network interaction, visited OSG MUST provide security services defined in the CSFA over the IM interface to the MT. It must be noted that direct interaction to the visited OSG Requires an underlying IP transport network that supports direct interaction. In cases where IP transport does not provide direct connectivity, proxy mode (please see below) visited network interaction MUST be implemented. 
Figure 4. Direct Visited Network Interaction
If the a direct visited network interaction is not possible due to underlying IP transport network, then the MT MUST access visited OMA Enabler via the home OSG. Home OSG MUST provide a secure connection over the IG between the home and the visited OSG. This type of CSFA deployment is called a “Proxy Mode” deployment where the home OSG acts as a proxy for the OMA Enabler in the visited network.

Figure 5. Proxy Mode (Indirect) Visited Network Interaction
3.9 Related Specifications
Editor’s Note: This section needs to be completed at a later stage. The current text is only used for the illustration purposes.
Further Details of CSFA are defined in the following specifications.

· CSFA Recommended Cipher Suites

· CSFA TLS Profile

· CSFA 3GPP GBA Profile

· CSFA Alternative Key Management

· CSFA Device Management (DM) Management Objects (MO)
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5 Recommendation

Authors kindly ask the SEC WG to approve this contribution as the basis for the Architecture Document (AD) for the Security Common Functions Work Item. 
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