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1 Reason for Contribution

Current OMA AD (Architecture Document) review process does not always capture possible security issues with OMA Specifications. In most cases AD needs to be reviewed in its entirety in order to capture possible security issues. Although this is the ideal way to identify security issues, in practice this process requires considerable resource from interested OMA member companies and associated Work Groups. 
Especially SEC WG does not always succeed in reviewing ADs documents to its satisfaction. Several ADs may contain functionality that needs to be investigated further to ensure that no new vulnerabilities are introduced into OMA Specifications. In some cases, SEC WG may need to develop specific security solutions in order to prevent misuse of the functionality introduced by the enabler. Development of new security solutions or adapting existing security solutions requires considerable resources and time to complete. If possible security issues are not identified during AD review process, development of solutions at later stages can delay enabler release time frames. These delays and related inconveniences can be avoided if some improvements can be made to the current AD review process.  
2 Summary of Contribution

This contribution proposes a new section called “Security Considerations” to be added to the current AD template to describe possible security issues for each Enabler AD. Each Work Group would be required to complete this section to indicate to the interested parties in OMA their view on the security issues for the WI. In cases where the Work Group decides that no security issues are present with the AD, the section can indicate this decision with appropriate text. 

SEC WG or any other interested party can then review this section to evaluate whether the WG has identified any potential security issues that may require further investigation. In cases where the section does not contain any security consideration, SEC WG can still decide to review the complete AD if the enabler is likely to have security issues. The main motivation of this section would be to encourage WGs to proactively think about potential security issues in advance of an architecture review and provide some information to the SEC WG about their views on the AD. 
Once a Work Group identifies potential security issues, these issues can then be discussed with the SEC WG via joint teleconferences and resolutions of those issues and possible further work can be agreed. 
3 Detailed Proposal

A new sub-section called “Security Considerations” is added to the current AD Template under the “Introduction”  section. This subsection will also be informational and will not contain any normative statements.  The purpose of the section would be to inform the reader about the security considerations of the AD and in some cases refer to the relevant sections of the AD where security procedures are defined. The sub-section would be required to be completed by the relevant working group (The WG that owns the WI) before a preliminary  AD review process. It is also expected that the section would be updated in due course and the final version of the AD will contain an updated version of the security considerations sub-section.

Below is the proposed sub-section with a guidance text of how to complete it. 
4. Introduction
(Informative)

4.5 Security Considerations

<<Describe possible security considerations that may arise due to the architecture proposed. Particularly please consider the following issues:
Does the AD introduce any functionality that may require a review by the Security Group?
Does the AD define or make use of any security features? (e.g. Authentication, Encryption, etc). If so please list potential security threats that lead to the introduction of these security features.  Please reference the relevant security sections
Is any security functionality needed by the enabler and considered outside the scope of the AD? If this is the case please state in this section. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

SEC WG kindly ask the ARC WG to adopt the proposal (ARC ref. OMA-ARC-2005-0232-Security-considerations-section-proposal-for-AD) to update the current AD Template.  









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

