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1 Reason for Contribution

Currently, the SUPL WI is under consistency review process. Several comments on SUPL AD and SUPL TS are related to security issues. One of them is regarding the description of the Key-id in Non-Proxy mode call flow in SUPL AD. Therefore the wording for the use of Key-ids in SUPL AD would be enhanced. We lists the definition of the Key-id and derivation procedure of the key for each Figure. The resolution document for this specific comment will be drafted against SUPL AD and delivered to the LOC WG after the discussion based on section 3 of this paper regarding clear definition of the key-id in SEC WG.
2 Summary of Contribution

The detailed proposal is in the section 3.
3 Detailed Proposal

3.1 Key Provisioning

In the case of 3GPP2 deployments SUPL model assumes shared secret key between the H-SLP and the SET, bound where applicable to an R-UIM.

PSK_H-SLP_Master_key, PP2_SPC_Master_Key, MAC_Master_Key and their corresponding identifiers (RAND1, RAND2, MAC_KEYID) MUST be provisioned by the SLP provider in the UIM/RUIM.

Key mapping between the SLP and the R-UIM is as follows:

	Key-id
	Key

	RAND1@SLP
	PSK_H-SLP_Master_Key

	RAND2@SPC
	PP2_SPC_Master_Key

	MAC_KEYID@SLP
	PSK_MAC_Master_Key


3.2 Key Management

The SUPL Authentication model requires shared secret keys between the H-SLP and the SET, bound to a removable token such as a R-UIM/SIM/USIM.
The PSK_SPC_Key derivation procedure between the H-SLP and the SET is as follows:
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3.2.1 In Figure 3 (of SUPL AD 6.8.2)
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Figure 3 - NW Initiated Non-Roaming Successful Case – Non-Proxy mode
· Step F

· The SUPL AUTH REQ message SHALL contain session-id, key-id 2 and SET_NONCE.
· Key-Id 2 is a format of RAND@SPC which corresponds to PP2_SPC_Master_key.

· PSK_SPC_Key is a key of PSK TLS session between the SPC and the SET

· PSK_SPC_Key = H( PP2_SPC_Master_Key XOR opad, H( PP2_SPC_Master_Key XOR ipad, SPC || SET_NONCE ) ) where H is defined as SHA-1. 

· Two fixed and different strings ipad and opad as follows (the 'i' and 'o' are mnemonics for inner and outer) :
· ipad = the byte 0x36 repeated B times
· opad = the byte 0x5C repeated B times
3.2.2 In Figure 5 (of SUPL AD 6.8.4)
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Figure 5 - NW Initiated Roaming Successful Case – Non-Proxy-mode with V-SPC
· Step H

· Key-Id is a format of MAC_KEYID@SLP which corresponds to MAC_Master_Key.

· The SET shall use the Key Id and MAC to determine if the SUPL INIT message is authentic.
· Step J

· Key-Id 2 is a format of RAND2@SPC which corresponds to PP2_SPC_Master_key.

· The H-SLP used Key-id 2 and SET_NONCE to create SPC auth_key to be used for mutual V-SPC/SET authentication.

· SPC auth_key = H( PP2_SPC_Master_Key XOR opad, H( PP2_SPC_Master_Key XOR ipad, SPC || SET_NONCE ) )
· Step K

· The SUPL AUTH RESP message SHALL contain the session-id and SPC auth_key.

· Because the purpose of the Key-id 3 is not clear, it will be removed from AUTH RESP message.

· SPC auth_key is used by PSK-TLS session key between the V-SPC and the SET.

· PSK_SPC_Key = SPC auth_key.

3.2.3 In Figure 7 (of SUPL AD 6.8.6)
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Figure 7 - NW Initiated Roaming Successful Case – Non-Proxy-mode with H-SPC
· Step F

· Key-Id is a format of MAC_KEYID@SLP which corresponds to MAC_Master_Key.

· The SET shall use the Key Id and MAC to determine if the SUPL INIT message is authentic.
· Step H

· Key-Id 2 is a format of RAND@SPC which corresponds to PP2_SPC_Master_key.

· The H-SLP used Key-id 2 and SET_NONCE to create SPC auth_key to be used for mutual H-SPC/SET authentication.

· SPC auth_key = H( PP2_SPC_Master_Key XOR opad, H( PP2_SPC_Master_Key XOR ipad, SPC || SET_NONCE ) )
· SPC auth_key is used by PSK-TLS session key between the H-SPC and the SET.

· PSK_SPC_Key = SPC auth_key.

3.2.4 In Figure 13 (of SUPL AD 6.9.2)
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Figure 13 – SET-Initiated Non-Roaming Successful Case – Non-Proxy mode
· Step E

· Key-Id 4 is a format of RAND2@SPC which corresponds to PP2_SPC_Master_Key.

· The SLC used Key-id 4 to create SET auth_key to be used for mutual SPC/SET authentication.

· SET auth_key = H( PP2_SPC_Master_Key XOR opad, H( PP2_SPC_Master_Key XOR ipad, SPC ) )
· SET auth_key is used by PSK-TLS session key between the SPC and the SET.

· PSK_SPC_Key = SET auth_key.

3.2.5 In Figure 15 (of SUPL AD 6.9.4)
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Figure 15 – SET-Initiated Roaming Successful Case – Non-Proxy mode with V-SPC
· Step G

· The SUPL AUTH RESP message SHALL contain the session-id and SPC auth_key.

· Because the purpose of the Key-id 3 is not clear, it will be removed from AUTH RESP message.

· Key-Id 4 is a format of RAND2@SPC which corresponds to PP2_SPC_Master_Key.

· The H-SLP used Key-id 4 to create SET auth_key to be used for mutual V-SPC/SET authentication.

· SET auth_key = H( PP2_SPC_Master_Key XOR opad, H( PP2_SPC_Master_Key XOR ipad, SPC ) )
· SET auth_key is used by PSK-TLS session key between the V-SPC and the SET.

· PSK_SPC_Key = SET auth_key.

3.2.6 In Figure 17 (of SUPL AD 6.9.6)

· Step G

· Key-Id 4 is a format of RAND2@SPC which corresponds to PP2_SPC_Master_Key.

· The SLC used Key-id 4 to create SET auth_key to be used for mutual SPC/SET authentication.

· SET auth_key = H( PP2_SPC_Master_Key XOR opad, H( PP2_SPC_Master_Key XOR ipad, SPC ) )
· SET auth_key is used by PSK-TLS session key between the SPC and the SET.

· PSK_SPC_Key = SET auth_key
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Figure 17 – SET-Initiated Roaming Successful Case – Non-Proxy mode with H-SPC
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5 Recommendation

Authors kindly ask SEC WG to discuss and adopt the clarification of the Key-id in SUPL AD.
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