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1 Reason for Contribution

Following a request from OMA BAC-BCAST referred as "OMA-SEC-2005-0098-BCAST-questions-to-SEC", this contribution outlines some comments on the following documents:
Requirements Document http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/permanent_documents/OMA-RD-BCAST-V1_0-20050203-C.zip
Architecture Document (under Review)

http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/permanent_documents/OMA-AD_BCAST-V1_0_0-20050505-D.zip
Service and Content Protection Specification

http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/Permanent_documents/OMA-TS-BCAST_SvcCntProtection-V1_0-20050630-D.zip
2 Summary of Contribution

The contribution OMA-SEC-2005-0101-review-of-AD,-RD-and-Service-content-protection-documents was presented in the OMA-SEC conference call on August 3 2005. It included a preliminary security analysis of the documents "Requirements Document", "Architecture document" and "Service and Content protection Specification" produced by BAC BCAST. 
This contribution is taking into account initial feedback from SEC and intends to outline the main comments on the documents that were reviewed. They reflect the most important points of the security analysis. A more detailed security analysis will be considered at a second stage on the updated version of the documents.
The intention is to have this document approved by SEC at the Montreal meeting so that it can be sent to BAC-BCAST as a first response to the questions asked by BAC-BCAST. 
Note: Despite the fact that the Architecture Document is in a review status and thus has not changed since the Singapore meeting, some conclusions of the Den Haag meeting have been taken into account for this contribution: separation of service and content protection functions, and the possibility to have different types of key management. 
3 Detailed Proposal

· Accuracy of the specification: 

To perform a reliable and efficient security analysis, all elements of the architecture have to be specified without any ambiguity. Instead the reviewed AD document introduces architecture and functional notions on the Service protection and the Content protection without defining precisely important elements. Indeed there is no description of the entities of the architecture. Even functional blocks assumed to process very sensitive data such as higher layer cryptographic keys are identified in the architecture, but their function is not precisely described. A clear description of the interfaces between the identified entities has also to be clearly defined on the figures. Some of them aim at transmitting sensitive data such as cryptographic keys and are only materialised via a link on the figure and are not mentioned in the following sections.  For example, on the Service Protection architecture figure, sensitive key material is transmitted over unreferenced interfaces such as the one between the Service Encryption Key Generator and the OMA Rights Issuer, or the one between the OMA DRM Agent and the Traffic Key Message Decoding: these interfaces should be referenced and precisely specified as they concern the key elements of the security, and their scope should be straightforward to avoid manufacturers' interpretation. 
Moreover, the description of the identified interfaces is inconsistent with the figures and this may lead to a misinterpretation of the system description. Figures should be fully reviewed, and a clear description of the entities and the interfaces should follow. Once all entities and interfaces are properly described, it seems very likely that security requirements will be identified on many of them. 
More precisely the Service and Content Protection Specification should be clarified to remove the mix up between the service protection and content protection notions. The separation is not clear enough as the document aims more at describing the 2 modes of key managements ((U)SIM/R-UIM and OMA DRMv2). We understand that the decision to separate service and content protection was taken in the Den Haag BCAST meeting, and therefore a clear separation between the service protection and content protection should appear in the document and for each of them technical solutions shall be described. 

· Handling of sensitive data 

The key hierarchy model introduced for OMA BCAST enabler introduces several layers of cryptographic keys. Keys at different layers present different risks, with the higher layers being the most sensitive. While the TEK is designed to be updated very frequently, obviously other keys are less frequently changed and present a higher risk: indeed, since some of those keys are identical for large group of users (to permit broadcast-only type of operation), an attacker has a high interest to break into the system to recover those keys which would potentially allow any number of users to access to the service. 
Other sensitive data (for instance rights objects) should also be protected. 
Storage and access to sensitive data therefore must be protected, both in the network and in terminals. Since terminals are likely to be the main target of attackers, we recommend for terminal implementation either the (U)SIM/R-UIIM Smartcard based secure storage or with device specific secure storage e.g. DRM, or BCMCS key management. 

The implementation should respect a set of requirements which define precisely and clearly the security constraints.  

In case of smartcard implementation, the definition should indeed focus on the internal properties of the smartcard such as tamper resistance capability, and secure storage requirements. All interfaces between the smartcard and other entities in the BCAST system or within the terminal should be identified and referenced, with a precise description of data exchanged over these interfaces. 
In the case of OMA DRM the implementation different kinds of implementations are possible, such as the usage of a software or a hardware based implementation.  
In practice, regarding the actual architecture, only the Traffic Encryption Key among cryptographic keys is needed to be transmitted outside the secure storage within the terminal on request from the service decryption block. This would allow the most sensitive security constraints on the system to be concentrated within the secure storage, which would also allow an easier security evaluation of the implementation of the system. 
It should
· Generic aspect of the Architecture Description document

The specification should be as generic as possible, to be compatible with the majority of existing equipments and technologies, and should not become obsolete in case some security issue occurs with a particular solution. Therefore the AD should allow a high-level description of the BCAST solution so that different solutions for service and content protection are covered by the AD. Currently, The OMA DRM 2.0 alternative is required for the service protection and content protection functions in the AD document. OMA DRM based solution is assumed to be secure enough nowadays, but may be broken in the future, or a more secure solution may arise and be adapted to the current requirements. The AD document should remain as open as possible and should not restrict the architecture to existing implementations. 
· Sensitive data storage feature missing
The BCAST solution introduces a set of sensitive data such as cryptographic keys. The specification and requirements deal with the transmission of this information, its generation, but are not addressing the data storage aspect. This item is mandatory for a secure and viable architecture definition, and as such should be taken into account in the documents. Security constraints should be defined to guarantee a secure storage of sensitive data, in order to ensure that the system cannot be easily broken. 
In practice, cryptographic keys represent mainly the sensitive data of the BCAST solution. The requirements for secure storage impact both the network and terminal side, but should mainly focus on the terminal side as it seems likely to be the main target of attacks. These requirements should help preventing leakage of cryptographic keys by ensuring confidentiality, integrity and access control.
· BCAST Keys rekeying
According to the requirements document, the BCAST key transmission mechanism is focused on the broadcast mode channel. The key hierarchy model introduces several layers of cryptographic keys. Keys at different layers present different properties. Keys are updated very frequently such as TEK whereas others as REK/PEK-SEK keys which may be identical for large group of users are not. An attacker would then have a high interest to break into the system to recover those keys, and then open the access to the service.

So it is strongly recommended to implement mechanisms to rekey the REK/PEK-SEK keys. There are two cases to consider, depending if the refreshed key is device-specific or large-group targeted. In the PKI key management model, if the refreshed key is device-specific, it is delivered to the device using its public key. In this case the use of the broadcast channel does not seem justified, as a device targeted message is sent to many devices, and several times to ensure its reception. So this leads to a performance network and efficiency issue. Therefore it would seem logical to favour the use of an interaction channel when available to send device-specific messages. 

On the other hand, for a large-group designed key, the broadcast channel is quite more efficient, as keys are refreshed via a single message for a large group of devices. However, this cannot apply to the highest layer of keys in the BCAST model as the rekeying of the REK has to be device-targeted. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
We recommend that OMA-SEC asks OMA-BAC-BCAST to provide complementary information on the architecture with a more complete description of the system so that a thorough security analysis can be performed. 

We recommend OMA SEC to endorse the recommendations described in this document and to forward them to BCAST.
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