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1 Reason for Contribution
Following a request from OMA BAC-BCAST referred as "OMA-SEC-2005-0098-BCAST-questions-to-SEC", this contribution provide some security inputs onsome choices made within the BCAST specifications.
2 Summary of Contribution

None.

3 Detailed Proposal

Transport encryption and content encryption

It must be noted that there are only two types of data that are transmitted. Either they are Files or they are streamed contents.
Regadless of the type of data, there are two ways to protect them:
· These are first encrypted and then packetized and transmitted over the network to the device, then, when received, reassembled in the original stream or file and then decrypted and consumed (or recorded in an encrypted mode and stored for acquiring the rights later). In this case, we are speaking about content encryption as the encryption is fully independent of the underlying transport layer.
· The content is packetized in clear and encrypted only when passing through the IP encapsulator for generating the final IP data stream. The encryption is fully linked to the transport layer method (here IP, with either IPSEC or SRTP). On the receiver side, content needs to be decrypted within the IP stack at the reception level. Storage of encrypted content is very difficult as if would require to store the whole IP stream and later to go through the IP stack again for decryption. Superdistribution to non IP based devices becomes impossible... Here we are speaking about transport or link encryption.

If content encryption is applied, there is no need to do transport encryption anymore as this would not bring any additional security. It must also be taken into account that transport encryption leads to a weaker security as in this case, the IPstack where the decryption occurs is commonly implemented in software in the device OS.
Only content encryption allows "pre-encryption" of the content, meaning that the content is encrypted in advance and can be safely distributed to any IP encapsulator for broadcast. This avoids having content transmitted in clear in contribution networks and having to install encryption systems in all IP-encapsulation locations. Some network topologies might use a very large number of IP encapsulator. Here content encryption is not only safer, but also cost effective.
Content encryption pushes back the need for decryption to the latest possible moment, the rendering stage. This means, for example, that some streamed content may be recorded without a need to decrypt it (and thus without the need to have purchased access to it) and consumed later, thereby preserving the security of the content until the subscriber has actually paid for it. Using transport-level encryption instead would require the receiving device (which is inherently unsecured) to decrypt the content before purchasing or storing the encrypted transport layer (which is extremely awkward). While this example (among others) may not be a compelling use case at this time, there are no doubt that many business models already in use in regular PayTV will appear shortly in Mobile TV, and we consequently advocate the selection, now, of enabling technologies, for the future.

Encrypting the transport layer allows one to encrypt any kind of data transported on that layer, but it protects the data only while it is transported. Encrypting the content directly allows one to protect the content whatever the transport and as long as one does not need to access it. While the first approach might be interesting for its flexibility, it may severely limit the operator in the future, both in terms of business models and in terms of security. That is why for a long term approach the use of content encryption is the best approach.
SRPT and IPSEC are both link/transport encryption methods, for a secure content encryption approach, ISMAcryp and OMA DCF file encryption are good candidates as they would cover both type of possible data transmitted.
The impact of the security architecture is as follows:
· Using only link encryption would severely weaken the security of the solution and limit the use cases for the reasons described before.

· Using both, link and content encryption would unnecessarily increase the complexity of the system by imposing the support of at least 4 methods (ISMAcryp, OMA DCF, IPSEC, and SRTP) with no real gain or advantage. Link/transport encryption will not bring any gain.

· Using only content encryption would provide a transport layer agnostic and secure solution without the need for an additional link encryption. It would simplify the architecture from the later case and allow new future business models that cannot be supported securely with the link encryption.

Transport encryption + local content encryption have been mentioned in the list of questions. This approach is really unsecured as the content need first to be decrypted at the receiving level (meaning you have to provide the decryption keys even if the user have not yet purchased it), then be locally encrypted again in the receiving device. This process is complex, and the device cannot be considered as a secure environment. Therefore, such an approach has to be considered as very unsecured and unnecessary complex.

As a final remark, it is true that if the device is fully secure, either content and transport encryption could be used, but the fact that frequently changing keys are introduced in the design shows that such assumption can not be taken into account. Therefore, if such security measure seem necessary (and it is), another necessary security measure is to ensure that content remain encrypted the longest possible time, up to the rendering stage been the best case, case that is reached with content encryption but not with transport encryption.

In conclusion, if content encryption is applied, the solution is fully transport agnostic, simple, secure and it will allow easily any new business models to be securely introduced. There is no need to have link or transport encryption in addition to content encryption, this would unnecessarily make the solution more complex and unsecured without any additional gain in any way. Therefore it is recommended to apply only content encryption.
Service and Content Protection Renewability / Evolution (Future-proofing)
The current specifications do not provide mechanisms or recommendations for a smooth transition between versions of BCAST solutions. Such mechanism is very important to ensure that users have time to upgrade or replace their devices if such update is not backward compatible.

While this may not be a problem when dealing with devices that have a limited life time, such assumption is not true for all type of devices targeted by the BCAST specifications.

BCAST is targeting DVB-H networks, where embedded devices in cars are considered. In such cases, their life time is far longer than that of a mobile phone and purely replacing such devices may appear to be very difficult and expensive. In addition, it is not said that these devices will be linked to any other networks such as a 3G or GSM network, allowing for example the use of the DM mechanisms. Another example is the case of consumer electronics devices other that mobile phones, one more time, their life time is longer than that of a mobile phone and they may not be linked to a 3G or GSM network.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
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