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1 Reason for Contribution

Following a request from OMA BAC-BCAST referred as "OMA-SEC-2005-0098-BCAST-questions-to-SEC", this contribution deals with the "re-use of BDS functionalities" action point.
2 Summary of Contribution

Security framework are available for GSM or UMTS compliant network: MBMS security based on the USIM, and similarly 3GPP2 networks based BCMCS security on (R-)UIM. 
To enable the re-use of the underlying security functionalities of these frameworks for the BCAST architecture, adaptations have to be considered. This document presents a preliminary study for re-use and adaptation of 3GPP MBMS for the BCAST architecture.

At a first step we considered only the key hierarchy of both models with abstraction of the functional blocks specific to each architecture.

3 Detailed Proposal

· Re-use of BDS functionalities: 

Reminder

- BCAST key hierarchy: it introduces a 4 -layer model (cf. figure 2 Service and Content protection specification referred as OMA-TS-BCAST_SvcCntProtection-V1_0-20050624-D).

· 1: REK (Rights Encryption Key, for PKI) / SMK (Subscriber Management Key, for shared secret) is delivered, protected with a public device key or a shared secret (between the device and the network) depending on the KMS which was implemented.

· 2: SEK (Service encryption key) is delivered, protected with REK.

· 3: TEK (Traffic encryption key) is delivered, protected with SEK.

· 4: traffic encryption with TEK.

- 3GPP MBMS Key hierarchy model (cf. 3GPP 33.246 V6.3.0):

Applicative authentication is realised based on GBA (cf. 3GPP AKA mechanism): a common shared secred is then provided to the device and the network. This common shared secret is referred as a master key, from which 2 keys are derived: the MRK and the MUK. The Key MRK is used to authenticate the requests of the device, and the MUK enable is the starting point of the key hierarchy model:

· MSK is delivered point to point, protected with MUK.

· MTK is delivered point to multipoint, protected with MSK.

· traffic encryption with MTK.

 MSK is a long-term period key, MTK is a short-term period key.

Two alternatives can be considered: BCAST key hierarchy model is mapped on the 3GPP MBMS model, or BCAST key hierarchy model is mapped on the 3GPP MBMS model. Main issues which were encountered are the broadcast delivery for BCAST model, and the group notion key for the delivery of the service key (SEK).

- Alternative 1: adaptations to handle a 3GPP MBMS mapping on BCAST model
· 1: User authentication is based on 3GPP GBA, using a secret device key K stored on the (U)SIM. The processing of the AKA algorithm leads to the generation of a common shared key between the device and the service provider, which is stored on the (U)SIM. This is referred as the Subscriber Management Key (SMK, and as MUK in GBA terminology).

· 2: Layer 2 messages may be broadcasted for efficiency issues, and then another key should be defined as Group Management Key (GMK), stored on the (U)SIM. The GMK key can be common to a group, a subscriber group [...]. The GMK key is not defined in the MBMS model, and could be delivered using the MUK/SMK key. This GMK key would be common for a group of users, and would enable an efficient delivery of SEK through the broadcast channel. SEK is stored on the (U)SIM.

· 3: TEK (as MTK in GBA terminology) is delivered and protected with SEK through the broadcast channel. The (U)SIM handles the reception of the encrypted TEK. 

· 4: Upon reception of encrypted broadcast data, the terminal requests the TEK to the (U)SIM, which answers with the decrypted TEK.

Pros/cons: adapting MBMS to the BCAST model would make USIM-based key management fully compliant to the OMA BCAST requirements. However it would require changes of the MBMS security model, which may lead to some delays if 3GPP were to be asked to specify those modifications. 

- Alternative 2: adaptations to handle a BCAST model mapping on 3GPP MBMS model
· 1: a secret device key is stored on the (U)SIM and is used to protect the SMK delivery, via the interactive channel. The SMK key is device specific (as MUK in GBA terminology).
· 2: SEK (as MSK in GBA terminology) is delivered, and is protected with SMK. The delivery of the SEK cannot be protected with a group key.
· 3: TEK (as MTK in GBA terminology) is delivered and protected with SEK through the broadcast channel. The (U)SIM handles the reception of the encrypted TEK. 

· 4: Upon reception of encrypted broadcast data, the terminal requests the TEK to the (U)SIM, which answers with the decrypted TEK.
Pros/cons: adapting BCAST model to MBMS would lead to easier implementation as the MBMS key management system will be existent on the devices and USIMs. The downside is that it would not be possible to broadcast the SEK/REK, but on the other hand it is to be expected that USIM-based key management is applicable only to 3GPP handsets and that an interactive channel will be available to deliver the keys.
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5 Recommendation
It is recommended to consider a mapping of BCAST solution on the existing MBMS release 6 key management referred in this document as alternative 2. Alternative 1 can be considered for further needs upon MBMS evolution availability.
The similar recommendation applies to BCMCS key management.
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