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1 Reason for Contribution

During the joint BAC-DLDRM/SEC meeting in San Diego the SEC WG agreed to work with the BAC-DLDRM group to recommend appropriate security mechanisms for DLOTAv2.  Following this, OMA-DLDRM-2005-0199R01-DLOTAv2-Security-Threats (OMA-SEC-2005-0095-DLOTAv2-Security-Threats) was submitted to BAC-DLDRM/SEC groups to outline some of the threats that the recommended solution(s) should provide protection against. This contribution proposes security solutions to the threats mentioned in the previous document.
2 Summary of Contribution

This contribution analyses possible security threats for DLOTAv2 based on a previous input contribution OMA-SEC-2005-0095-DLOTAv2-Security-Threats. It compares possible security solutions and recommends security solutions for DLOTAv2.
3 Detailed Proposal

3.1 Analysis of Security Threats for DLOTAv2
Several security threats against DLOTAv2 have been listed in the Input Contribution OMA-DLDRM-2005-0199R01-DLOTAv2-Security-Threats. These threats can have an impact on various security aspects of a DLOTA system. This section groups the impact of these threats from a security services point of view in order to identify the correct security solutions to counter these threats.

3.1.1 Threats against Authentication
Failure to authenticate the Media Objects (MO) can result in DLOTAv2 clients to download potentially unauthorized and malicious MOs. Authentication can be performed either at the source i.e. the download server e.g. using TLS [TLS] or alternatively the MOs and associated DDs themselves can be secured using message authentication codes (MACs) or digital signatures. 
Source authentication can have advantages over authenticating individual MOs. One example would be to provide progressive download use case where a MO is rendered without being fully received by the DLOTAv2 client. Most common MACs and digital signatures require the entire content to be downloaded before it can be verified.
In addition for cases where authentication is implemented at the MO level (MACs or digital signatures), a malicious server can distribute older versions of the MOs that might have been replaced by newer ones. If the client does not know what the latest version of the MO is, it can be tricked into downloading older versions of the MO. Protection against these attacks may not be practical as the keys that have signed previous versions of MOs have to be revoked and replaced with newer ones even though the keys are not compromised or expired. 
Authentication of the DLOTAv2 client is also essential to provide secure charging for the DLOTA service providers (e.g. network operators) and access control for the download servers. Various client authentication mechanisms can be deployed depending on the access network (the network between the client and the server) used. Some access networks may provide client authentication (e.g. 3GPP GPRS) at the bearer level that can be used by the download server. In other cases explicit client authentication might be required if the access network does not provide client authentication. 
As an example 3GPP defined Generic Authentication Architecture [GBA][GAA] using HTTP Digest [HTTP Auth] can be used to authenticate the DLOTAv2 client to the download server. HTTP Digest can also be used with a provisioned username/password without the need for GAA. Various provisioning mechanisms can be used for provisioning such as OMA DM [OMA DM].  
It must be noted that authentication alone does not ensure that an MO is downloaded from an authorized source (the download server). A separate authorization policy in terms of “white lists” is also required to ensure authorized MOs to be downloaded to terminals.
3.1.2 Threats against Integrity Protection

Several security threats exist against integrity protection of the MOs or the associated DDs. If the access network used does not provide integrity protection between the DLOTAv2 client and the download server, potentially an attacker can modify the contents of an MO or a DD in transit. 
Similar to authentication, integrity protection can be applied either directly to the MOs (or DDs) in the form of MACs or digital signatures. Alternatively, the end-to-end integrity of the distribution channel (via the access network) can be achieved using protocols such as TLS. End-to-End security could secure both the DDs and the MOs transferred inside the same download session. It must be noted that both DDs and MOs must be integrity protected separately by TLS if they are not transmitted in the same download session. 
3.1.3 Threats against Confidentiality Protection
Currently there are no requirements defined for DLOTAv2 RD for confidentiality of the MOs. Therefore eavesdropping on the MOs or DDs may not be considered as a threat. 

If authentication and integrity protection is provided by end-to-end using channel protection mechanisms like TLS then confidentiality protection can also be achieved without requiring any additional security mechanism.

3.1.4 Threats against Authorization

Authorisation allows the DLOTAv2 client to reliably know that the download server it is communicating with is trusted/authorised to deliver the content and abide by the rules of the trust model being used. Several download servers can be authenticated by clients however they may not be authorized by subscriber’s service provider (e.g. network operator). Authentication alone does not guarantee that malicious content is not delivered to the client. 

A secure authorization mechanism must be used by DLOTAv2 clients to identify if a particular download server is authorized before initiating a download of MOs. Authorization is critical in use cases where user confirmation is suppressed to provide better user experience. In these cases, the client must know that the download server who sent the DD is authentic and authorized before continuing with the download operation without asking for user confirmation. 

One possible solution for authorization is to define a white list to include the addresses of authorized download service(s).  Another possibility would be to provide implicit authorization via a dynamic key management mechanism linked to the download server authentication. One example for this method would be to use Pre-shared Key TLS [PSK TLS] with 3GPP GAA to provide keys to download servers that are authorized by the network operator. Only with the keys supplied by the network operator these servers can authenticate themselves to the clients.
3.1.5 DoS Threats

In use cases where the download service is initiated by the download servers, a secure trigger must be used to avoid Denial of Service (DoS) attacks against download servers. If the triggers are not secured, a malicious party can transmit a large number of triggers to a large set of DLOTAv2 terminals to start a download session at the same time. This may affect the performance of the download server and may cause it to fail.
In order to avoid such attacks source authentication (e.g. MACs) of the trigger messages can be used. Alternatively, user confirmation might be required before a server initiated download can start.  However user confirmation alone can not prevent a strong protection against DoS as it can not be guaranteed that all users will reject such bogus requests. A secure source identification mechanism is required for such triggers. 
3.2 Review of Possible Security Solutions for DLOTAv2
Current proposals to secure the above threats can be generally classified into two categories. 
1) Application level security
a. Digital Signatures (XML Signatures [XMLSig])
b. MACs (for Integrity protection)
c. Root key provisioning (similar to white lists for authorization)

d. HTTP Digest (with 3GPP GAA or username/passwords)

2) Transport level security

a. TLS (or PSK-TLS with GBA)
b. White Lists 
Although both application level security and transport level security options can be used to counter the threats mentioned above, each option will have different impact in terms of implementation complexity, usability, performance. Below is a list of advantages and disadvantages of each option.
Application level security (Advantages)

· Can be used with any underlying transport mechanism (HTTP, WSP, etc)

· Can be used to secure triggers for server initiated download.
· Client authentication can be achieved using commonly used HTTP Auth if necessary key management (GAA or username/password) exists.
Application level security (Disadvantages)
· Will add additional implementation complexity as these mechanisms are not currently widely implemented in the terminals or download servers (except for HTTP Digest).

· Can not be easily used with progressive download

· Can be subject to version attacks if secure time and frequent certificate revocation/expiry can not be provided.

· Verification of digital signatures (public key operations) may not be suitable for limited capability terminals especially when large numbers of MOs are downloaded simultaneously. 

Transport level security (Advantages)
· TLS is already used/implemented in terminals. There will be comparatively less additional complexity. 
· Can be used with progressive download use case.
· Protection against version attacks as the source of the MO can be authenticated at the time of the download.
· Better performance due to symmetric encryption/decryption compared to asymmetric operations (signature verification, etc).
· No additional processing (performing signatures) is required for MOs.  
Transport level security (Disadvantages)
· Limited to widely used protocols (e.g. HTTP) transported over the TCP protocol.
· Requires white lists to be maintained to perform authorization unless an implicit authorization can be provided using a dynamic key management mechanism (e.g. Pre-shared key TLS with GAA). 
· Client authentication can not be easily achieved if the access network does not provide it. 
3.3 Recommendations for DLOTAv2 Security

Based on the review a combination of application and transport level security can be used to protect DLOTAv2. The following solutions are proposed to counter the threats listed in Section 3.1.
Authentication
TLS with Server Side authentication should be used to authenticate the download server. Client Authentication should be achieved by HTTP Authentication with GAA as the preferred key management mechanism. Devices that can not support GAA alternative username/password mechanisms can be used.
Authentication of triggers for server initiated download is for further study in the SEC WG. MACs or digital signatures can be used to secure such triggers. Selection of the appropriate mechanism will depend on the characteristics of the triggers (WAP Push, SMS, etc) to be used. 
Integrity Protection

TLS should be used to provide integrity protection for both MOs and DDs. 
Authorization

White lists should be used to provide authorization of download servers. The address of each authorized download server should be configured to the DLOTAv2 client. In order to ensure interoperability between various DLOTAv2, it is recommended that if OMA DM v1.2 is supported the provisioning of white lists should be performed using DM v1.2. 
Alternatively if available PSK-TLS with GBA may also be used for 3GPP terminals to authorize download servers. 

DoS Protection

Protection for DoS is left for further study as the solution will be based on the authentication mechanism to be used for the server initiated download triggers. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to review and agree on the recommended solutions in this contribution as the working assumptions for DLOTAv2 Security.
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