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1 Reason for Contribution

Following a request from OMA BAC-BCAST referred as "OMA-SEC-2005-0098-BCAST-questions-to-SEC", this contribution deals with the "Transport Encryption" and “Content Encryption” action points.
2 Summary of Contribution

--

3 Detailed Proposal

Transport Encryption and Content Encryption

Transport encryption and content encryption can be used to protect data in different scenarios. Transport encryption is to protect data from interception or being tampered maliciously in transport level.  And content encryption is to protect data in application level. Data can be protected by content encryption during data lifetime. 

The possible answers for questions on transport encryption and content encryption as following:

Transport Encryption

Question 1: BCAST currently considers both SRTP and IPSec. What does SEC think of these in terms of security?
Question 2: Are there different security requirements for SRTP and IPSec and, if so, is there impact on the BCAST security architecture?
Answers 1&2: 
IPSEC: The IPsec protocol suite is used to provide privacy and authentication services at the IP layer (the third layer) for TCP, UDP and protocols above. It has two sub-protocols ESP and AH. ESP can provide authentication, integrity, replay protection and confidentiality. AH can provide authentication, integrity, replay protection. In AH, confidentiality can not be provided.

SRTP:  SRTP, a profile of RTP, can provide confidentiality, message authentication, and replay protection to RTP traffic and to RTCP traffic at the forth layer. 

Comparison between IPSEC and SRTP used in BCAST:

a) SRTP has higher bandwidth efficiency more than IPSEC. SRTP can achieve high throughput and low packet expansion. As SRTP provides encryption only for payload. Moreover, SRTP will not add encryption headers into packets.

b) SRTP and IPSEC can provide end-to-end encryption. 
c) 
d) 
e) IPSEC is used for secure data transportation.

If IPSEC and SRTP are used, BCAST message flow may be modified to be fit for IPSEC and SRTP application.

Question 3: Do we need transport protection for premium content that is protected at content level?
Answer 3: Transport protection and content protection have different purpose and the usage should be judged by the business requirements.  
Question 4: How do we signal the value of the delivered content to the terminal so that content can be decrypted and rendered at an appropriate level?
Answer 4: Question cannot be understood. 







4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
6 OMA SEC kindly asks BCAST to take the above answers as consideration. We really appreciated BCAST can clarify question 4 during the join meeting. 
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