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1 Reason for Contribution

As requested by BCAST, we have examined the RD and identified the following important missing requirements.
2 Summary of Contribution

This contribution deals with requirements related to secure upgrade.
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Detailed Change Proposal

	SEC-14 Secure Terminal Provisioning
	The Mobile Broadcast solution SHALL be capable of protecting the Terminal provisioning function; in particular, delivery of software updates over the Broadcast Channel (see PROV-16) SHALL modify the Terminal identification.

	SEC-15 Terminal identification
	The Mobile Broadcast solution SHALL be capable of uniquely identifying a Terminal. The Terminal identification SHALL be part of the signalling.


SEC-14 deals with secure software updates (includes firmware updates) to renew the BCAST client.

SEC-15 deals with the ability to uniquely identify a terminal (including BCAST client). This is relevant for SEC-14.

	SPCP-31 Service and Content Protection reference
	Service and content protection, including e.g. the key management, the delivery, and encryption and decryption operations of keys and content, and interfaces, SHALL be labelled with a unique reference. This SHALL be signalled to the Terminal.

	SPCP-32 Service and Content Protection update
	It SHALL be possible to securely update the service and content protection functions, either in a backward-compatible fashion or by deliberately excluding backward-compatibility.




SPCP-31 deals with being able to distinguish different versions (current and future) of the BCAST solution.

SPCP-32 deals with the ability to update the whole service and content protection in order to deal with potential security holes or hacks.

5 Recommendation
We recommend OMA SEC to endorse the recommendations described in this document and to forward them to BCAST.
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