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 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
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	Source:
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1 Reason for Change

Several responsecodes which are available for the respective commands, in particular MANAGE CHANNEL, are not in line with responsecodes as defined in Java CardTM specifications (Java CardTM 2.2 Runtime Environment (JCRE) Specification) or ETSI SCP specifications. This leads to a mismatch of the various specification and could cause interoperability issues in the field.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights Considerations

None.
5 Recommendation

Discuss and apply the proposed changes (section 6 of this document) to the WIM specification OMA-WAP-WIM-V1_2-20050322-C.
6 Detailed Change Proposal

11.3
Description of Card Commands

This chapter describes card commands. The specification is based on [ISO7816-4] and [ISO7816-8]. 

The commands are described using Application Protocol Data Units (APDU) [ISO7816-4]. A command APDU consists of 

· a mandatory header of four bytes: CLA (class byte), INS (instruction byte) and P1, P2 (parameter bytes)

· a conditional body of variable length: Lc (length of data field), Data field, Le (length of expected data)

A response APDU consists of

· a conditional body of variable length

· a mandatory trailer of two status bytes: SW1, SW2

The mapping between APDUs and TPDUs (Transmission Protocol Data Unit) [ISO7816-3] is performed according to [ISO7816-4].

Note that Le indicates the maximum length of data expected in response. If Le is greater than or equal to the actual number of bytes in the specific operation, the card returns the actual number of bytes. The value Le=0 indicates that the ME is expecting maximum 256 bytes in response and the card should return the actual number of bytes.

Table 1. Card commands

	Operation
	CLA
	INS
	Reference

	Managing Logical Channel
	
	
	

	
MANAGE CHANNEL
	00
	70
	[ISO7816-4], [TS102.221]

	
	
	
	

	Verification related operations
	
	
	

	
VERIFY
	0X / 8X
	20
	[ISO7816-4], [TS102.221]
        

	
ENABLE VERIFICATION REQUIREMENT
	0X / 8X
	28
	[ISO7816-8], [TS102.221]

	
DISABLE VERIFICATION REQUIREMENT
	0X / 8X
	26
	[ISO7816-8], [TS102.221] 


	
CHANGE REFERENCE DATA
	0X / 8X
	24
	[ISO7816-8], [TS102.221]        

	
RESET RETRY COUNTER
	0X / 8X
	2C
	[ISO7816-8], [TS102.221]        

	
	
	
	

	Data storage related operations
	
	
	

	
SELECT
	0X / 8X
	A4
	[ISO7816-4], [TS102.221]

	
READ BINARY
	0X / 8X
	B0
	[ISO7816-4], [TS102.221]

	
UPDATE BINARY
	0X / 8X
	D6
	[ISO7816-4], [TS102.221]

	
	
	
	

	Cryptographic operations
	
	
	

	
MANAGE SECURITY ENVIRONMENT
	0X / 8X
	22
	[ISO7816-8]

	
PERFORM SECURITY OPERATION
	0X / 8X
	2A
	[ISO7816-8]

	
ASK RANDOM
	0X / 8X
	84
	[ISO7816-4] (GET CHALLENGE)

	
	
	
	

	OBKG & Key enrollment
	
	
	

	      GENERATE ASYMMETRIC KEY PAIR
	8X
	46
	[ISO7816-8]

	      GENERATE KEY ASSURANCE
	8X
	46
	[ISO7816-8]

	Other commands
	
	
	

	
GET RESPONSE
	0X / 8X
	C0
	[ISO7816-4], [TS102.221]  


In the CLA byte, the X denotes the logical channel number. 

For VERIFY, ENABLE VERIFICATION REQUIREMENT, DISABLE VERIFICATION REQUIREMENT, CHANGE REFERENCE DATA, RESET RETRY COUNTER, SELECT FILE, READ BINARY, UPDATE BINARY, two modes of operation are defined: native mode (CLA=8X) and SCP mode (CLA=0X). Native mode commands are defined in this specification in the subsequent chapters. SCP mode commands are as specified in [TS102.221], except if stated otherwise.
The specification makes it possible for card implementations to support both modes. 

A card supporting SCP [TS102.221] MUST also support WIM in the SCP mode. Implementations are REQUIRED to support one of the modes and RECOMMENDED to support both modes. (Future versions may require support of the SCP mode and ease the requirement of supporting the native mode.)

A terminal supporting SCP [TS102.221] MUST also support WIM in the SCP mode. Implementations are REQUIRED to support one of the modes and RECOMMENDED to support both modes. (Future versions may require support of the SCP mode.)

See requirements for support of the modes in the Static Conformance Requirement.

For SELECT, CLA=0X is used of for selecting an application (direct application selection with AID), and CLA=8X for selecting a file in the native mode.

For the native mode, the ‘Reference’ column is informational only.  The descriptions of the commands are included in this specification. For the SCP mode, the reference is normative.

For MANAGE SECURITY ENVIRONMENT and PERFORM SECURITY OPERATION, cards support CLA=8X. Additionally, they support CLA=0X for operations in generic security environments.
In addition to the instruction codes specified in cards command table, the following codes are reserved: 

Administrative management phase: 'D0', 'D2', 'DE', 'C4', 'C6', 'C8', 'CA', 'CC', 'B4', 'B6', 'B8', 'BA' and 'BC'.

11.3.6.12
ASK RANDOM

Description

This instruction allows the external world to ask the card for a random number. This random number will be deleted from the card after being used once. (This APDU is the Get Challenge APDU defined in ISO 7816-4.)

Conditions of use

This instruction can be executed anytime. No specific security environment is required.

Command APDU

	CLA
	As defined in 0

	INS
	84

	P1
	00

	P2
	00

	Lc
	Empty

	Data
	Empty

	Le
	Length of random number


Response APDU

	Data
	Random number

	SW1-SW2
	Status bytes


11.3.6.16 GET RESPONSE

Description 

This instruction is used by the ME only when using the protocol T=0. 

This instruction allows the ME to retrieve from the WIM, data computed by the WIM after one of the following instruction has been executed

· SelectFile

· PSO-Decipher

· PSO-ComputeDigitalSignature

· PSO-ComputeCryptographicChecksum

The WIM indicates to the ME that data are available by returning a 61XX status.

The ME MAY send a GET RESPONSE command, but if it does it MUST send the GET RESPONSE command just after the 61XX is issued by the WIM, and retrieve exactly XX bytes. Only a single GET RESPONSE command is allowed to retrieve the data. 

Conditions of use

The status 61XX MUST have been issued by the WIM

If a Get Response is to be executed on one channel it MUST be executed before any command is issued on another channel.

Command APDU

	CLA
	As defined in 0

	INS
	C0

	P1
	00

	P2
	00

	Lc
	Empty

	Data
	Empty

	Le
	Length of expected data (equal to the XX value returned by the previous command)


Response APDU

	Data
	Value of the expected data  

	SW1-SW2
	Status bytes


11.3.7
Status Words

11.3.7.1
Status Words for the WIM Native Mode

The WIM shall return the status words shown in the following table if, and only if, the corresponding conditions indicated apply.

	SW1

SW2
	Applicable for Commands
	Description
	ISO7816 Description

	61XX
	SELECT

PSO - Decipher

PSO – ComputeCryptographicChecksum

PSO – ComputeDigitalSignature

GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Normal ending of the command (data of length XX to be recovered by GET RESPONSE). Note that this status is related to the TPDU level
	Normal processing, SW2 indicates the number of response bytes still available

	6200
	MANAGE CHANNEL Close
	Logical Channel already closed or not available
	No information given 

	6200
	GENERATE ASY. KEY PAIR
	Warning – key generation process has not finished
	No information given

	6300
	VERIFY

DISABLE VERIFICATION

ENABLE VERIFICATION

CHANGE REFERENCE DATA

RESET RETRY COUNTER
	PIN verification failed
	Verification failed

	63CX
	VERIFY
	X further retries allowed (command issued with empty body).  This status word is recommended over SW1-SW2 = ‘6300’ since it is implemented in the USIM specification
	X further retries allowed (command issued with empty body)

	6581
	All
	Memory failure (eg, data corrupted)
	Memory failure

	6600
	MSE Restore
	Security environment cannot be set
	The environment cannot be set or modified [ISO7816-8]

	
	MSE Set

PSO
	No security environment set or template cannot be set
	

	6700
	All
	Lack of Lc, Data, or Le;

Unexpected Lc, Data, or Le;

Length rejected by the command
	Wrong length

	6881
	MANAGE CHANNEL Open/Close
	Origin logical channel  not open
	Logical Channel not supported

	6882
	MANAGE CHANNEL Open/Close
	Secure Messaging not supported 
	Secure Messaging not supported

	6982
	MSE

PSO
	Execution rights no fulfilled
	Security status not satisfied

	
	READ BINARY 

UPDATE BINARY
	Access rights not fulfilled
	

	6983
	VERIFY

DISABLE VERIFICATION

ENABLE VERIFICATION

CHANGE REFERENCE DATA

RESET RETRY COUNTER
	PIN blocked
	Authentication method blocked

	
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Authorization blocked (key generation is not allowed anymore)
	

	6985
	VERIFY

DISABLE VERIFICATION

ENABLE VERIFICATION
	In contradiction with PIN status
	Condition of use not satisfied

	
	MSE Derive Key
	Pre-master secret not ready
	

	
	PSO


	Internal data not ready or condition of use not satisfied
	

	
	GET RESPONSE
	Internal data not ready
	

	6986
	READ BINARY

UPDATE BINARY
	No current EF
	No current EF


	6A80
	MSE Set

MSE Derive key
	Incorrect tag
	Incorrect parameters in data field

	
	PSO
	Incorrect data 
	

	
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Bad parameters
	

	6A81
	MANAGE CHANNEL Open/Close
	P1 != 0; P1 != 0x80
	Function not supported

	6A81
	MANAGE CHANNEL Open
	P2 > 3 or P2 = 0 and no resources available
	Function not supported

	6A81
	MANAGE CHANNEL Close
	P2 = 0 or P2 > 3
	Function not supported

	6A82
	SELECT Application
	Application not found
	File not found

	
	SELECT File
	File not found
	

	
	PSO
	Key file not found
	

	
	VERIFY
	PIN file not selected or found
	

	6A86
	MANAGE CHANNEL Open
	P2 != 0 and logical channel already open or resources for spec. LC not available
	Incorrect Parameters P1-P2

	6A88
	PSO

MSE Derive Key

GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Private key or master secret reference not found or incorrect Master Secret key reference
	Referenced data not found

	
	VERIFY
	PIN reference not found
	

	6B00
	All
	Incorrect parameters P1-P2
	Wrong parameters P1-P2

	6CXX
	GET RESPONSE
	Length error, the length that MUST be used is XX. Note that this status is related to the TPDU level
	Wrong length Le

	6D00
	All
	Unknown INS byte
	Instruction code not supported or invalid

	6E00
	All
	Unknown CLA byte
	Class not supported

	
	Commands with CLA = 8X
	Using any CLA = 8X command before selecting the application
	

	6F00
	All
	Technical problem with no diagnostic given
	No precise diagnosis

	9000
	All
	Normal ending of the command
	Normal processing


11.3.7.2
Status Words for the WIM SCP Mode

For the commands related to cryptographic operations , it is recommended that the WIM return the status words shown in the following table, if and only if, the corresponding conditions indicated apply.

	SW1

SW2
	Applicable for Commands
	Description
	ISO7816 Description

	61XX
	PSO - Decipher

PSO – ComputeCryptographicChecksum

PSO – ComputeDigitalSignature

GENERATE ASY. KEY PAIR
GENERATE KEY ASSURANCE
	Normal ending of the command (data of length XX to be recovered by GET RESPONSE). Note that this status is related to the TPDU level
	Normal processing, SW2 indicates the number of response bytes still available

	6200
	GENERATE ASY. KEY PAIR
	Warning – key generation process has not finished
	No information given

	6581
	MSE

PSO
	Memory failure (eg, data corrupted)
	Memory failure

	6600
	MSE Restore
	Security environment cannot be set
	The environment cannot be set or modified [ISO7816-8]

	
	MSE Set

PSO
	No security environment set or template cannot be set
	

	6700
	MSE 

PSO
	Lack of Lc, Data, or Le;

Unexpected Lc, Data, or Le;

Length rejected by the command
	Wrong length

	6982
	MSE

PSO
	Execution rights no fulfilled
	Security status not satisfied

	6983
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Authorization blocked (key generation is not allowed anymore)
	

	6985
	MSE Derive Key
	Pre-master secret not ready
	Condition of use not satisfied

	
	PSO


	Internal data not ready or condition of use not satisfied
	

	6A88
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Private key or master secret reference not found or incorrect Master Secret key reference
	Referenced data not found

	6A80
	GENERATE ASY. KEY PAIR

GENERATE KEY ASSURANCE
	Bad parameters
	Incorrect parameters in data field


For the commands related to management of logical channels, verification and data storage operation,  i.e. for MANAGE CHANNEL, GET RESPONSE, VERIFY, ENABLE VERIFICATION REQUIREMENT, DISABLE VERIFICATION REQUIREMENT, CHANGE REFERENCE DATA, RESET RETRY COUNTER, SELECT, READ BINARY, UPDATE BINARY– refer to [TS102.221] for a complete list of status words.

11.4.8
Perform TLS RSA handshake

We assume that the ME has obtained information on the needed keys and certificates.

Restore the Security Environment

The EF TokenInfo indicates the SE number to be used for the TLS_RSA SE. If not already done in a previous handshake, the SE must be restored using MSE-RESTORE.

	Command
	CLA
	INS
	P1
	P2
	Lc
	Data
	Le

	MSE
	8X
	22
	F3
	SE No
	-
	-
	-


Get random number from the card

The ME MAY request a random number from the card, to be placed in ClientHello.random

	Command
	CLA
	INS
	P1
	P2
	Lc
	Data
	Le

	Ask Random
	0X / 8X
	84
	00
	00
	-
	-
	1C








� In WIM SCP that command has been overloaded so that it can be used to retrieve the PIN status


� In WIM SCP the usage of that command to replace a PIN by a Universal PIN is not supported. 
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