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1 Reason for Change

The key hierarchy model introduced for OMA BCAST enabler introduces several layers of cryptographic keys. Keys at different layers present different risks, with the higher layers being the most sensitive. While the key encrypting the data stream is designed to be updated very frequently, obviously other keys are less frequently changed and present a higher risk: indeed, since some of those keys are identical for large group of users (to permit broadcast-only type of operation), an attacker has a high interest to break into the system to recover those keys which would potentially allow any number of users to access to the service. This would irrevocably lead to net loss and leak of reliability regarding service providers and operators.

Other sensitive data (for instance rights objects) should also be protected. 
Storage and access to sensitive data therefore must be protected, both in the network and in terminals. 
The specification and requirements deal with the transmission of this information, its generation, but are not addressing the data storage aspect. This item is mandatory for a secure and viable architecture definition, and as such should be taken into account. Security constraints should be defined to guarantee a secure storage of sensitive data, in order to ensure that the system cannot be easily broken. 
The requirements for secure storage impact both the network and terminal side, but should mainly focus on the terminal side as it seems likely to be the main target of attacks. They should be integrated into the document OMA-RD-BCAST-V1_0-20050824-C produced by BAC – BCAST. 
This document is an update of the document OMA-BCAST-2005-0559 taking into account at best the comments expressed by BCAST WG during the presentation in Sydney meeting, 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.


5 Detailed Proposal

6.1.5 Secure storage requirements

Here is a short definition of the secure storage entity introduced by SEC-STO-01.

Secure storage entity definjtion

The secure storage entity may be implemented on either the (U)SIM /(R)UIM or on the terminal. This can be a hardware or a software based implementation.

It shall be considered like implemented in a protected environment within the device to prevent any threats (either from the network or the device) towards sensitive information. This enables the most sensitive security constraints on the system to be concentrated within the secure storage entity, which would also allow an easier security evaluation of the implementation of the system.  

The OMA BCAST enabler introduces several layers of cryptographic keys with the higher layers being the most sensitive. Other sensitive data (for instance rights objects) may also be qualified as sensitive information. Storage and access to these sensitive data should be protected regarding confidentiality, access control and integrity aspects. 

Regarding the actual architecture, only the Traffic Encryption Key among cryptographic keys is needed to be transmitted outside the secure storage entity within the device on request from the service decryption block. Other sensitive data should not be exposed to unprotected part of the device.

Security constraints related to the secure storage entity are referred in the requirements SEC-STO-01, SEC-STO-02 and SEC-STO-03.

	SEC-STO-01
secure storage entity
	The OMA BCAST solution SHALL be capable of ensuring the access control, the confidentiality and the integrity of data and processing functions identified as sensitive within the device. 
These features SHALL be provided by a function referred as a secure storage entity within the device.

	SEC-STO-02


	The OMA BCAST solution SHALL authorize only the Traffic Encryption Key among cryptographic keys to be transmitted outside the secure storage entity within the device.
Processing functions handling higher cryptographic keys SHALL remain within the secure storage entity.

	SEC-STO-03
Interface description
	The OMA BCAST solution SHALL precisely reference and describe functionally the interfaces between the secure storage entity and other entities of the BCAST system in case of a smart-card based implementation.  
The OMA BCAST solution SHALL precisely reference the interfaces between the secure storage entity and other entities of the BCAST system in case of terminal implementation.


SEC-STO-01: refers to the introduction of a secure storage entity within the device to ensure security features regarding data and processing functions handling such data.
SEC-STO-02: refers to the non exposition of sensitive cryptographic keys and related processing functions to unprotected part of the device.
SEC-STO-03: refers to interfaces between the secure storage entity introduced by SEC-STO-01 and other entities of BCAST system.
6 Recommendation

We recommend OMA SEC to endorse the recommendations described in this document and to forward them to BCAST.
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