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1 Reason for Contribution

This contribution is aimed to scope and clarify some of the subjects to be discussed in the SEC and BAC-MAE joint conference call on 30 Nov 2005 concerning the SCWS (Smart Card Web Server) security issues. 

2 Summary of Contribution

This contribution aims to list the security issues that are being handled within the SCWS work item and analyse the proposed solutions.  
3 Detailed Proposal

The SCWS is a web server, running within the smart card, to which local HTTP applications in the handset can connect. The security considerations are the same as with any remote server that the user can browse with the handset Web browser. The SCWS shall implement HTTP and HTTPS and thus provide the same level of authentication, confidentiality and integrity as provided by other Web servers. 
A complementary security feature that is suggested in the SCWS AD document is the implementation of an additional access control within the handset itself. It is called the ACP (Access Control Policy) enforcer and is aimed to provide an internal firewall for handset applications. It provides mainly a protection for denail of service attacks against the SCWS. The ACP (Access Control Policy) enforcer may be needed in handsets that allow the user to download and install applications in the handset itself. One use case is the download and installation of a malicious application in the handset that will try to block the access to the SCWS or ask the user for his passwords in order to access private information in the SCWS.
In the last ad-hoc meeting of SEC-SCT it was proposed to consider this feature only for handsets that are able to implement a trusted execution environment. The ACP should allow to define the following internal filtering rules:

· Allow access to the SCWS to applications that are trusted by the handset manufacturer

· Allow access to the SCWS to all trusted applications in the handset

· Allow access to the SCWS to some trusted applications in the handset that are identified by the hash of the signing certificate

· Allow access to all applications
A trusted application is defined as an application that is signed and where the signature can be verified by a Trusted Certificate within the handset or a Trusted Certificate that is retrieved from the smart card itself.
In the last ad-hoc meeting of SEC-SCT it was agreed to define the ACP as an optional feature for handsets that are able to provide a trusted execution environment, as is currently on track in other standardisation fora. The ACP will then be a data object that can be retrieved from the smart card and that list the filtering rules to apply as described above. The current proposition is to use an ASN.1 data object. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This contribution aims to facilitate the dicussion in the joint meeting between SEC and BAC-MAE on needed security features related to the SCWS, by providing information on the current work in SEC-SCT concerning the SCWS work item.
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