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1 Reason for Change

Current SEC_CF RD’s (OMA-RD-SEC_CF-V1_0-20051018-D) scope does not clearly state the phased approach taken by the SEC WG in the development of SEC_CF. In addition, some of the use cases defined in the document can be generalized in order to avoid implementation specific use cases in the RD. 
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask SEC WG to agree on the CR and update the latest SEC_CF RD.
6 Detailed Change Proposal

Change 1:  Changes to the Scope
5. Scope

The (Application-Layer) Security Common Functions (SEC_CF) will provide common security functions for OMA enablers. These functions shall not be specific to any particular application. The SEC_CF architecture will provide a common way to implement security functionality for OMA enablers, and various architectures for different enabler deployment scenarios. 


SEC_CF will be accompanied with several Technical Specifications (TS). While the Architecture Document (AD) intends to describe the high level architecture of the SEC_CF, and to provide architectural guidance for different enabler deploy​ments, details of the security implementations will be provided in separate technical specifications. 

All these specifications shall be developed such that they can be applicable to any OMA application-layer protocols, i.e. they shall not be specific to any specific application. Specifications for application-layer protocols will either reference SEC_CF specifications, or include building blocks provided by the SEC_CF, or are designed according to guidelines that are provided by the SEC_CF.

This document, the Requirements Description (RD), will identify the requirements for the Security Common Functions. It will describe, in a generic way, for which entities and under which conditions authentication, confidentiali​ty and integrity are to be provided in application-layer protocols developed by OMA working groups. 

The requirements for the SEC_CF will be developed from use cases as described later in this document. These use cases will, however, be more examples of applications of different security solutions than detailed and explicit application use cases. Security requirements as identified for already specified OMA enablers, such as e.g. Secure User Plane Location (SUPL), will be taken into consideration. Further requirements, however, will be added where necessary.
Development of Common Security Functions is an ongoing process as requirements of OMA enablers change. SEC_CF development will be phased into various enabler releases. Details of the defined phases and the relevant requirements can be found in Section 5.
The first enabler release of SEC_CF will only provide security architectures based on the commonly deployed security architectures in the mobile industry.  This is done in order to ensure maximum re-use of the existing security mechanisms that are already deployed.  Any mechanisms that need further developments such as defining new security protocols or require adaptations to the mobile industry are considered to be addressed in the future releases of SEC CF.
Change 2:  Another change

6. Use Cases
(Informative)

The use cases described below will be more of example applications of different security solutions than detailed and explicit application use cases. These solutions are not enabler services by themselves; they are architectural components to be used by the enablers.

The first two cases cover requirements for shared key (e.g. smartcards) based security mechanisms.. The third case introduces client certificates for key management  The fourth case handles the case when a component of the enabler helps in the establishment of a secure connection between entities not having a common trust base. The fifth use case looks at issues when there is a network initiated use of an enabler. The sixth and seventh use cases deal with provisioning of security parameters and secret keys respectively. 
6.1 Enabler in home operator network 
<< The level of detail of descriptions in this Requirements Document shall be above technical implementations of protocols.  It shall be as detailed as to fully guide a non-technical reader from start to end, defining the behavior of each actor.
DELETE THIS COMMENT >>
6.1.1  ASK  \* MERGEFORMAT Short Description

<< In one or two sentences, describe the interaction that occurs in this use case.  Try not to regurgitate the basic course of events.  The short description may provide context that other sections do not contain.
(mandatory)

DELETE THIS COMMENT >>

A client in a Mobile Terminal establishes a secure connection to an enabler in its home network. Credentials and their use for the establishment of the secure connection are based on a shared key mechanism such as the Generic Bootstrapping Architecture [GBA].  The connection is either protected with PSK-TLS [PSK-TLS], using a shared key for mutual authentication of the endpoints or TLS 1.0 [TLS] with server certificates for server authentication and a shared key HTTP Digest [GBA DIGEST] for client authentication.



[image: image1.wmf] 

Enabler

 

 

 

KM

 

 

GBA BSF

 

Client

 

Client

 

Visited Network

 

Home Network

 

Public Internet

 


Figure 1: Access to enabler in home network using shared key based  key management

6.1.2 Actors

<< A list of involved actors and a description of their specific role in this use case.  Actors are people, organisations or applications that interact during the course of events in the use case.  It might be useful to have a list of standard actors for mobile services such as End User (private/corporate), Network Operator, Service Provider, Content Provider etc., but we will also need freedom to introduce further actors in order to capture our requirements.
(mandatory)

DELETE THIS COMMENT >>

We have the following actors in this use case

· The end-user represented by the client in the Mobile Terminal (MT)
· The home network operator. The home network operator runs 

· The enabler function that performs the authentication e.g. in a GBA context is a Network Application Function (NAF)

· The Key Manager, which performs key generation, managment and distribution e.g. in a GBA context is the Bootstrapping Server Function (BSF). 

· Possibly a visited network operator. The operator of the visited network is passive and only provides connectivity between the visited and the home network. 

5.2.1.1 Actor Specific Issues

<< A list of specific issues for each actor in the defined use-case.  Listed issues shall highlight the important issues seen by each actor in the interaction with the enabler.
(mandatory)

DELETE THIS COMMENT >>

The MT and the home operator have to support a common shared key based mechanism such as GBA functionality. 

5.2.1.2 Actor Specific Benefits

<< A list of specific benefits for each actor in the defined use-case.  Shall be used in the valuation of the defined use-case.
(mandatory)

DELETE THIS COMMENT >>

It is essential for users as well as home network operators that users can be offered secure access to services in the their home networks.

6.1.3 Pre-conditions

<< Pre-conditions are steps that must be in place before the normal or alternative flow of the use case can occur.  They are part of the contract between this use case and the outside world.
(mandatory)

DELETE THIS COMMENT >>

The MT can establish TCP connections to the Key Manager and the Enabler. In 3GPP networks, roaming terminals usually have their point of presence in their home networks, which would guarantee that both the Enabler and the Key Manager could be reached from the MT. However, it is sufficient that the MT can directly address the Key Manager and the Enabler and establish a TCP connection. This could always be achieved, even with NAT(P)s in the path, if the Key Manager and the Enabler interfaces had public IP addresses. 

Here, it is of course assumed that the Enabler is allowed to use the enabler’s key management/authentication functionality. We only note that operators most likely will set up policies governing which enablers that implement the authentication functionality. .

6.1.4 Post-conditions

<< Like pre-conditions, post-conditions are part of the contract between this use case and the outside world. After this use case has been completed successfully, the post-conditions are satisfied. Post-conditions should be independent of the alternative (successful) paths taken inside the use case.
(mandatory)

DELETE THIS COMMENT >>

A TLS protected connection between the MT and the enabler exists. The end points have been mutually authenticated. 
6.1.5 Normal Flow

<< This is the meat of the use case.  Describe the steps that each actor and the system go through to accomplish the goal of the use case.  The normal flow represents the ‘simple, correct path’ through the use case.  It is the most common path taken. For example, think of a use case that applies to 80% of the users, but for some reason, 20% of the users need to take an alternative path (they might come with different pre-conditions, for example, they might have ‘no credit card’).

The basic format here is a numbered list of steps that describe the actions of the actors and the system behaviour.  If it helps, a UML diagram might be added.
(mandatory)

DELETE THIS COMMENT >>

The MT connects to the Key Manager (e.g.BSF) to retrieve a shared key (e.g. GBA key). The MT then connects to the Enabler and initiates a PSK TLS session, indicating that the key to be used is the retrieved the shared key. The Enabler connects (securely) to the Key Manager and retrieves the indicated shared key together with end-user identity information (anonymous use may be allowed).  The shared key is then used in PSK-TLS to establish the payload data protection.

6.1.6 Alternative Flow

<< Alternative flows are needed to make the description complete, if a single flow of events does not cover the use case completely. However, avoid going into detail and do not describe all the exception handling as alternative flows unless it leads to specific requirements for the overall system.
(optional)

DELETE THIS COMMENT >>

The MT connects to the Key Manager (e.g. BSF) to retrieve a shared key. The MT then connects to the Enabler and initiates a TLS session.  The Enabler authenticates itself with a server certificate and requests client authentication with  HTTP digest using the agreed/established shared key. The client should validate that the certificate of the Enabler. The Enabler connects (securely) to the Key Manager and retrieves the indicated Enabler (NAF) specific key to be used in the HTTP digest authentication.

6.1.7 Operational and Quality of Experience Requirements

<< Operational and Quality of Experience (QoE) requirements apply to the use case from the perspective of involved actors. Unlike pre- or post-conditions, operational requirements are relevant for the use case as whole (not just particularly before or after it). These may be along some or all of the following dimensions depending on the application: ease of use, performance, reliability and security.  Please refer to the OMA Technical Report on Applications Performance Issues for more information and guidance on Quality of Experience Requirements. [REFERENCE TO BE INSERTED].

Examples for such requirements are 

'The customer contact is always with a sales person' 

'The system shall allow for at least 1,000 concurrent transactions' 

'The order confirmation shall be sent not later than 1 hour after purchase' 

'If 5 items are purchased, there is a special discount on the sixth'

'The user shall have full control over his personal data' 

'The response time for receiving an acknowledgement of the on-line e-commerce transaction shall be no longer than 4 seconds.'

DELETE THIS COMMENT >>

The establishment of the secure connection should be automatic and invisible to the end-user.

High Level Requirement: Use of GBA shall be possible in 3GPP networks.

6.2 Authentication proxy in home operator network 
6.2.1  ASK  \* MERGEFORMAT Short Description

The home operator runs several Enablers that are accessible via HTTP. The home operator uses a common Authentication Proxy (AP) for mutual authentication between enablers and clients. The protected connection between MT and Enabler is terminated in the AP. 

A client in a MT establishes a secure connection to the AP in its home network. Credentials and their use for the establishment of the secure connection are based on a shared key management mechanism.  The connection is either protected with PSK-TLS [PSK-TLS], using a shared key for mutual authentication of the endpoints or TLS 1.0 with server certificates for server authentication and a shared key HTTP Digest for client authentication.
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Figure 2: Access to Enablers via Authentication Proxy 

6.2.2 Actors

We have the following actors in this use case

· The end-user represented by the client in the MT.

· The home network operator. The home network operator runs 

· The Application Proxy
· The Key Manager  

· Operators of enablers. Usually it is the home network operator that will run the enablers but it is also possible to have 3rd party enablers. 

· Possibly a visited network operator. The operator of the visited network is passive and only provides connectivity between the visited and the home network. 

5.2.1.3 Actor Specific Issues

The MT and the home operator have to support a shared key based key management mechanism. 

5.2.1.4 Actor Specific Benefits

It is essential for users as well as home network operators that users can be offered secure access to services in the their home networks. The use of an Authentication Proxy can offload Enablers authentication tasks.

6.2.3 Pre-conditions

The MT can establish TCP connections to the Key Manager and the AP. In 3GPP networks, roaming terminals usually have their point of presence in their home networks, which would guarantee that both the Enabler and the Key Manager could be reached from the MT. However, it is sufficient that the MT can directly address the Key Manager and the AP and establish a TCP connection. This could always be achieved, even with NAT(P)s in the path, if the Key Manager and the Enabler interfaces had public IP addresses. 

Here, it is of course assumed that the AP is allowed to use the shared key management functionality. We only note that operators most likely will set up policies governing which enablers that may be allowed to use the shared key management.

Trusted channels between the AP and the Enablers exist.

6.2.4 Post-conditions
A TLS protected connection between the MT and the enabler exists. The end points have been mutually authenticated. The Enablers have information about the identity of the end-user, if required.

6.2.5 Normal Flow

The MT connects to the Key Manager  to retrieve a shared key. The MT then connects to the Enabler. This connection is passed via the AP. The MT initiates a PSK-TLS session, indicating that the key to be used is the retrieved the shared key. . The AP connects (securely) to the Key Manager and retrieves the indicated GBA key together with end-user identity information (anonymous use may be allowed).  The shared key is then used in PSK-TLS to establish payload data protection between the MT and the AP.  The AP proxies the traffic from the MT to the intended Enabler together with the user identity information.

6.2.6 Alternative Flow

The MT connects to the Key Manager  to retrieve a GBA key. The MT then connects to the Enabler.  This connection is passed via the AP. The MT initiates a TLS session.  The Enabler authenticates itself with a server certificate and requests client authentication with HTTP Digest with the agreed/established shared key. The client should validate that the server certificate. The AP connects (securely) to the Key Manager and retrieves the indicated Enabler specific key to be used in the HTTP digest authentication. The AP performes user authentication and proxies the traffic from the MT to the intended Enabler togeteher with tuser identity information.

6.2.7 Operational and Quality of Experience Requirements

The establishment of the secure connection should be automatic and invisible to the end-user.


Change 3:  Use case update

6.3 Provisioning of keys.

6.3.1 Short Description

An Enabler requires that a secure connection can be established between clients and the enabler. The secret keys needed to establish such a secure connection are provisioned by the Enabler / home network operator. Naming of keys needs to be specified to be compliant with existing key management schemes. 
<insert change info here>













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

_1196054182.doc


Enabler�











KM







GBA BSF







Client







Client







Visited Network







Home Network







Public Internet












_1196055035.doc


Authentication



Proxy�











KM















Client







Client







Visited Network







Home Network







Enabler















Enabler















Enabler




















