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1. Scope

This specification defines Management Objects (MO) required for the management of security properties in the context of the SEC_CF enabler. The structure and the machanisms to use Management Objects (MO) are defined in OMA Device Management Enabler [DM]. This specification does not detail how these MOs are created or transported to the devices but rather defines the contents and the purpose of the MOs.
This specification intends to capture all the necessary management objects required for the operation of the SEC_CF v1.0 enabler and does not intent to capture all the security related MOs that may be defined in other existing OMA enablers. This specification will be updated as required following the new versions of SEC_CF Enabler specifications.
2. References

2.1 Normative References

	[DM]
	“OMA Device Managemet Enabler ”, Version 1.2, Open Mobile Alliance™,  URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[TLS]
	“Transport Layer Security (TLS) Version 1.0”, IETF RFC 2246, Jan 1999

URL: http://www.ietf.org/rfc/rfc2246.txt

	[WAP-219-TLS]
	“WAP TLS Profile and Tunneling Specification “,WAP Forum ™, WAP-219-TLS-20010411-a, URL: http://www.openmobilealliance.org

	[RFC2817]


	"Upgrading to TLS Within HTTP/1.1," rfc 2817, R. Khare, S. Lawrence, May 2000.

URL: http://www.ietf.org/rfc/rfc2817.txt

	[RFC2459]
	"Internet X.509 Public Key Infrastructure Certificate and CRL Profile," rfc 2459, R. Housley, W. Ford, W. Polk, D. Solo, January 1999. URL: http://www.ietf.org/rfc/rfc2459.txt


	[WAPCert]
	"WAP Certificate and CRL Profiles," WAP-211-WAPCert , WAP Forum. URL:

http://www.wapforum.org.


2.2 Informative References

	[SEC_CF AD]
	“Common Security Functions Architecture”, OMA-AD-SEC_CF-V1_0-20050705-D, URL: http://www.openmobilealliance.org
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	TLS
	Transport Layer Security


4. Introduction

OMA Device Management [DM] enabler provides a mechanism to provision Management Objects [MO] to devices that support the enabler. Device Management enabler is generally implemented using a DM Server that stores the MOs to be transferred to a device management client using the DM protocol. 
MOs can contain variouis types of information (e.g. configuration data, account information, white lists, etc) that can be used by the device depening on the functionality required by the OMA enabler that is implemented by the device. 
In the case of SEC_CF enabler MOs contain security related parameters required for the operation of SEC_CF enabler by the device. 
5. SEC_CF Management Objects (MOs) 
Editor’s Note: These section heading below lists potential MOs that can be used by the SEC_CF, the list is not exhaustive and expected to be changed once the SEC_CF Enabler specifications are completed.
5.1 TLS Root Certificate MO

Editor’s Note: To be completed
5.2 OMA Security Gateway Configuration MO
Editor’s Note: To be completed
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-Draft-TS-SEC_CF_MO-V1_0-20051014-D
	14 June 2006
	All
	Initial document to define the scope and the introduction sections


	
	
	
	

	
	
	
	

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 General Conformance

This section applies to all MO implementations.

	Item
	Function
	Reference
	Status
	Requirement
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