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1 Reason for Contribution

This contribution intends to complement the TS of SEC-CF Device Management (DM) Management Objects (MO) with the TLS Root Certificate MO.

2 Summary of Contribution

The comtribution provides the figure and definition of each node of DM MO for TLS Root Certificate and the details are as follows.
3 Detailed Proposal

5. SEC_CF Management Objects (MOs) 

Editor’s Note: These section heading below lists potential MOs that can be used by the SEC_CF, the list is not exhaustive and expected to be changed once the SEC_CF Enabler specifications are completed.
5.1 TLS Root Certificate MO

The TLS Root Certificate MOs allow external entity, e.g. CA, to maintain the TLS Root Certificate in the mobile terminal via DM enabler. There are two kinds of maintenance operation: add a new Root Certificate and delete a Root Certificate. 
As to adding a new certificate, the DM Server must specify the following elements in the add-certificate commands to the DM Client:

· the ID of the TLS Root Certificate

· the TLS Root Certificate itself
And the following is optional to be specified:

· the name of the CA

· some description used to be presented to user 

For some reasons (e.g. the corresponding secret key is compromised, or the Root Certificate is not used by the CA any more, etc.), the Root Certificate may become invalid and the DM Server may send delete-certificate commands to the DM Client where the following elements must be specified:
· the ID of the TLS Root Certificate

And the following is optional to be specified:

· the name of the CA

· some description used to be presented to user

5.1.1 Figure of the Management Object
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5.1.2 TLS Root Certificate MO parameters

This section provides a description of the elements of the TLS Root Certificate MO.

1. <X>

This interior node acts as a placeholder for each set of certificate information. The name of this node will be assigned when it is created. The manufacturer MAY pre-create permanent nodes for x, allow x to be created as needed, or a combination of these two methods. 
· Occurrence: ZeroOrMore

· Format: Node

· Access Types: Get
· Values: N/A
2. <X>/ TLSRootCertID
This leaf node specifies the ID of the TLS Root Certificate and it is mandatory. The ID is equal to the “Certificate serial number” field in the Certificate to be added or deleted. 
· Occurrence: One
· Format: int
· AccessType: Get 
· Values: the serial number of the Root Certificate
3. <X>/CAName
This leaf node specifies the name of the CA that owns the Certificate and it is optional. The name is equal to the “Issuer name” field in the Certificate.

· Occurrence: ZeroOrOne

· Format: chr

· Access Types: Get

· Values: the Issuer name of  the Root Certificate
4. <X>/Certificate
This leaf node contains the actual binary TLS Root Certificate. When a certificate is to be added, this node is needed, while it not needed when a certificate is to be deleted.
· Occurrence: ZeroOrOne
· Format: Bin
· Access Types: No Get

· Values: the TLS Root  Certificate
5. <X>/State
This leaf node specifies the state of the Root Certificate. The state is used to indicate that the certificate identified by the TLSRootCertID is to be added or to be deleted. The two alternate states are valid and invalid respectively indicating to add and delete the corresponding certificate. This node is mandatory, that is, its value must be specified when a add-certificate or delete-certificate operation is sent by the DM Server.
· Occurrence: ZeroorOne

· Format: Int
· Access Types: Get

· Values: 1 for valid, 0 for invliad
6. <X>/Description
This leaf node specifies some description of the operation, such as the reason for deleting a certificate and it is optional. The description is used to be presented to user.
· Occurrence: ZeroOrOne

· Format: chr
· Access Types: Get
· Values: description of the operation
7. <X>/Ext

This is a node for supporting possible extensions.
· Occurrence: ZeroOrOne

· Format: Node
· Access Types: Get
· Values: N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this input will be discussed and agreed in Athens meeting.

Ext?





State?





Certificate?





CAName?





TLSRootCertID





<X>*





StateDescription?








NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

