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1 Reason for Contribution

OMA-LOC requested OMA-SEC to review contribution OMA-LOC-2006-0358-INP_SUPL_2_0_SET_Registration_with_H_SLP.doc [OMA-LOC-0358]. This document has since been revised [OMA-LOC-0358-R05]. This document explains the revisions, and provides a security opinion.
R05: added recommendation on TCP keepalive.
2 Summary of Contribution

Some small changes are proposed to [OMA-LOC-0358] for the purpose of clarifying functionality. The authors have added a new feature in which the established TLS session is used for sending <SUPL INIT> messages to the SET. This will require supporting delivery of <SUPL INIT> over TCP/IP rather than (e.g.) UDP/IP.
QUALCOMM finds no security concerns with the updated proposal.
3 Detailed Proposal

[OMA-LOC-0358-R04] proposes including a functionality for the SET to contact the H-SLP to register a current IP address with the SET: this is particularly useful when the SET is on a WLAN or other connection where the H-SLP cannot use the existing methods of <SUPL INIT> delivery (that is, WAP-PUSH and MT-SMS will not work).
The call flow is initiated by the SET.and the SUPL messages are transported over a TLS connection. In the H-SLP’s response, the H-SLP can signal the SET to repeat the registration periodically (using timer RT), so the H-SLP can be sure that the SET is still at that IP address.

The revised version has two main changes

· The H-SLP can set a connection flag to instruct the SET to maintain the secure TLS session while the SET maintains the same IP address. This is useful in cases where the H-SLP believes there to be a firewall that may block the UDP/IP delivery of <SUPL INIT> messages.
· This secure TLS session can be used for sending <SUPL INIT> messages to the SET. This functionality will require supporting delivery of <SUPL INIT> over TCP/IP rather than (e.g.) UDP/IP.

Security Considerations
1. GBA based TLS PSK required. As noted in the proposal, alternative client authentication cannot be applied in this case since the bearer cannot verify the SET’s IP address. GBA based TLS-PSK is the only option for establishing a secure connection. Hence this feature will only be available to SET’s supporting GBA-TLS-PSK-based SUPL authentication. From a security perspective, GBA-TLS-PSK is the best approach for establishing a secure connection between SET and H-SLP in this situation.
2. RT value. The RT value received by the SET dictates how frequently the SET repeats the registration. More frequent registrations can better detect if the SET changes IP address. 

· Analysis from SET perspective: The H-SLP sends the RT value over the secure TLS connection, so there is no danger of another entity affecting this value. The H-SLP should set reasonable values for RT to prevent overloading the SET’s communications. There is no potential loss to the user. 
· Analysis from H-SLP perspective: There is no obvious potential loss to the H-SLP (beyond standard denial of service issues).

· Comment: to keep alive the connection at the , TCP keepalives (an empty ACK) are small transmitted every few minutes may be

3. Connection Flag. The connection flag dictates whether the SET keeps the TLS connection open. The H-SLP sends the connection flag over the secure TLS connection, so there is no danger of another entity affecting this value. There do not appear to be any security risks associated with the connection flag.
Note that the H-SLP wants to ensure that firewalls do not block delivery of <SUPL INIT> messages (since there is no associated SET-sourced message). This could be achieved by making RT sufficiently small. A better solution is to use TCP keepalives for maintaining the TCP connection. A TCP keepalive is an empty ACK. TCP keepalives are small and they are typically transmitted every few minutes. The attached document has been updated to incorporate recommending TCP keepalives.
4. Sending <SUPL INIT> over the TLS session. Any security concerns with <SUPL INIT> delivery are addressed by the use of TLS.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the attached document, and forward this analysis and the updated proposal OMA-LOC-2006-0358R05-INP_SUPL_2_0_SET_Registration_with_H_SLP.doc to OMA-LOC.
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