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1 Reason for Contribution

The SET Session ID in SUPL v2.0 currently includes a SET ID value that would allow a Visited-SLP to track a user in non-proxy mode. Analysis reveals that the SET ID is not necessary. To prevent SET tracking in SUPL v2.0, it is proposed to remove the SET ID portion of SET SessionID.
2 Summary of Contribution

The SUPL v2.0 SessionID comprises of a SLP-SessionID (assigned by the SLP) and a SET-SessionID (assigned by the SET). Uses associated with the SessionID are

· Session ID maybe used by network entities for identification of the SET

· In network-initiated non-proxy mode, the SLP may use the Session ID to associate an SLP-destined <SUPL AUTH REQ> with the appropriate SET if there is no client authentication. 

· However, in most cases, the SLP identifies the SET using GBA B-TID (if GBA is available) or IP address (when using alternative client authentication).

· In non-proxy mode, the SPC identifies the SET using an independent identifier agreed by the SET and SLC.

· Session ID allows the SLP, SET and SLC entities to associate communications with the correct SUPL session. 

The Session ID has two components

· SLP Session ID, currently consisting of

· SLP ID

· Session ID (random) – note bad notation!!!!
· SET Session ID

· SET ID (e.g., MSISDN or MDN)

· Session ID (random) – note bad notation!!!!
Note that knowledge of the complete Session ID allows a malicious entity to identify the SET and hence identify the user.
It is desirable that an SPC in a visited network should not be able to trace the movements of a user over a long period of time. This can occur as long as the Session ID can be associated with a particular SET (even if the SPC cannot determine the real identity of that SET). Thus, it is desirable that the SPC cannot determine if two Session ID values are associated with a single SET.
Our proposal is to achieve this by removing the SET ID from the SET Session ID, and requiring the entire SET Session ID to be randomly generated. 

Analysis of possible effects on uses associated with the Session ID.
The uses associated with the SessionID (and possible effects in italics) are

· Session ID maybe used by network entities for identification of the SET

· In network-initiated non-proxy mode, the SLP may use the Session ID to associate an SLP-destined <SUPL AUTH REQ> with the appropriate SET if there is no client authentication. 

· Problems here are avoided with the following clarification in Section 9.14.2, Table 37: Session identifier, unique from SLP perspective. This value SHALL be unique over all concurrently active ULP sessions on that particular SLP. This value may be reused by the SLP after the ULP session for which it is being used has ended.
· However, in most cases, the SLP identifies the SET using GBA B-TID (if GBA is available) or IP address (when using alternative client authentication).

· Assigning random SET Session ID does not affect this identification.
· In non-proxy mode, the SPC identifies the SET using an independent identifier agreed by the SET and SLC.

· Assigning random SET Session ID does not affect this identification.
· Session ID allows the SLP, SET and SLC entities to associate communications with the correct SUPL session. 

· Problems here are avoided with the following clarification in Section 9.14.2, Table 37: Session identifier, unique from SLP perspective. This value SHALL be unique over all concurrently active ULP sessions on that particular SLP. This value may be reused by the SLP after the ULP session for which it is being used has ended.
Conclusion

The SET ID should be removed from SET Session ID.

There are no potential issues.
3 Detailed Proposal

Proposed Change:
9.14.1
SET Session ID

This section describes the construct of the SET Session ID.

	Parameter
	Presence
	Value/Description

	Session ID
	M
	Session identifier, unique from SET perspective. This value SHALL be unique over all concurrently active ULP sessions on that particular SET. This value may be reused by the SET after the ULP session for which it is being used has ended. 

	
	
	

· 
· 
· 
· 
· 
· 
· 
· 


Table 36: SET Session ID Parameter
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve changes. A CR will follow.
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