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1 Reason for Change

These changes are required to draw the ULP TS in line with other proposed changes. See document OMA-SEC-2007-0027-INP-SUPL_CR_Emergency_Authentication for more details
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and forward to OMA-LOC along with indication of OMA-SEC’s approval.
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6.1.5 Authentication Mechanisms applicable to an E-SLP

Note: when a E-SLP sends an emergency SUPL INIT message, it SHALL NOT contain a SLPSessionID, SLP Mode or notification parameter. In emergency sessions, these values are sent in the SUPL EMERGENCY RESPONSE message.

6.1.5.1 E-SLP FQDN

The FQDN of the E-SLP shall either be provided to the SET in the SUPL INIT or defaulted to

· (if connected to a 3GPP bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP network as defined in [3GPP 23.167]. 
· (if connected to a 3GPP2 bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gpp2network.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP2 network as defined in [3GPP2 X.S0049-0].
6.1.5.2 Processing Emergency SUPL INIT messages
SET based integrity verification and message origin authentication of SUPL INIT messages is not used by an E-SLP. Thus, the MAC field in an emergency SUPL INIT MUST NOT be populated.

Some protection is offered by the use of E-SLP whitelists. The E-SLP whitelist is based on the current position estimate of the SET (such as CellID and/or NetworkID). An E-SLP whitelist is used by a SET to assign priority to the emergency SUPL INIT messages that appear to come from the E-SLPs in the current locality of the SET.

6.1.5.3 Section 6.1.XXXX discusses the maintenance of E-SLP whitelists, and the mechanism by which a SET can receive an E-SLP whitelist that is applicable to the SETs locality. Theremainder of this section describes how an E-SLP whitelist is to be used. 
6.1.5.3.1 Obtaining an E-SLP whitelist.
The SET provides the position estimate to the H-SLP, the H-SLP obtains
 an E-SLP whitelist appropriate for that position estimate, and the H-SLP provides the E-SLP whitelist back to the SET. This procedure occurs during a SUPL Security Synchronization Sessions (see Section 6.1.8), which can be repeated whenever the SET deems it necessary, for example, when Network ID changes. 
An E-SLP should ensure that the whitelists are accurate, as this will help SETs filter fraudulent SUPL INIT messages claiming to be that E-SLP when the SET is not currently in an area served by that E-SLP. This will reduce the number of SETs connecting un-necessarily to the E-SLP
6.1.5.3.2 Procedures regarding SUPL INIT messages
6.1.5.4 When a SET receives an emergency SUPL INIT message, it MUST first verify that the SET is engaged in an emergency call (or has very recently been engaged in an emergency call). If the SET is not engaged in an emergency call, then the SET SHALL ignore the SUPL INIT message. The description from hereon assumes that the SET is engaged in an emergency call.
6.1.5.5 If the SET has a current E-SLP whitelist for the SET’s current locality, then the SET must assign priority to SUPL INIT messages for which the associated E-SLP (see Section 6.1.5.1) is on the E-SLP whitelist. That is, the SET MUST process the SUPL INIT associated with E-SLPs on the E-SLP whitelist first, before processing other emergency SUPL INIT messages.
6.1.5.6 For each SUPL INIT message, and in order of priority, the SET shall establish a secure TLS session (See Section 6.1.5.3) with the associated E-SLP (see Section 6.1.5.1). 
· If, after authenticating the SET (See Section 6.1.5.3), the E-SLP cannot associate the SET with any outstanding SUPL sessions, then the E-SLP SHALL end the session. If the TLS Handshake is not yet complete, then the E-SLP SHOULD end the session using a TLS error message, in order to save un-necessary computation. If the TLS handshake is complete, then the E-SLP SHALL end the session using a SUPL error message indicating that the SET is not authorized. The SET SHALL interpret either form of error message as indication that the SUPL INIT message was fraudulent. The SET then processed to the next SUPL INIT message in order of priority.
· If, after authenticating the SET (See Section 6.1.5.3), the E-SLP can associate the SET with an outstanding SUPL sessions, then the SET and E-SLP continue as normal.
.

Mutual-Authentication and 

6.1.5.7 Registered SETs
Note: the mutual-authentication methods that may be supported by an E-SLP are the GBA-based method and the ACA-based. method, as specified in Section 6.1.1.2. The SET and E-SLP negotiate the mutual-authentiation method during the TLS handshake, as specified in Section 6.1.3.3.
GBA-Based Method. SETs and E-SLPs MAY perform proxy mode authentication using PSK-TLS with the GBA as described in sections 6.1.3.3 with the E-SLP acting as the NAF in place of the H-SLP. The FQDN of the E-SLP is discussed in Section 6.1.5.1.
The Ks_NAF obtained by the SET for an E-SLP SHALL be associated in the SET with the E-SLP FQDN. When establishing a secure IP connection to any E-SLP in which PSK-TLS with GBA is agreed, the SET MAY use any Ks_NAF already associated with the E-SLP FQDN if the Ks_NAF lifetime set by the home network operator has not yet expired. If there is no associated Ks_NAF or if the maximum lifetime has expired, the SET SHALL initiate the GBA procedure to obtain a new Ks_NAF. The Ks_NAF obtained by an E-SLP for a particular SET may be retained in association with the SET identity (e.g. IMSI, MSISDN) for the lifetime set by the home network operator.  
ACA-Based Method. For SUPL implementations where GBA with PSK-TLS IS NOT supported in both the SET and in the E-SLP, the alternative client authentication mechanism defined in section 6.1.4 SHALL be supported with the following differences. The E-SLP SHALL authenticate the SET by binding the IP address used by the SET with the IP address for the SET provided to the E-SLP by the serving network – e.g. by the LRF or E-CSCF in a 3GPP network [3GPP 23.167], or using [3GPP2 X.S0049-0] in a 3GPP2 network. Since the SET IP address is used to initiate any emergency VoIP call and can be verified by the serving network before SUPL is invoked, it may be considered to be reliable by the E-SLP. In the case of an emergency call initiated in circuit mode, the SET IP address may not be known to the serving network (e.g. may be assigned by the home network) in which case the E-SLP cannot be provided with the IP address by the serving network and cannot verify the IP address when received later from the SET. In this case, the E-SLP can only authenticate the SET weakly using (e.g.) the session ID and the received hash of the SUPL INIT.
The SET SHALL authenticate the E-SLP using a root certificate of the E-SLP contained in the SET and the FQDN of the E-SLP as defined in Section 6.1.5.1. The SET SHOULD verify that the default FQDN corresponds to the E-SLP IP address provided in the SUPL INIT – e.g. using DNS. If that is not done, root certificate authentication of the E-SLP will not be reliable. In order to use the alternative client authentication mechanism, the serving bearer network MUST prevent IP Address Spoofing at the bearer level.








6.1.5.8 Authentication and 








6.1.5.9 Unregistered SETs
If a SET makes an emergency services call but is not registered in and authenticated by the serving 3GPP or 3GPP2 network (e.g. it contains no UICC or UIM), then the SET MAY establish a secure IP connection to an E-SLP using the alternative client authentication mechanism. Alternatively, the SET MAY establish an IP connection to the E-SLP but not a secure IP connection. In the latter case, the E-SLP MAY release the connection by returning a SUPL END to the SET after it receives the SUPL POS INIT. If the E-SLP chooses to allow the connection, the E-SLP MAY still authenticate the IP address of the SET by association with the IP address provided by the 3GPP or 3GPP2 serving network.
6.1.5.10 




6.1.5.11 Integrity Protection of SUPL INIT
The following applies if the E-SLP is able to authenticate the SET as discussed in Section 6.1.5.3),
If, after authenticating the SET, the E-SLP cannot associate the SET with any outstanding SUPL sessions, then the E-SLP SHALL end the session. If the TLS Handshake is not yet complete, then the E-SLP SHOULD end the session using a TLS error message, in order to save un-necessary computation. If the TLS handshake is complete, then the E-SLP SHALL end the session using a SUPL error message indicating that the SET is not authorized. The SET SHALL interpret either form of error message as indication that the SUPL INIT message was fraudulent. The SET then processed to the next SUPL INIT message in order of priority.

If, the E-SLP can associate the SET with an outstanding SUPL sessions, then the SET and E-SLP continue as normal. If the E-SLP detects that the SUPL INIT message was altered (for example, if a SUPL AUTH REQ message was received when Proxy mode was indicated, or if SLP Session ID is wrong or if VER fails verification) then the E-SLP MUST send SUPL INIT to the SET over the TLS session to ensure that the SET is provided with the correct parameters. In response, the SET will discard the SUPL session initiated using the SUPL INIT it originally received, and the SET shall begin a new SUPL session using the SUPL INIT received over the TLS session. The SET shall then process that SUPL INIT message immediately (that is, the SET does not evaluate the priority using an E-SLP whitelist), performing the appropriate actions for notification and verification, and provided the User does not reject the session, the SET then sends the appropriate message (SUPL POS INIT or SUPL AUTH REQ) to the E-SLC to continue the session.
The ability to resend SUPL INIT is only intended for emergency sessions. In non-emergency sessions, the H-SLP shall send end the SUPL session using SUPL END, as specified in the non-emergency call flows.












�Copied from existing proposed text in OMA-LOC-2007-0039-CR.


�Text copied from section 6.1.4.1 and 6.1.4.2.


�Moved here from elsewhere


�Note: it is up to OMA-LOC to work out the details of how the H-SLP obtains the E-SLP whitelist.


�Authentication mechanisms apply to both non-proxy and proxy


�Copied from existing text in OMA-LOC-2007-0039-CR


�


�This text is now incorporated into Section 6.1.3.3


�Moved to Section 6.1.5.5.


�Moved to Section 6.1.5.2.


�Removed since this is the same as the 3GPP text.


�Moved to Section 6.1.5.5.


�Note: it is up to OMA-LOC to work out the details of how the H-SLP obtains the E-SLP whitelist.
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