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1 Reason for Change

See document OMA-LOC-2007-0029-INP_SUPL_INIT.
R01: minor editorial change in Section 6.1.6.2.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change TS document accordingly.
6 Detailed Change Proposal

6.1.6
Processing of the Non-Emergency SUPL INIT Messages

As network initiated SUPL sessions are triggered by a SUPL INIT message, it is essential to protect SUPL INIT messages against masquerading and in some cases against re-play attacks.  
For SUPL 2.0, the H-SLC shall perform checks to ensure authentication (Section 6.1.6.1) and replay protection (Section 6.1.6.2) of SUPL INIT messages. This verification occurs only after the SET has established a secure TLS session with the H-SLC. To enable the SET ensure authentication and replay protection, additional SUPL INIT security protocols may be negotiated by the SET and H-SLC, as discussed in Section 6.1.6.3.

Regarding SLP Mode: A SUPL INIT message contains a SLP Mode parameter that specifies the mode of SUPL operation to the SET.  SLP Mode can be set to indicate Proxy or Non-Proxy mode SUPL operation. 
After applying the negotiated SUPL INIT protection protocol (See Seection 6.1.6.3), SETs MUST always read the SLP Mode parameter first when they are processing a SUPL INIT message.  If the SLP Mode is set to a mode that is not supported by the SET, the SET MUST terminate the SUPL session after sending the appropriate SUPL error code in a SUPL END message:

· In the case where a SET supports only proxy mode and non-proxy mode is required in SUPL INIT, the SET MUST send a SUPL END to H-SLP with error code nonProxyModeNotSupported.
· In the case where a SET supports only non-proxy mode and proxy mode is required in SUPL INIT, the SET MUST send a SUPL END to the H-SLP with error code proxyModeNotSupported.


6.1.6.1
Network-based VER Authentication of the SUPL INIT Message

Network verification of the integrity of the SUPL INIT message is always performed by the H-SLP.  The first message sent in response to the SUPL INIT message (that is, a SUPL POS INIT, SUPL AUTH REQ or SUPL TRIGGERED START  message) MUST contain a verification field (VER), which is an un-keyed HMAC of the complete SUPL INIT message.  When the H-SLP receives the first message sent in response to the SUPL INIT message it MUST check the received VER field against the corresponding value calculated over the transmitted SUPL INIT message.  If this verification fails the Home SLP MUST terminate the session with the SUPL END message that contains status code ‘authSuplinitFailure’.

HMAC for the verification field MUST be calculated as follows:

· VER=H(H-SLP XOR opad, H(H-SLP XOR ipad, SUPL INIT))

where H-SLP is the FQDN of the H-SLP address configured in the SET.  Note that the H-SLP address is not considered secret.  The HMAC construct used here does not provide any data authentication but is only used as an alternative to a HASH function.  SHA-1 MUST be used as the hash (H) function in the HMAC.  The output of the SHA-1 HASH function MUST be truncated to 64 bits, i.e., the HMAC MUST be implemented as HMAC-SHA1-64.






6.1.6.2
Network-based Re-Play protection of SUPL INIT Message

For Network Initiated cases, protection against re-play attacks MUST be provided by the H-SLPs.  H-SLPs MUST ensure that no SUPL messages are accepted from an authenticated SET unless a previous, non-expired SUPL INIT message has been sent with an “SLP Session Id” that corresponds to the one received inside the SUPL message.  H-SLPs MUST also ensure that the type of SUPL message (e.g. SUPL POS INIT, SUPL AUTH REQ, SUPL TRIGGERED START) agrees with the parameters sent in  the SUPL INIT message. Implementations MUST ensure that an “SLP Session Id” is correctly associated with the SET User ID (e.g., MSISDN or MDN) that has been authenticated.
If the SET User authentication is performed using Alternative Client Authentication method described in this document then a mapping between the source IP address of the response from the SET (SUPL POS INIT, SUPL AUTH REQ or SUPL TRIGGERED START) and the MSISDN or MDN of the SET User is already established and this MSISDN or MDN MUST be used as the authenticated MSISDN or MDN.  
Discarding of an erroneous SUPL POS INIT, SUPL AUTH REQ or SUPL TRIGGERED START MUST NOT generate a chargeable event for the SET.

For Non-Proxy Network Initiated cases H-SLPs MUST only create a chargeable event after receiving the confirmation from the SPC for the successful completion of the SUPL positioning.

6.1.6.3
Other Security for Non-Emergency SUPL INIT Message
There are many benefits to allowing the SET to detect integrity compromise or replay prior to initiating a session with the H-SLC. Some of the SUPL INIT parameters may be considered confidential, so there can also be benefits to encrypting the SUPL INIT message at the H-SLC such that only the SET can decrypt. For this purpose, the SET and H-SLC may wish to support additional security protocols for protection of SUPL INIT. There is currently no standard protocol for protecting a push message, so this specification includes an interim protocol in Section 6.1.9: the SUPL INIT Interim Security (SIIS) protocol. If other protocols are standardized, they can be added to the list of supported protocols below. 

The default protocol is the NULL protection protocol which provides no integrity protection, no replay protection and no confidentiality protection. The use of any other protocol is negotiated in a SUPL Security Synchronization Session: see Section 6.1.8 for a description of how these protocols are negotiated.
6.1.6.3.1
Support for Other Protocols for Protection of SUPL INIT
This specification supports the following protocols for the protection of SUPL INIT:
· The NULL protection procotol: this provides no integrity protection, no replay protection and no confidentiality protection.
· The SUPL INIT Interim Security (SIIS) protocol (see Section 6.1.9): supports the use of integrity protection, replay protection and/or confidentiality protection.
Regarding H-SLPs

· A H-SLP MUST support the NULL protocol. 
· A H-SLP MUST support the SUPL Security Synchronization Session in order to use any non-NULL protocols.

· A H-SLP MAY support the SIIS protocol.

Regarding SETs

· A SET handset MUST support the NULL protocol. 

· A SET handset MUST support the SUPL Security Synchronization Session in order to use any non-NULL protocols.

· A SET handset MAY support the SIIS protocol.

The SET UIM/UICC/SIM/USIM, is not involved in any currently defined protocols for protecting SUPL INIT.

The SPC and E-SLC are not involved in protocols for protecting SUPL INIT. 
6.1.6.3.2
Regarding the SUPL Security Synchronization Sessions

If the SET wishes to use a non-NULL SUPL INIT protection protocol, then the SET needs to ensure that a protection protocol has been negotiated (using the SUPL Security Synchronization Session).
All non-NULL SUPL INIT protection protocol sessions are assigned a limited lifetime. A SUPL INIT security session is the period of time 

· Starting when the protocol and its parameters are negotiated by one SUPL Security Synchronization Session, and

· Ending when the lifetime expires or a new SUPL Security Synchronization Session occurs.

A SUPL Security Synchronization Session is used to refresh parameters (such as keys) used by the SUPL INIT protection protocol.

When a new SUPL Security Synchronization Session occurs, then the SET and H-SLC MUST end any previous SUPL INIT security session; the newly negotiated session (even if it is the NULL protocol) takes effect after that point in time.
If the lifetime expires, and no new SUPL Security Synchronization Session has been performed, then the H-SLC and SET MUST revert back to the NULL protection protocol.
If the SET supports the SUPL Security Synchronization Session, then the SET MUST perform the SUPL Security Synchronization Session on power up. This will ensure that any existing negotiated SUPL INIT protection protocols are ended. This would ensure that the H-SLC will not send messages using parameters (such as keys) that may be currently present in the SET handset.
If the SET supports the SUPL Security Synchronization Session, and there is a non-NULL SUPL INIT security session active, then the SET MAY perform the SUPL Security Synchronization Session to negotiate the NULL protection protocol prior to power down. This would ensure that the H-SLC will not send messages using parameters such as keys that are currently present in the SET handset.
6.1.6.3.3
Generic Callflow for Securing SUPL INIT 
If there is no other protocol negotiated for which the negotiation is still valid, then the SET and H-SLC default to the NULL protection protocol.
The SUPL INIT message is the message of format defined in Section 10.2.1, and used elsewhere throughout the document.
1. The H-SLC applies the applicable protection protocol (NULL or otherwise) to wrap the SUPL INIT message, resulting in the SUPL INIT ENVELOPE.
2. The SUPL INIT ENVELOPE is passed to the appropriate delivery system for delivery to the SET.
3. Upon recept of the SUPL INIT ENVELOPE, the SET applies the applicable protection protocol (NULL or otherwise) to unwrap the SUPL INIT ENVELOPE; 
· if unwrapping is successful, the original SUPL INIT message is present in the SET and ready for processing. 
· if unwrapping is not successful, then the SUPL INIT ENVELOPE is considered un-authentic and MUST be discarded: the SET SHALL NOT act on the contents of such a SUPL INT ENVELOPE. 
6.1.6.3.4
NULL Protection Protocol
Note: the NULL protection protocol is supported by all SETs and H-SLPs.
Wrapping and unwrapping for the NULL protection protocol is defined as follows.
Wrapping by H-SLC: the H-SLP sets the SUPL INIT ENVELOPE to be the SUPL INIT message.
Unwrapping by E-SLC: the SET sets the SUPL INIT message to be the SUPL INIT ENVELOPE. Unwrapping is always successful for this protocol.
6.1.6.3.4
Requirements for Additional SUPL INIT Protection Protocols

The protocol must specify what messages are to be exchanged between SET and H-SLC during the negotiation of a session.

The protocol must use fresh keys each session that CANNOT be pre-computed by the SET handset.

The protocol MUST provide integrity protection.

The protocol MUST support replay protection, and SHOULD NOT provide NULL-replay protection.

The protocol MAY support non-NULL ciphering.

The protocol must fully define the format of the SUPL INIT ENVELOPE.
The protocol must include a session identifier to allow detection of transitions from one SUPL INIT security session to another.
6.1.9

SUPL INIT Interim Security (SIIS) Protocol
The SUPL INIT Interim Security (SIIS) is specified to allow a H-SLC to secure a SUPL INIT message for transport to a SET using integrity protection, replay protection and optional encryption.

6.1.9.1

Support

The algorithms supported by SIIS are listed in Sections 6.1.9.5, 6.1.9.6 and 6.1.9.7.
Note that NULL ciphering is supported, but there is no NULL Replay protection or NULL integrity protection.
Additional algorithms may be supported in future revisions.
6.1.9.2

SIIS Session Negotiation

A SIIS Session is negotiated during a SUPL Security Synchronization Session.
The SIIS-specific parameters sent in the SUPL SEC START are:

· list of algorithm identifiers for supported replay protection algorithms

· list of algorithm identifiers for supported ciphering algorithms

· list of algorithm identifiers for supported integrity protection algorithms

If SIIS is selected by the H-SLC, then the SIS-specific parameters sent in the SUPL SEC RESPONSE are:

· SIIS_Session_ID

· The algorithm identifier for the selected replay protection algorithm

· Parameters for the selected replay protection algorithm

· The algorithm identifier for the selected  ciphering algorithm

· Parameters for the selected ciphering algorithm

· The algorithm identifier for the selected  integrity protection algorithm

· Parameters for the selected integrity protection algorithm

6.1.9.3

SIIS Wrapping

A SIIS message has the following format:
· SIIS_Session_ID field: 1 octet. This isused to detect when SUPL INIT ENVELOPES were gneratedd using a previous session immediately after a SUPL Security Synchronization has occurred.

· Replay protection field (size dictated by choice of Replay protection algorithm)
· Integrity protection field (size dictated by choice of Replay protection algorithm)

· Payload which contains either the cleartext SUPL INIT (If using NULL ciphering) or the encrypted SUPL INIT message (if using Non-NULL ciphering). (size dictated by choice of Replay protection algorithm)

A H-SLC wraps a SUPL INIT Message to form the SUPL INIT ENVELOPE using SIIS as follows:

1. The H-SLC inserts the current SIIS_SessionID in the SIIS_Session_ID field.
2. The H-SLC applies the replay protection algorithm to determine the contents on the replay protection field.

3. The H-SLC applies the ciphering algorithm to the SUPL INIT to form the content of the payload field. The ciphering may use the SIIS_CK as the key and use the value of replay protection field to prevent re-generation of key-stream.
4. The H-SLC applies the integrity protection algorithm to the resulting SUPL INIT ENVELOPE to form the content of the integrity protection field. The integrity protection algorithm uses the SIIS_IK. The SUPL INIT ENVELOPE is now ready for delivery.
6.1.9.4

SIIS Un-Wrapping

A SET un-wraps a SUPL INIT ENVELOPE to form the SUPL INIT Message using SIIS as follows:

1. The SET verifies the SIIS_Session_ID. If the SIIS_Session_ID does not correspond to the current session, then the SUPL INIT ENVELOPE is discarded.

2. The SET applies the replay detection to the contents on the replay protection field. If replay is detected, then the SUPL INIT ENVELOPE is discarded. Otherwise, the SET continues.

3. The SET applies the integrity protection algorithm verify the contents of the integrity protection field. The integrity protection algorithm uses the SIIS_IK. If integrity verification fails, then the SUPL INIT ENVELOPE is discarded. Otherwise, the SUPL INIT message is considered authentic, and the SET continues.

4. The SET applies the ciphering algorithm to the payload to form the SUPL INITmessage. The ciphering may use the SIIS_CK as the key and use the value of replay protection field.

6.1.9.5 Replay Protection Algorithms 
SIIS Replay protection uses an 8-bit ReplayAlgID code.

SIIS currently supports the following Replay protection algorithms:
· ReplayAlgId = 0x00: reserved

· ReplayAlgId = 0x01: 16-bit Counter. (Section 6.1.9.5.1). This algorithm is MANDATORY to support if supporting SIIS.
6.1.9.5.1 16-Bit Counter: ReplayAlgID = 0x01

There are two values associated with this algorithm:

· ReplayCounterStart: 2 octets

· LastReplay CounterValue: 2 octets

For this algorithm, the replay protection field is 2 octets long.

During Negotiation, the H-SLC sends a 2-octect value ReplayCounterStart to the SET. The SET and H-SLC initialize LastReplay CounterValue to ReplayCounterStart. The value of ReplayCounterStart would normally be 0x0000.
H-SLC Actions: When the H-SLC wraps a new SUPL INIT message, the  H-SLC increases the current value of LastReplay CounterValue by 1, and inserta the new value into the replay Protection Field.

SET Actions: When the SET un-wraps a new SUPL INIT ENVELOPE, the SET verifies that the value in replay protection field is between 1 and 5 increments greater than the current value of LastReplayCounterValue. If the values are significantly different, then replay is detected. Otherwise, the SUPL INIT ENVELOPE has passed replay detection. If the SUPL INIT ENVELOPE also passes integrity verification, then the SET resets LastReplayCounterValue to the value in the replay protection field.
If LastReplayCounterValue is getting close to 65535 = 216-1, then the SET MUST perform a fresh SUPL Security Synchronization Session to establish a lower value for LastReplay CounterValue.
6.1.9.6 Ciphering Protection Algorithms 

SIIS Ciphering uses a 8-bit CipherAlgID code.

SIIS currently supports the following Ciphering algorithms:

· CipherAlgId = 0x00: reserved

· CipherAlgId = 0x01: NULL (Section 6.1.9.6.1). This algorithm is MANDATORY to support if supporting SIIS.
6.1.9.6.1 NULL ciphering: CipherAlgId = 0x01

For this algorithm, the size of the payload is the same size as the SUPL INIT message.

There are no parameters exchanged by the SET and H-SLC during the SUPL Security Synchronization Session that are associated with NULL ciphering.

H-SLC Actions: The H-SLC sets the payload field of the SUPL INIT ENVELOPE to be equal to the SUPL INIT message.

SET Actions: The SET sets the SUPL INIT message to be equal to the payload field of the SUPL INIT ENVELOPE.
6.1.9.7 Integrity Protection Algorithms
SIIS currently supports the following Integrity protection algorithms:

· IntAlgId = 0x00: reserved

· IntAlgId = 0x01: HMAC-SHA1-64 (Section 6.1.9.7.1). This algorithm is MANDATORY to support if supporting SIIS.

6.1.9.7.1 HMAC-SHA1-64: IntAlgID = 0x01.
There are two values associated with this algorithm:

· SIIS_IK: 16 octets

· MAC: 8 octets

During the SUPL Security Synchronization Session, the H-SLC sends the SIIS_IK to the SET.
The MAC MUST be calculated as HMAC-SHA1-64 [HMAC] as:

MAC=H(SSK_IK XOR opad, H(SSK_IK XOR ipad, SUPL_INIT_ENVELOPE’)) 

where SUPL_INIT_ENVELOPE’ consists of the fields of SUPL_INIT_ENVELOPE with  the MAC field set to all zeroes.
H-SLC Actions: The H-SLC computes the MAC and sets the integrity protection field of the SUPL INIT ENVELOPE to be equal to the MAC.

SET Actions: The SET computes the MAC and compares this value to the  the integrity protection field of the SUPL INIT ENVELOPE. If the values are equal, then the SUPL INIT ENVELOPE passes integrity verification. Otherwise, the SUPL INIT ENVELOPE fails verification..
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