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1 Reason for Change

See document OMA-LOC-2007-0072-INP_SUPL_INIT. 
This revision collects the changes in previous versions of this document. Note that there are additional changes in the text since the last revision.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change TS document accordingly.
6 Detailed Change Proposal

6.1.6 Processing of SUPL INIT Messages
As network initiated SUPL sessions are triggered by a SUPL INIT message, it is essential to protect SUPL INIT messages against masquerading and in some cases against re-play attacks.  
SUPL 2.0 specifies the following protection for SUPL INIT messages:

· Network-based security, in which the SLC shall perform checks to ensure authentication (Section 6.1.6.1) and replay protection (Section 6.1.6.2) of SUPL INIT messages. This verification occurs after the SET has processed the content of the SUPL INIT message and established a secure TLS session with the SLC for the purposes of performing the SUPL session. 
· End-to-End security, in which the H-SLC may apply a combination of encryption, integrity protection and replay protection to the SUPL INIT message and the SET applies the corresponding combination of decryption, integrity verification and replay detection. The SET applies these security measures before processing the content of the SUPL INIT message. This security is applied only to non-emergency SUPL INIT messages.
Network-based security is mandatory, while End-to-End security is optional. 


· 
· 


6.1.6.1 Network-Based Authentication of the SUPL INIT Message
Network verification of the integrity of the SUPL INIT message is always performed by the SLP.  The first message sent in response to the SUPL INIT message (that is, a SUPL POS INIT, SUPL AUTH REQ or SUPL TRIGGERED START message) MUST contain a verification field (VER), which is an un-keyed HMAC of the complete SUPL INIT message.  When the SLP receives the first message sent in response to the SUPL INIT message it MUST check the received VER field against the corresponding value calculated over the transmitted SUPL INIT message.  If this verification fails the SLP MUST terminate the session with the SUPL END message that contains status code ‘authSuplinitFailure’.

HMAC for the verification field MUST be calculated as follows:

· VER=H(SLP XOR opad, H(SLP XOR ipad, SUPL INIT))

where SLP is the FQDN of the SLP address.  Note that the SLP address is not considered secret.  The HMAC construct used here does not provide any data authentication but is only used as an alternative to a HASH function.  SHA-1 MUST be used as the hash (H) function in the HMAC.  The output of the SHA-1 HASH function MUST be truncated to 64 bits, i.e., the HMAC MUST be implemented as HMAC-SHA1-64.






6.1.6.2 Network-Based Re-Play protection of SUPL INIT Message 

For Network Initiated cases, protection against re-play attacks MUST be provided by the SLPs.  SLPs MUST ensure that no SUPL messages are accepted from an authenticated SET unless a previous, non-expired SUPL INIT message has been sent with an “SLP Session Id” that corresponds to the one received inside the SUPL message.  SLPs MUST also ensure that the type of SUPL message (e.g. SUPL POS INIT, SUPL AUTH REQ, SUPL TRIGGERED START) agrees with the parameters sent in the SUPL INIT message. Implementations MUST ensure that an “SLP Session Id” is correctly associated with the SET User ID (e.g., MSISDN or MDN) that has been authenticated.

If the SET User authentication is performed using Alternative Client Authentication method described in this document then a mapping between the source IP address of the response from the SET (SUPL POS INIT, SUPL AUTH REQ or SUPL TRIGGERED START) and the MSISDN or MDN of the SET User is already established and this MSISDN or MDN MUST be used as the authenticated MSISDN or MDN.  
Discarding of an erroneous SUPL POS INIT, SUPL AUTH REQ or SUPL TRIGGERED START MUST NOT generate a chargeable event for the SET.

For Non-Proxy Network Initiated cases SLPs MUST only create a chargeable event after receiving the confirmation from the SPC for the successful completion of the SUPL positioning.

6.1.6.3 End-to-End Protection of SUPL INIT Messages 
Note: recall that End-to-End Protection of SUPL INIT Messages applies only to non-emergency SUPL INIT messages. 
Two levels of protection are provided for in this specification: Null and Basic-
· Null SUPL INIT protection provides no integrity protection, no replay protection and no confidentiality protection. The procedures for Null SUPL INIT protection are described in Section 6.1.7.
· Basic SUPL INIT protection provides integrity protection and replay protection using default algorithms. The procedures for Basic SUPL INIT protection are described in Section 6.1.8.
The order of preference for the level of protection is as follows:

· Null SUPL INIT protection has least preference.

· Basic SUPL INIT protection has higher preference than Null SUPL INIT protection.
A SUPL INIT message the Protection Level parameter (in the following table) is assigned according to the current level of protection. 
Note: this specification has been written to allow for more advanced levels of protection to be added in the future revisions. This advanced protection could allow the negotiation of other ways for securing SUPL INIT (for example, allowing encryption and allowing the negotiation of algorithms). The Protection Level parameter is included to aid the SET in determining whether it might be able to parse the SUPL INIT or not: the Protection Level parameter is required for extensibility.
A SUPL INIT message may have a Protector parameter present for including security parameters: the presence of a Protector parameter is specified in the following table.
	Level of End-to-End SUPL INIT Protection
	Description
	Protection Level Parameter
	Protector parameter present in SUPL INIT?

	Null
	No end-to-end protection
	0x00
	No

	Basic
	Integrity protection and replay protection using default algorithms
	0x01
	Mandatory


Table 38: 
SUPL INIT Protection Level parameter values and presence of the Protector parameter in SUPL INIT.
A  SET or H-SLP that supports the ACA-based method MUST support Null SUPL INIT protection. 
A SET or H-SLP that supports the GBA-based or SSK-Based method MUST support Basic SUPL INIT protection procedures. 

The SPC, E-SLC entities are not involved in currently defined SUPL INIT protection.
6.1.6.4 Negotiating the Level of SUPL INIT Protection  

Negotiation from the H-SLP Perspective
If the H-SLP has a current B-TID or SSK-TID for the SET, then 
· SUPL_INIT_ROOT_KEY is the Ks_(int/ext_)NAF or SSK- Ks_(int/ext_)NAF corresponding to that B-TID or SSK-TID  and generated using FQND “mac.”H-SLP_FQDN. 
· Assuming no other SUPL INIT protection has been negotiated, then the H-SLP assigns the Basic SUPL INIT protection for that SET.
If no other level of protection is assigned, then the H-SLP assigns Null SUPL INIT protection level for that SET.
The H-SLP applies the procedures (for processing SUPL INIT messages prior to delivery) corresponding to the currently assigned level of SUPL INIT protection. This includes assigning the appropriate value for the Protection Level parameter.
Negotiation from the SET Perspective
If (since power up) the SET has established a TLS-PSK session (with the H-SLP) using GBA or SSK and using the current B-TID or SSK-TID for the SET, then 
· SUPL_INIT_ROOT_KEY is the Ks_(int/ext_)NAF or SSK- Ks_(int/ext_)NAF corresponding to that B-TID or SSK-TID  and generated using FQND “mac.”H-SLP_FQDN. 
· Assuming no other SUPL INIT protection has been negotiated, then the SET assigns the Basic SUPL INIT protection level.
If no other level of protection is assigned, then the SET assigns Null SUPL INIT protection level.
The SET applies the procedures (for processing received SUPL INIT messages) corresponding to the currently assigned level of SUPL INIT protection. See the figure below
Exception procedures
If the SET determines that internal SUPL INIT protection parameters have become corrupted, then the SET must establish a TLS session with the H-SLP: if GBA or SSK authentication is used, then the SET must initiate GBA/SSK bootstrapping to establish fresh keys.
If the SLP loses security context (for example, massive loss of data), then the SLP will have no means of initiating positioning activities. The context would be re-established when the B-TID or SSK-TID expires, or the SET connects to the H-SLP. To prevent this “block out window” the H-SLP should ensure that all SUPL INIT security context information is stored with sufficient redundancy to recover from such a scenario. 
Specifications when Null Level of Protection is Assigned
There are no security procedures for the H-SLP that are specific to Null SUPL INIT protection.
When Null SUPL INIT protection is assigned and the SET receives a SUPL INIT message,

· If the Protection Level parameter is correct, then the SET considers the message to be authentic, and processes the message as specified in Section 5.
· If the Protection Level parameter is incorrect, then the SET sends the appropriate error message to the H-SLP.
Specifications for Basic SUPL INIT Protection Level
A SUPL INIT Protector for Basic SUPL INIT Protection includes the parameters:

· Key Identifier: corresponds to the current B-TID or SSK-TID. 
· BasicReplayCounter: length = 2 octets.

· BasicMAC: length = 8 octets.
The BasicMAC parameter is generated as:
· BasicMAC = HMAC-SHA1-64(SUPL_INIT_Basic_IK, SUPL_INIT’), where
· SUPL_INIT_Basic_IK = HMAC-SHA1-128(SUPL_INIT_ROOT_KEY, “Basic IK”),
· SUPL_INIT’ corresponding to the SUPL INIT message with all parameters except MAC assigned, and with the MAC parameter set to all zeroes, and 
· HMAC-SHA1-64 and HMAC-SHA1-128 are specified in [HMAC].
The SET and H-SLP are required to store a BasicLastReplayCounterValue of length equal to the length of BasicReplayCounter parameter.
H-SLP Procedures
If Basic level of protection is assigned to a SET, then prior the first time that the H-SLP processes a SUPL INIT message with a given SUPL_INIT_ROOT_KEY, the H-SLP resets the Basic SUPL INIT protection parameter LastReplayCounterValue to 0x0000.

If Basic level of protection is assigned to a SET, then the H-SLP composes the SUPL INIT messages as follows:

1. Parameters outside the SUPL INIT Protector are assigned as described elsewhere.

2. Key identity is set to the current B-TID/SSK-TID associated with the SUPL_INIT_ROOT_KEY.
3. H-SLC increases the current value of BasicLastReplayCounterValue by 1, and inserts the new value into the BasicReplayCounter parameter.
4. Finally, after all other parameters are assigned, the BasicMAC is calculated from SUPL INIT and SUPL_INIT_ROOT_KEY as specified above.
SET Procedures

If Basic level of protection is assigned by the SET, then prior the first time that the SET processes a SUPL INIT message with a given SUPL_INIT_ROOT_KEY, the SET resets the Basic SUPL INIT protection parameter LastReplayCounterValue to 0x0000.

If Basic level of protection is assigned, then the SET processes a received SUPL INIT message as follows:
1. The SET discards the SUPL INIT message if the following parameters fail the appropriate verification:
· Protection Level;

· Key Identity: must be the current B-TID or SSK-TID.
· BasicReplayCounter: must be greater than the current value of BasicLastReplayCounterValue.
· BasicMAC: The SET computes an expected BasicMAC from SUPL INIT and SUPL_INIT_ROOT_KEY (as described above) and compares this to the received BasicMAC: the values must be equal.
2. If the SUPL INIT was not discarded, then it is considered authentic. The SET resets the value of BasicLastReplayCounterValue to the value in the BasicReplayCounter parameter. If BasicLastReplayCounterValue is getting close to 65535 = 216-1 (which is highly unlikely), then the SET must establish a new SUPL_INIT_ROOT_KEY with the H-SLP to reset the counter.












�This text should be moved to somewhere else!!!!


�The table number needs to be determined.
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