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1 Reason for Contribution

To minimize risk, appropriate security services or mechanisms are applied to OMA enabler. Risk assessment table helps to defining security services or mechanisms that are needed. Security Services or mechanisms are chosen considering asset, value of asset, threat, and risk impact and so on.

2 Summary of Contribution

This contribution provides security risk assessment table to define security services
3 Detailed Proposal

This change introduces new section in the Risk Assessment section in Security Risk Assessment Guide.

6.3.4 Define Security Services

	Asset
	Value of asset
	Category of threats
	Threat
	Risk class
	Security service
	priority

	Asset01
	High/Med/Low
	Access control & authentication
	
	4/3/2/1
	
	

	Asset01
	
	Non-repudiation
	
	
	
	

	Asset01
	
	Data confidentiality
	
	
	
	

	Asset01
	
	Data Integrity
	
	
	
	

	Asset01
	
	Communication Security
	
	
	
	

	Asset01
	
	Availability
	
	
	
	

	Asset01
	
	Privacy
	
	
	
	

	Asset02
	
	Access control & authentication
	
	
	
	

	Asset02
	
	Non-repudiation
	
	
	
	

	Asset02
	
	Data confidentiality
	
	
	
	

	Asset02
	
	Data Integrity
	
	
	
	

	Asset02
	
	Communication Security
	
	
	
	

	Asset02
	
	Availability
	
	
	
	

	Asset02
	
	Privacy
	
	
	
	

	....
	
	
	
	
	
	


Table 1: Security Risk Assessment Table

In the stage of risk assessment, security services that are needed to minimize security risk should be defined. Table 1  helps writer of AD to recognize appropriate security services. Writer of AD may complete Table 1 as follows;
· Asset: It includes all identified asset of OMA enabler applied this security risk assessment guide. To fill these columns, it should be necessary to reference asset identification in this guide.

· Value of asset: It should be defined by each WG of OMA enabler, considering cost, role and so on.

· Category of threats: Threats identification should be processed using this category. 

Editor’s note: It is possible to classify security threats in many different ways. OMA SEC WG should decide what a way is provided.
· Threat: Threat should be described for each asset. And these columns filled with cases of threats to the asset, considering category of threats. For example, for internal memory (asset), illegal user can view contents from/to internal memory (threat category: Data confidentiality). It is possible one threat against an asset, or multiple threats against an asset both.

· Risk class: These columns filled with results of risk matrix.
· Security service: It is mapped to <Asset, Threat> tuple. That is, these columns should be filled with appropriate security services or mechanisms are needed to protect assets against threats. It is recommended to describe practical security services or mechanisms, for example, TLS.
· Priority: Considering risk class and value of asset, priority is defined by each WG. It is recommended that security services with high priority apply should apply to OMA enabler, first.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA SEC WG should evaluate this contribution and its content for insertion into the OMA-SEC-SRAG V0.2
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