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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Introduction:

More and more mobile services are coming up. Each service has its own authentication mechanism. Users have to be authenticated for each service if they want to access these services. In this way, many resources in both terminal side and network side will be wasted. So it is necessary to define some solutions to provide SSO experience to users.
On the other hand, current authentication mechanisms depend on underline network infrastructure. That will impact users with 3GPP terminals to access services over 3GPP2 network infrastructure. So it is necessary to define some security mechanisms independent of network. 
Objectives:

The work item is aim to specify unified authentication for all mobile services. The unified authentication can provide SSO experience to users, and can also specify authentication mechanisms independent of underline network infrastructure.

The unified Authentication can provide mutual authentication between users and enablers. With SSO experience, user can access other enablers without authentication again after they have been authenticated during their access to the first enabler. That can be implemented by reusing existing authentication mechanisms such as GBA, UMTS AKA, etc. In this way, many resources in both terminal side and network side can be saved. 
The unified authentication also specifies some mechanisms of authentication and key agreement for enablers independent of underline network infrastructure.  That can be realized by using identity based cryptography.
The unified authentication will cover the following aspects:
· unified authentication framework or architecture 
· interfaces between user and unified authentication server, interfaces between users and enablers
· The private authentication ID binding with public ID used to access services

· User experience, SSO
· Unified authentication and key agreement independent of underline network infrastructure
The following use case is to discuss unified authentication and key agreement independent of underline network infrastructure.
Use Case 1
1.1  ASK  \* MERGEFORMAT Short Description

Before users access enablers, mutual authentication between users and enablers has to be operated. After mutual authentication, a session key will be obtained and used to protect further communication between users and enablers. The mutual authentication is based on identity based cryptography and independent of underline network infrastructure. 

A user searches services and gets to know the enabler’s ID. Before this user accesses the enabler, the user sends the enabler with user ID and session key materials (including enabler’s public key, generated by user from enabler’s ID). The enabler sends the user with enabler ID and session key materials (including user’s public key, generated by the enabler from user’s ID). The user can calculate the session key between the user and the enabler using session key materials from enablers and its private key from KGC (key generation center). The enabler also can calculate the session key using session key materials from the user and its private key from KGC. Then the communication between the user and the enabler can be protected by the session key. The mutual authentication between the user and the enabler is done implicitly and automatically. Only the user or the enabler has its own private key to generate the session key, and then to decrypt cipher texts.
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Figure X: authentication and key agreement based on identity based cryptography
1.2 Actors

We have the following actors in this use case

•
The end-user represented by the client in the Terminal.

•
The home network operator. The home network operator runs 

· KGC (Key Generation Center), responsible for generating private key for end-user and enablers based on identity based cryptography


· Network Side Authentication Server. Sometimes, this server may exist. Sometimes, this server may not exist.
· If this server does not exist, the mutual authentication between KGC and end-user/enabler can be done without of operators’ controls before KGC sends private keys to end-user/enabler. This scenario will not be discussed in this use case.
· If this server exists, the mutual authentication between KGC and end-user/enabler can be done with operators’ controls. This server may be HSS (based on network access authentication mechanisms), or BSF (based on GAA/GBA authentication mechanisms), or S-CSCF (based on IMS security mechanisms), or NASS (based on NASS security mechanisms), etc.
•
Enablers. Usually the home network operator will run these enablers. But it is also possible to have 3rd party enablers. There are possible to have another KGC (different with home KGC) to generate private key for enablers if enablers are run by the 3rd party.
1.3 Actor Specific Issues

The Terminal and the home operator have to support identity based cryptography mechanisms.
1.4 Actor Specific Benefits

It is essential for users as well as home network operators that users can be offered secure access to services. A session key for further secure communication between users and enablers will be obtained after the mutual authentication between users and enablers is operated automatically and implicitly. There will be no man-in-middle attacks between users and enablers.

1.5 Pre-conditions

KGC (key generation center) have to support related algorithms based on identity based cryptography. Based on these algorithms, KGC can generate private keys and common security parameters (e.g., system master public key) for its users. Before any communications, KGC shall send common security parameters to its users.

Terminal and enablers shall support related algorithms based on identity based cryptography. 
Users shall have subscription relationship with KGC. Enablers shall have subscription relationship with KGC. Possible trusted channels between KGCs exist if users and enablers have different KGCs.

Network side authentication server and terminal will support authentication mechanisms (for example, AKA). Trusted channels between network side authentication server and KGC exist.
1.6 Post-conditions

Mutual authentication between users and enablers can be operated automatically and implicitly. The session key can be obtained and used to protect further communication between users and enablers. 
1.7 Normal Flow

1. A user searches services and gets to know the enabler’s ID.
2. User, identified by telephone-number or equipment number, sends message to enabler. This message includes key materials to generating session key for further communication between user and enabler. The key materials include user ID, user’s KGC domain identification, a random X generated by user, and enabler’s public key calculated from enabler ID by user.
3. Enabler responds user with session key materials. The session key materials may be enabler ID, enabler’s KMC domain identification, a random Y generated by enabler, and user’s public key calculated from user ID by enabler.
4. After receiving message from enabler, user requests its private key from its KGC.
5. Mutual authentication between KGC and user will be triggered in the way of reusing existing network side authentication mechanisms. After this mutual authentication, KGC will send user’s private key to the user securely. For example, it can start mutual authentication between KGC and user with reusing HSS based on network access mechanism AKA according to following procedures
a.  KGC check if the available AV (Authentication Vector, RAND, CK, IK, AUTN, RES) exists or not. If yes, then the procedure skips to step c. Otherwise, KGC will send a request to HSS ask for AVs (Authentication Vector, RAND, CK, IK, AUTN, RES). Protocols Diameter and MAP can be used between KGC and HSS.
b. HSS responds KGC with AVs.

c. KGC send challenge to user to start authentication. This message includes RAND and AUTN.

d. User authenticates KGC by comparing AUTN from KGC with AUTN generated by user itself. After authentication, user will send response back to KGC including RES generated by user.
e.  KGC authenticates user by comparing RES from HSS with RES from user. After authentication, KGC will calculate or search user’s private key. After that, KGC sends the private key encrypted by CK to user. 
6. User gets its private key from KGC by decryption key CK. After that, user can calculate the session key KEYuser between user and enabler from its private key and session key materials from enabler.
7. Enabler asks for its private key from enabler’s KGC. The mutual authentication between enabler and its KGC should be operated. The mutual authentication mechanisms can be a dedicated delivery channel, or VPN channel can be set up between SP and its KMC. After successful mutual authentication, the session key between enabler and its KGC can be obtained. KGC will use this session key encrypted enabler’s private key and send it to enabler. Then enabler can get the session key KEYenabler between user and enabler using its private key and session key materials from user.

In fact, KEYuser is equal to KEYenabler. So, the further secure communication between user and enabler can be guaranteed by session key KEYuser or KEYenabler.

Mutual authentication between user and enabler is operated implicitly and automatically. Only user or enabler has its own private key to generate the session key, and then to decrypt cipher texts.
1.8 Alternative Flow

The alternative flow may exist in step 4 according to above normal flow.

5. Mutual authentication between KGC and user will be triggered in the way of reusing existing network side authentication mechanisms. After this mutual authentication, KGC will send user’s private key to the user securely. Of course, trusted channels between KGC and network side authentication server have to be set up. The authentication mechanisms may be one of followings: 
· IMS network authentication mechanisms

· GAA/GBA authentication mechanisms

· NASS access authentication mechanisms

· WLAN access authentication mechanisms

· WIMAX access authentication mechanisms

After the mutual authentication between KGC and user, KGC will send user with its private key in a secure way.

1.9 Operational and Quality of Experience Requirements

The establishment of the secure connection should be automatic and invisible to the end-user.
Existing Specifications or Documents Affected:

OMA-RD-Identity_Management_Framework-V1_0-20050202-C
( It is to deliver requirements for an identity management framework covering identity discovery, transfer, and control of availability and use of identities or personal information. It is includes End User Identity, Provider Identity, Device Identity, Application / Service Identity , but not enabler ID and Media content ID)
OMA-TS-GBA_Profile-V1_0-20051215-D
OMA-TS-TLS_Profile

OMA-AD-
Linked Work Items:

WI0097, SEC CF 
Linked Affected OMA Groups and External For a

· OMA Architecture

· OMA Requirements

· OMA Security

· 3GPP, 3GPP2
· ITU-T
· IEEE
· IETF

· Liberty Alliance

2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

This work item is expected to keep the minimum impacts on mobile services.
Architecture Impacts:   






Business Focus guidelines to consider during Work Item creation:


The completion of work item takes time, effort and enthusiasm. The process of persuading others to join you in a quest to create a work item and to finally complete the task is a major investment for all concerned. It is therefore of paramount importance that the return from such a work item justifies the investment undertaken.


In order to ensure that Business Focus is applied in creating a work item, it is recommended to answer the sample questions below and use your sound judgement to evaluate the results (the intention is to question assumptions and clarify the reason for creating the work item):


1. What are the issues, as experienced by the market players and end users (a.k.a. the value chain), will this work item solve? Please describe the issues in detail to have a common understanding of the problem that needs to be addressed..


2. What benefit will your work item bring to the value chain in the cellular value chain e.g. the subscriber, the operator etc? 


3. Will there be high market acceptance of the outcome of this work and what evidence do you have to support this claim (If the industry can’t sell it, don’t propose it)?


4. Will the work item create complexity and increase costs (Increase Bill of materials)?


5. Will the proposal increase time to market?


6. Have you checked within the OMA if a similar work item has been proposed in another group, is already under discussion or under development in another WG?


7. Is this work item providing a solution to a problem that doesn’t need fixing?
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