Doc# OMA-SEC-2007-0085-CR_SUPL2_0_TS_ULP_Security_SSK[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-SEC-2007-0085-CR_SUPL2_0_TS_ULP_Security_SSK
Change Request



Change Request

	Title:
	SUPL v2.0 SSK text
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	SEC

	Doc to Change:
	OMA-TS-ULP-V2_0-20070530-D

	Submission Date:
	11 Jun 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Philip Hawkes, Qualcomm; phawkes@qualcomm.com
Stephen Edge, Qualcomm; sedge@qualcomm.com 

Andreas Wachter, Qualcomm; awachter@qualcomm.com

	Replaces:
	n/a


1 Reason for Change

.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and forward to OMA-LOC along with indication of OMA-SEC’s approval.
6 Detailed Change Proposal


6.1.2 The SSK-Based Method
6.1.3 The SSK procedures allow a H-SLP to use a GBA-style bootstrapping based on a key stored in the H-SLP and a CDMA SET (R-)UIM. The SSK procedures are an interim solution intended to be used only until GBA is available to the H-SLP.
6.1.3.1 Introduction to SSK (Informative)

SSK is intended to re-use the existing GBA specifications [S.S0109,S.S0114]as much as possible. Furthermore, where possible, SSK aims to re-use the authentication algorithms already implemented in the SET, rather than require new algorithms, particularly in the UIM/UICC.

The following SSK procedures are defined

· Detection of SSK Support in (R-)UIM (No corresponding procedure in GBA)
· Initiation of SSK Bootstrapping: follows GBA procedures  [S.S0109]
· SSK bootstrapping: follows GBA bootstrapping [S.S0109] to establish a shared key between the SET and the H-SLP-SSK-BSF.
· Procedures using SSK bootstrapped Security Association: follows the GBA procedures [S.S0109] to establish a Ks_NAF or Ks_(int/ext)_NAF between the SET and an H-SLP-SSK-NAF, using interaction with the H-SLP-SSK-BSF.
· Security Mechanisms using SSK: follows [S.S0114].
Note: The H-SLP may use user profiles, but the user profiles would be internal to the H-SLP, and are therefore considered to be out of the scope of this text. Any referenced text that includes discussion of user profiles should be ignored.
6.1.4 This specification may require new function calls on the interface between the SET handset and the SET UIM/UICC: the specification of this interface is the responsibility of the appropriate CDMA specification [C.S0065].
6.1.4.1 SSK Architecture

6.1.4.2 Figure XXX below shows the mapping from CDMA GBA architecture [S.S0109] to the SSK architecture.

6.1.4.3 
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Figure 23: Mapping from GBA architecture to SSK Architecture

6.1.4.3.1 SSK Entities

The entities involved in SSK translate to the following 3GPP2 GBA entities,
· The SET corresponds to a CDMA MN [3GPP2 S.S0109] (or where [3GPP TS33220] is referenced, the SET corresponds to a UE). The CDMA GBA specifications [3GPP2 S.S0109, S.S0114] allow for three kinds of MN:
· MN using a CAVE Key (herein referred to as a CAVE-based SET). The (R-)UIM will be GBA-unaware.
· MN using MN-AAA Key (herein referred to as a MN-AAA-based SET). The (R-)UIM may be GBA-unaware or GBA-aware.
· MN using AKA authentication (herein referred to as an AKA-based SET). The (R-)UIM may be GBA-unaware or GBA-aware.
The authentication supported by the SET is considered to the authentication supported by the UIM or (where R-UIM is used) the R-UIM currently in the SET.

· The H-SLP will fulfill the both the role of HSS/HLR and BSF for SSK procedures. The functionality within the H-SLP that is responsible for these roles is called the H-SLP-SSK-BSF within this document. The H-SLP may choose to implement the entities as distinct entities or as a joint entity.

· The SSK entity corresponding to a NAF is called a H-SLP-SSK-NAF. There may be multiple H-SLP-SSK-NAF functions within the H-SLP. 
6.1.4.3.2 SSK Reference Points
The reference points involved in SSK procedures translate to the following GBA interfaces:
· SSK-Ub (corresponds to the GBA reference point Ub): The reference point between the SET and H-SLP-SSK-BSF corresponds to the reference point between the MN and BSF in [S.S0109].
· The HTTP Digest AKA protocol, which is specified in RFC 3310 [4], is used on the reference point SSK-Ub.
· SSK-Ua (corresponds to the GBA reference point Ua): The reference point between the SET and H-SLP-SSK-NAF corresponds to the reference point between the MN and NAF in [S.S0109].
· The reference point SSK-Ua carries the application protocol, which is secured using the keys material agreed between SET and H-SLP-SSK-BSF as a result of the run of HTTP Digest AKA over reference point SSK-Ub.
· SSK-Zn (corresponds to the GBA reference point Zn): The reference point between the H-SLP-SSK-NAF and H-SLP-SSK-BSF corresponds to the reference point between the NAF and BSF in [S.S0109]. This reference point is not yet defined for CDMA networks, however this reference point is internal to the H-SLP, and could operate in a proprietary manner if desired, proved that the reference point provides the same functionality as GBA Zn. 
· There is no SSK reference point corresponding the reference point(s) between a CDMA HSS/HLR/AAA and BSF in [S.S0109] (denoted by Zh1/Zh2/Zh3 respectively). SSK does not require such an interface since both entities are considered as a single entity for the purpose of SSK.
· 
· 
6.1.4.4 SSK Parameters

New parameters are specified for SSK procedures. 

· The underlying credentials in SSK correspond to the following CDMA credentials:
· CAVE-SSK functions the same as a CAVE Key in [3GPP2 S.S0109].

· MN-AAA-SSK functions the same as a MN-AAA Key in [3GPP2 S.S0109].

· AKA-SSK functions the same as a AKA Key in [3GPP2 S.S0109].

· The following parameters correspond to the following GBA parameters:
· SSK-Ks functions the same as a GBA Ks in [3GPP2 S.S0109,3GPP TS33220].
· SSK-Ks_NAF functions the same as a GBA Ks_NAF [3GPP TS33220].
· SSK-Ks_int_NAF functions the same as a GBA Ks_int_NAF [3GPP TS33220].

· SSK-Ks_ext_NAF functions the same as a GBA Ks_ext_NAF [3GPP TS33220].
· SSK-TID functions the same as a GBA B-TID [3GPP TS33220].
· The following FQDNS are used (noting H-SLP_FQDN is the FQDN of the H-SLP).
· The FQDN of the H-SLP-SSK-BSF is formed as “SSK-BSK”.H-SLP_FQDN.
· The FQDN of the H-SLP-SSK-NAF is of the form NAF_SPECIFIC_ADDRESS.H-SLP_FQDN.
6.1.4.5 Requirements
6.1.4.5.1 SET Requirements
6.1.5 The SET shall fulfill the requirements of a MN as in [S.S0109], with the following clarifications:

· A SET that supports SSK shall also support GBA.
· The appropriate underlying SSK credential (CAVE-SSK, MN-AAA-SSK or AKA-SSK) shall be stored in secure memory in the (R-)UIM. The underlying SSK credential shall never passed out from the (R-)UIM.
· The underlying SSK credential shall be associated with the H-SLP-SSK-BSF to ensure that keys associated with one H-SLP-SSK-BSF are not confused with keys associated with GBA or another H-SLP-SSK-BSF.
· The (R-)UIM shall be able to use the CAVE-SSK (MN-AAA-SSK or AKA-SSK respectively) in the place of the CAVE Key ( MN-AAA Key or AKA Key respectively) in the algorithms for GBA bootstrapping.
· If the SET (R-)UIM is GBA-aware, then the SSK-Ks shall not be passed out from the  SET (R-)UIM.

· If the SET (R-)UIM is GBA-aware, then the SET (R-)UIM shall be able to generate SSK-Ks_int/ext_NAF from SSK-Ks using the algorithms that generate Ks_int/ext_NAF from Ks. The SSK-Ks_ext _NAF shall be passed out from the SET (R-)UIM. The SSK-Ks_int _NAF shall not be passed out from the SET (R-)UIM.
· The SET handset shall be able to use SSK-Ks for generating SSK-Ks_NAF in the place of using Ks for generating Ks_NAF in the algorithms for procedures using GBA-unaware bootstrapping security associations.
· The SET handset shall be able to use SSK-Ks_NAF in the place of using Ks_NAF in the Security Mechanisms using GBA [S.S0114].

· The SET handset shall be able to use SSK-Ks_int/ext_NAF  in the place of using Ks_int/ext_NAF in the Security Mechanisms using GBA [S.S0114].
· If a (R-)UIM is used, then the SET shall support the necessary interface between handset and (R-)UIM.
· Care should be taken to ensure that keys associated with one H-SLP-SSK-BSF are not confused with keys associated with GBA or another H-SLP-SSK-BSF.
6.1.5.1.1 H-SLP-SSK-BSF Requirements

The H-SLP-SSK-BSF shall fulfill the requirements of a BSF and HSS/HLR/AAA as in [S.S0109], with the following clarifications

· The H-SLP-SSK-BSF SHALL NOT authorize (that is, provide keys to) entities other than authenticated H-SLP-SSK-BSF controlled by the H-SLP.
· The H-SLP-SSK-BSF does not need to support the Zh1/Zh2/Zh3 interfaces.
· The FQDN of the H-SLP-SSK-BSF is specified in Section 6.1.2.3.
6.1.5.1.2 H-SLP-SSK-NAF Requirements

See assumptions in Section 4.2.2 of [S.S0109] (assumptions regarding local policy do not apply). The additional requirement applies:
· The H-SLP-SSK-NAF MUST be controlled by the H-SLP. The H-SLPMUST NOT use SSK procedures to provision keys to an entity outside of the H-SLP control.
· The FQDN of the H-SLP-SSK-NAF MUST conform to the form prescribed in Section 6.1.2.3.
6.1.5.1.3 Parameter Requirements

6.1.6 SSK-TID: must fulfill the requirements in Section 4.4.6 of [S.S0109] (requirements referring to home network do not apply).
6.1.6.1 Procedures
6.1.6.2 All the following procedures follow the indicated procedures with the translations specified in Sections 6.1.2.2, 6.1.2.3 and 6.1.2.4. Where indicated, additional changes apply.
6.1.6.2.1 Detection of SSK Support in UIM or UICC
If the SET uses an R-UIM, and the SET handset supports SSK, then the following method is used to detect if the UICC supports SSK for a given NAF. Each H-SLP-SSK-NAF will have the same root FQDN (that is, H-SLP_FQDN). The SET passes H-SLP_FQDN to the R-UIM and the R-UIM indicates in return if the R-UIM has a corresponding SSK (CAVE-SSK, MN-AAA-SSK or AKA-SSK). Note: it will be necessary to incorporate this into the appropriate CDMA standard [C.S0065].
If the R-UIM returns more than one H-SLP-SSK-BSF FQDN, then the FQDN to use for a particular NAF will be obvious since the H-SLP-SSK-BSF FQDN will be SSK-BSF.H-SLP_FQDN and the FQDN of the NAF
If the SET does not use a R-UIM, then the SET uses its own method to determine if SSK is supported. If SSK is supported, then the SET must store the FQDN of the H-SLP-SSK-BSF.
6.1.6.2.2 Initiation of SSK Bootstrapping

6.1.6.3 The procedure will follow Section 4.5.1 of [S.S0109].  As noted in Section 4.5.1 of [S.S0109], the “The form of this indication may depend on the particular reference point [SSK-]Ua and is specified in the relevant stage 3-specifications”. 
6.1.6.3.1 SSK Bootstrapping

The SSK bootstrapping procedures are specific to the carrier authentication of the SET (CAVE-, MN-AAA- or AKA-based).
The SSK bootstrapping procedures follow the GBA bootstrapping procedures, with a few additional changes applied. The changes specific to the carrier authentication of the SET are provideds below. The changes applicable to all three authentication methods are:
· The SET forms the FQDN of the H-SLP-SSK-BSF

· The interactions between the BSF and HSS/HLR are internal to the H-SLP-SSK-BSF.
· Note that the (R-)UIM does not need to support any new algorithms, although the (R-)UIM may need to support a new function call that signals use of CAVE-SSK, MN-AAA-SSK or AKA-SSK rather than the correspond CAVE or MN-AAA or AKA Key, and also signals to store the SSK-Ks distinctly from a Ks.
6.1.6.3.2 Procedures for CAVE-Based SET
· The SET and H-SLP-SSK-BSF shall perform the procedures in Section XXXXX of [S.S0109], with the CAVE-SSK used in the place of the CAVE Key,.
6.1.6.3.3 Procedures for MN-AAA-Based SET
· If the (R-)UIM is GBA-unaware, then the SET and H-SLP-SSK-BSF shall perform the procedures in Section XXXXX of [S.S0109], with the MN-AAA-SSK used in the place of the MN-AAA Key

· If the (R-)UIM is GBA-aware, then the SET and H-SLP-SSK-BSF shall perform the procedures in Section XXXXX of [S.S0109], with the MN-AAA-SSK used in the place of the MN-AAA Key

6.1.6.3.4 Procedures for AKA-Based Key

· If the (R-)UIM is GBA-unaware, then the SET and H-SLP-SSK-BSF shall perform the procedures in Section XXXXX of [S.S0109], with the AKA-SSK used in the place of the MN-AAA Key.

· If the (R-)UIM is GBA-aware, then the SET and H-SLP-SSK-BSF shall perform the procedures in Section XXXXX of [S.S0109], with the AKA-SSK used in the place of the MN-AAA Key. 
6.1.6.3.5 Procedures using SSK bootstrapped Security Association
The procedure for SSK usage depends on whether the (R-)UIM is GBA-unaware or GBA-aware. 

If the (R-)UIM is GBA-unaware, then the procedures in Section 4.5.2 of [S.S0109] are used.
6.1.7 If the (R-)UIM is GBA-aware, then the procedures in Section 5.3.2 of [S.S0109] are used.

6.1.8 The procedures for bootstrapping from SSK follows the corresponding procedures for bootstrapping renegotiation in the referenced sections.
6.1.8.1.1 Security Mechanisms using SSK

6.1.8.1.2 The procedures specified in [S.S0114] are followed with the following differences:
· The psk_identity_hint shall include “OMA-SUPLv2_0-SSK” if the H-SLP-SSK-NAF supports TLS-PSK using SSK.
· The psk_identity in the ClientKeyExchange message shall be made up of “OMA-SUPLv2_0-SSK” followed by the separator character “;” and finally SSK-TID.
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