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1 Reason for Contribution

SEC WG was at TP in Bangkok given an Action to study the recommendations given by TP/ETWS presentation OMA-TP-2007-0252R02. This ETWS “result” argues for a strengthening of  two of OMA’s horizontal groups: SEC and MCC. SEC’s TP Action reads: 

· “Review OMA-TP-2007-0252R02 INP_Strengthen_the_role_of_some_working_groups, to take any appropriate actions and send any updated material for TP approval.”

Two “in-practice” actions given by TP, understood by attending SEC chair, are to review OMA Process document and the SEC Charter. This is the recommendation in ETWS OMA-TP-2007-0252R02. 
Referenced documents are:

· OMA-TP-2007-0178R01-MINUTES_10Jun2007TP_19
· OMA-TP-2007-0252R02-INP_Strengthen_the_role_of_some_working_groups
· OMA-ORG-Process-V1_4-20070615-A
2 Summary of Contribution

This input deals with a review of OMA Process document (link see above), with respect to security and the role of SEC WG in the development process for OMA enablers. This input document should be viewed as a living document, in the way that in a revised form it will later be addressed to REL and TP.
3 Detailed Proposal

SEC chair asks that the following review of OMA-ORG-Process-V1_4-20070615-A, with respect to security, is being discussed at SEC in Seoul. 
General observations
Studying the “strength” of the different Horizontal Groups (HGs) in OMA, and reviewing OMA Process document, we can make the following observations. Although “strength” of group depends on group activity, it is in OMA correlated with the HGs
· link to mandated OMA enabler documentation: RD, AD, ETR, ETS, ERP, etc. Such mandated documents do not exist “for” SEC or MCC

· link to corresponding mandated OMA process parts: RD review, AD review, IOP activities (or flow diagrams). Such mandated activities do not exist “for” SEC or MCC.
· ownership and maintenance of own Guidelines documentation (although partly related to above)

Therefore, not surprisingly REQ, ARC, and IOP are the “stronger” HGs in OMA, wherease Sec and MCC appears to be less “strong”. Indeed a lot relies on HG leadership. However some greater part of OMA’s “Bureaucracy Cake” – “Quality Cake” – could be asked for at SEC (mandatory documentation and process parts), if one wishes to increase HG strength.
Within the boundaries of the current Process, the challenge for SEC is therefore
· Cooperation with the TWGs – suggested in OMA Process

· Be active in Reviews

· Promotion of Guideline documentation

Review of ch. 13 “Work Activities”
Ch. 13.1.3 Figure 6:  no security mentioning in flow diagram, at all. Especially if new formulised security procedures are proposed, it should be reflected here. Conclusion: Fig. 6 can be worked at in terms of security awareness.
Ch. 13.1.3  (text some paragraph below fig 6) "Technical Working Group SHALL determine whether the work or aspects of the work required to produce the candidate release package is performed by ..." 
Conclusion: This includes the so-called security aspects. One possibility is to ask to mandate that security aspects are developed at SEC WG. Comparison can be made with IOP – while an IOP champion is to be found at TWG members, the work should be handled at IOP.
Ch. 13.1.3.2 “Requirements Document Review” SEC to be provided notice to RD reviews, i.e. to be invited. This takes place also in practice. 

Conclusion: No change needed in Process. SEC needs to improve engagement on RD reviews.
Ch. 13.1.3.4  Development of AD:  "The TWG SHALL cooperate ... and, where aspects of security are involved, the Security group and ...". 
Conclusion: this has worked well only in a few enabler areas. Generally, fulfilment if this SHALL is poor. Wording does not say how this cooperation should work: roles, responsibilities. Necessity to appoint a Champion (c.f. SRAG document) before AD work is started? The Champion would be responsible for periodically convening SEC members with TWG members to progress security aspects of the AD. See also methodology suggested in SRAG. In the well developed case, AHGs would be formed.
 Ch. 13.1.3.5  “Architecture Document Review” SEC to be provided notice to AD reviews, i.e. to be invited. This takes place also in practice. 

Conclusion: No change needed in Process. SEC needs to improve engagement on AD reviews.
Ch. 13.1.3.6  "The TWG SHALL cooperate with ..., the Security group ... as appropriate" 
Conclusion: same as for AD development, has worked well in a few areas only. Generally, fulfilment of SHALL is poor. Clear need for Champion / security responsible with the responsibility of reporting and convening. Also, there is also no “security review” of TSs, beside the general Consistency review.
Relation to Security Risk Assessment Guide
Guidelines documents are not normally referenced in OMA Process document. Still any suggestions for OMA Process document needs to be consistent with SRAG. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

SEC chair recommends SEC WG to comment and discuss the above review of OMA Process with respects to security. The document may either be Noted or Agreed.









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20070101-I]

