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1 Reason for Change

Current server initiated bootstrap in OMA DM 1.2 has a vulnerability:
· The currently suggested method NETWORKID’s IMSI and ESN are not secret from a security perspective. This has the risk that a malicious network entity that, using an IMSI, can construct a bootstrap SMS message and install own parameters and hijack a device.

· 
The following is needed:

· It is necessary to use a truly shared secret as NETWORKID between device and network provider. There are feasible technologies for this purpose.
· 
The affected documents are: OMA DM Bootstrap and OMA DM Security.

If CR is not accepted, the Network Initiated Bootstrap feature will not be used by security-aware mobile operators. Also, devices implementing this feature are open for hijack attacks.
2 Impact on Backward Compatibility

Add a new more secure network-based bootstrapping to DM 1.3, while still keeping the DM 1.2-one for backwards compatibility. Mind that keeping this legacy part of DM 1.2 in makes M 1.3 vulnerable to so-called downgrade attacks for hijacking purposes.
3 Impact on Other Specifications

Other SDO may be reluctant to use this DM feature. 3GPP has explicitly forbidden the use of OMA DM Network-based Bootstrapping. The security community may eventually point out to DM vulnerability to downgrade attacks.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add a new mechanism for secure Network Initiated Bootstrapping as described in the CR below and cooperate with the OMA SEC for architecting a solution for OMA DM 1.3 AD/TS.
6 Detailed Change Proposal

Change 1:  Section 6.2.1 Security

	Label
	Description
	Release
	Functional module

	DM-aaa-bbb
	The DM enabler Network Initiated Bootstrapping SHOULD also support a NETWORKID based on a shared secret between device and network provider.
Informational Note: DM 1.2 suggests IMSI/ESN as shared secret NETWORKID which is a vulnerability, but needs to be kept for backwards compatibility.
	1.3
	Bootstrap
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